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Abstract— As time goes by, storage systems are required
to reliably store increasing amounts of data. Some earlier
solutions, designed for relatively small systems, are reaching
their limit. The problem of storage reliability is aggravated
by ongoing tendencies of (networked) storage systems, e.g.,
the growth gap between the capacity of each device and its
bandwidth, and the advent of mass-produced cheap devices
of decreasing reliability.

In this work we study bounds and solutions for very large
systems of high capacity devices. Using simple information-
theoretic bounds, we show the eventual necessity of a scal-
able hierarchical system. We next describe and analyze such
a system. The salient points of our system are protection
of data by their estimated access-intensity, unequal error-
protection by data importance, assumption of a lenient and
realistic disk-replacement policy, and competitive transition
of data between different levels by predicted access-intensity.

Keywords— storage, reliability, bounds, codes, unequal
error-protection, low-density generation-matrix, competi-
tive algorithms.

I. INTRODUCTION

Storage devices are prone to the failure of an entire de-
vice, the failure of some device blocks, and the corruption
of some device blocks. This causes storage systems to be
susceptible to data loss. To combat the failure of an en-
tire device or device blocks, a systematic MDS (maximum
distance separable) code [1], [2] is typically used. E.g., mir-
roring or RAID (redundant array of inexpensive devices)
level 5 [3], [4] are used to correct a single failure. To com-
bat data corruption, a combination of error detection and
erasure correction is typically used.

Much of the work up to date is relevant for devices with
limited capacity [3], [4], [5]. The growth gap between device
capacity and bandwidth, indicates a longer device-recovery
period. As this trend continues, the law of large numbers
indicates that concurrent multiple failures will become in-
creasingly common.

Consider a system composed of a large number of de-
vices, each with large capacity and limited bandwidth. We
show in Section II that such a group has the reliability be-
havior of a vector-communication channel with increasing
erasure probability, no feedback, and error memory. The
system has the same capacity of such a channel [6], [7],
and can be protected at most by an optimal code for such
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a channel [8], [9], [10], [11], [12], [13], [1], [14]. This sim-
ple reduction has some consequences: an upper bound on
the amount of reliable data as a function of device capacity
and failure statistics, a lower bound on the growth of device
numbers as a function of the amount of user data, a lower
bound on the growth of recovery activity as a function of
device capacity, a lower bound on the average coding-group
size as a function of the amount of user data, and a lower
bound on recovery activity as a function of the amount of
user data.

The preceding reduction has consequences for uniform
reliability-schemes. In any such scheme, an increase in
user-data amount must cause a decrease in access perfor-
mance.

In practice, data access requirements are not uniform;
data can be classified, by activity, into slowly changing
sets [15], [16], [17), [18], [19], [20], [21], [22], [23]. This
observation appeared in [24] as the rationale for a viable
alternative to configuring RAID levels. A two-level sys-
tem employing mirroring and RAID-5 was used. Data was
transited by access-intensity estimation between levels.

We extend this idea further. The lower-intensity level it-
self can degrade the system performance, since data must
constantly transit between the two levels. The above re-
duction can be applied to the lower level alone. Eventually,
the low-intensity level must become a bottleneck. It can be
similarly shown that a system employing any fixed number
of reliability schemes (e.g., two in the case of [24]), must
eventually suffer performance degradation.

We consider, therefore, a scalable hierarchy employing a
parameterized family of reliability schemes, as illustrated
in Figure 1. Exploiting the law of large numbers, the fail-
ure fraction of a large enough group of devices can be pre-
dicted accurately. Using this accurate prediction, we code
large groups of relatively inactive data using low redun-
dancy codes. Increasingly smaller groups of increasing ac-
tivity are simultaneously maintained. Groups of increasing
activity are protected using higher performance codes, at
the cost of higher redundancy.

The storage devices we consider store blocks. It is some-
times beneficial to group blocks into objects [25]. An ob-
ject is a collection of blocks considered related by its cre-
ator. The benefits of objects are twofold. The mapping of
blocks to objects gives the system an indication of usage
correlation. The granularity of objects allows a feasible-
complexity attachment of attributes to data.
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sity.

A hierarchical storage system grouped by data access inten-

We use the former benefit when considering the tran-
sition policy between levels. We use the latter benefit to
attach to each object a UEP (unequal error-protection) at-
tribute [2], [26]. UEP is a coding scheme wherein data are
protected differentially according to user specification. We
discuss the importance of UEP in storage, in Sections III
and 77.

The hierarchical scheme requires a policy of data transi-
tion between levels. The importance and design of on-line
competitive algorithms for the case of a memory cache,
have been extensively studied [27], [28], [29], [30], [31],
[32], [33]. The reliability setting differs somewhat than the
memory cache setting. In Section III we discuss this and
show a solution adapted from [34].

In Section ??7 we discuss a code used in the following
sections as a building block. We require a low-complexity
code which has a recovery locality property, i.e., a code
whose number of accessed members in recovery is propor-
tional to the number of failed members, and not to the
size of the coding group. We propose the use a variation
of LDGM (low-density generation-matrix) codes [8], [9],
[10], [11]. Independently, the use of standard LDGM codes
for storage was proposed [35], [36] for reasons of compu-
tational efficiency alone, and under the caveat that these
codes are probabilistic. We prove analytically and verify
by simulation that under a realistic device-failure assump-
tion, the recovery property of this variation is effectively
deterministic.

Reference data are characterized by rarity of updates.
This can be exploited for cost effective solutions. We show
in Section 77?7, that hierarchical large-group coding is ap-
plicable. Reference data can be further classified by ex-
pectation of read intensity. For reference data rarely read,

we show that the bounds from Subsection II can be ap-
proached. For reference data often read, we show that while
the data is well protected, read activity is not hindered by
ongoing recovery activity.

In Section 7?7 we deal with the bulk of non-reference
data. Typically, the data are striped, i.e., they are stored
on different devices protected in cross-device groups. Dif-
ferent schemes are used to utilize parallelism in both read-
ing and writing recovery activity [5], [37], [38], [39], [40],
[35], [36]. We use a hierarchy of random striping meant to
minimize failure-correlation between coding groups. Simi-
lar schemes were independently proposed in [35], [36]. To
the best of our knowledge the reliability analysis is first
performed here. This analysis allows to better determine
the required code redundancy.

At the extreme of the hierarchical system, highly-active
data are stored. Good performance in this level is cru-
cial for good overall system-performance. It is easy to
show that the only MDS codes which do not require read-
modify-update operations for data modifications are mir-
roring schemes. Previous work has analyzed this using
small-length Markov chains, modelling the deterministic
recovery-time by exponentially-distributed random wvari-
ables [4], [41]. Multi-way mirroring is not well modelled
by Markov chains, as the model loses recovery parallelism.
The exponential random variable can attain values arbi-
trarily close to zero. We show new lower bounds and ap-
proximations on the system reliability for multi-way mir-
roring.

Much of the previous work has made use of strong
assumptions on error-detection latency and replacement-
device availability. Device-failure detection was assumed
to be immediate; replacement-device availability was as-
sumed to be unlimited. We consider a model in which de-
vice failure is detected with some latency, and replacement
devices are inserted into the system once in an epoch, which
is a pre-determined period of time. The large coding-group
and random-sparing schemes explicitly take epochs explic-
itly into account. The mirroring scheme assumes that re-
placement devices are available without limit. By keeping
the ratio of mirrored-data small, this does not contradict
the device-replacement epoch assumption.

A. Paper Layout

We continue the introduction with definitions and no-
tations in Subsection I-B, related work in Subsection I-C,
and our contribution in Subsection ?7.

In Section IT we show bounds on system reliability and
performance which prove the necessity of a scalable hier-
archy. In Section III we show a policy for transiting data
between levels. In Section 7?7 we describe a variation of
LDGM codes which we use as a building block in the fol-
lowing sections. In Section 77 we describe the reference-
data hierarchy, used for protecting rarely-updated data.
In Section ?? we describe the moderate-intensity hierar-
chy, used for protecting the bulk of non-reference data. In
Section VII we describe the high-intensity level, used for



protecting the data estimated to be most active. For sim-
plicity, we describe Sections 77, 7?7, and VII in the context
of uniform error-protection and in a setting devoid of block-
corruption. In Section 7?7 we extend the solutions in these
two directions.

B. Definitions and Notations

Let C be a component of a system (e.g., a storage de-
vice, a group of devices, or the entire storage system). The
continuous random-variable describing the time to failure
of the component is t’;. The reliability of the component
at time ¢ is [42]

Rc(t) =P (té > t) . (1)

The CDF (cumulative distribution function) and PDF
(probability density function) of tfc are

Folt) =1 Re (1), )
felty = - el )

respectively. Similarly, the conditional reliability is

Re (t|t') =P (tfc > tth, > t’) . (4)

We consider a system S storage devices. Each device is
composed of ¢ blocks containing b consecutive bits, and has
a read/write bandwidth of r blocks per time unit.

The devices have i.i.d. (independently and identically
distributed) entire-device failure laws. An entire device
fails with the exponential PDF e~**. A block erasure is
a detected corrupted block, and occurs with probability
Pg. A block substitution is an undetected corrupt block,
and occurs with probability Ps. If a block is substituted,
we assume each bit has been flipped with probability Ps.
E.yg., P, = % corresponds to a random earlier version of
block contents.

An entire-device failure is detected with latency t4. In
some cases, we assume detection rounds of length tg4,
wherein at the start of each round, the devices which have
failed throughout the last round are detected. The for-
mer model can easily be modelled by the latter, and vice
versa. The failure-detection assumption differs from some
classical works on reliability, (e.g., [42]).

The amount of user data stored in the entire system is
cus- The MTTF (mean time to failure) of a component C
is the mean of t’;. The MTTDL (mean time to data loss)
of a component C' is the mean time until the failure of a
component in C will cause data within it to be irreversibly
lost. The system MTTDL is the MTTDL of S, the entire
system. For uniform error-protection, let v be the ratio
between the system MTTDL and the time to sequentially
read a single device. We consider systems in which the
system MTTDL (equivalently v) can be made arbitrarily
high as cys and |S| grow large. The storage rate of the

system is p = ‘CS%‘SC < 1 (some of the related work term

this the storage efficiency). The maximal amount of data
which can be stored with such v is ¢&,_(S) = &, (S,v).
For unequal error-protection, we consider d priority levels
with corresponding ratios v1,...,v4. For any object e, we

denote its priority by u(e) € [d].

An IO (input output (operation)) is the act of reading
from or writing to a storage device. A user 10 is an 10 di-
rectly servicing a user’s request. A recovery IO is a failure-
triggered 10 serving to recover information from a failed
device or block. An update I0 is an 10 used to protect
data against possible failure.

C. Related Work

Reliability has been extensively studied for communica-
tion channels, most relevantly the erasure channel and the
binary symmetric channel [13], [43]. Bounds on channel ca-
pacity were found for uniform error-protection [6] and un-
equal error protection [2], [26]. Well known code-families
for uniform error-protection are Hamming codes [1] and
BCH codes [1] with some of their variants, e.g., Reed-
Solomon codes [44]. More recently, low-complexity codes
have been studied [12], in particular, capacity achieving
codes e.g., Turbo codes [45], LDPC, and LDGM codes [10],
[9], [46].

Reliability in storage systems was originally studied in
the context of small-capacity systems [47], [3], [4], and
in conjunction with performance improvement via paral-
lelism, e.g., RAID. The schemes were later extended in
some directions. Concatenated codes were studied, e.g.,
two-dimensional codes [48], and new RAID levels [41].
Questions on coding-group placement within devices were
studied, e.g., various distributed striping and sparing tech-
niques [49], [40], [39], [38], [50], [37]). Effects of physical
device-topologies were studied [51]. Storage reliability via
coding was extend in the direction of disaster recovery as
well [52].

The important idea of hierarchical protection of data
based on data activity was shown in work on HP-
AutoRAID [53], a work to which ours is an extension. Dif-
ferential coding based on data activity was studied in the
context of very large, concrete systems [35], [36], [54].

Later work in storage reliability has considered larger-
capacity systems, and therefore a failure model taking into
account multiple simultaneous errors. Some excellent an-
alytical work can be found in [55], [56], [57]. New work
oriented toward overall system design and implementation
and the conjunction of several system aspects (e.g., secu-
rity, load-balancing, and meta-data location) can be found
in a series of papers on OceanStore [35], [36], [54].

Our contributions are in bounding the capabilities of
very large-capacity storage systems, and showing solutions
for them, focusing primarily on the growth gap between
device capacity and bandwidth.

We show an upper bound on the amount of data which
can be stored reliably as a function of the number of de-
vices and single-device attributes. Using this upper bound,



we show lower bounds on the number of storage devices as
a function of system user-data, and lower bounds on the
number of recovery and update IOs as a function of user
data. Using this, we show the necessity of a scalable hier-
archy, i.e., a hierarchical system in which the number of
levels increases with the number of user data.

We show and analyze a hierarchical reliability system.
We modify a competitive algorithm for data transition be-
tween levels. We develop a variation of LDGM codes which
has asymptotically optimal storage-rate and good recovery-
locality. We show a capacity-achieving system for reference
data. We develop and analyze a random-sparing scheme.
We perform new analysis on multi-way mirroring.

II. BOUNDS

In this section we deal with bounds on storage-system
reliability as the devices’ capacity grows. These bounds are
absolute limits, in the sense that they cannot be exceeded
by any choice of codes, disk-replacement policy, or data-
migration policy. The results in this section justify the
necessity of a hierarchical reliability system. The bounds
in this section hold even for cases in which P = Pg = 0.

The section is organized as follows. In Subsection II-A
we show an upper bound on system reliability, by reducing
the problem to one of communication over a faulty channel.
Using the upper bound, we show lower bounds on cost and
performance. In Subsections II-B we show lower bounds on
the number of devices and on recovery activity. In Subsec-
tion II-C we show lower bounds on coding group-size and
update activity.

A. Upper Bound on System Reliability

In this subsection we show an upper bound on system
reliability.

We will use the following definition in the expression of
the system reliability. Let S be a system suffering of device
failures, block erasures, and block substitutions.

Definition 1: (Effective Volume and Block Capacity)
The effective volume is defined as

¢(8) = (5)

7 max
Cly.-+5Cn

The block capacity is defined as
b(S) = (6)

b(1— Pg)+ H (Pg) + Pglog (Pg) +

b 21) .
Z(( — Pg)PsPl (1—P,)"".
=1

)
) 1
> 1— Pg) PSP’(l—P)bi)>+

(

(1= Pe) (Ps (1= P)" + (1= Py))

log (1= Pg) (Ps (1= P)" + (1= Py))).

The main result of the subsection is that regardless of
coding techniques, data migration policies, or device re-
placement policies, the system reliability is determined by
the sizes in Definition 1.

Theorem 1: For any system .S,

<¢(9)b(S). (7)

The proof follows almost immediately from the data-
processing inequality and Shannon’s channel-capacity the-
orem(13], [7]. We write it in some detail for two reasons.
The proof emphasizes the limit of replacement devices’ con-
tribution to the system reliability. The nature of a capacity
approaching solution (see Subsection ?7) becomes appar-
ent from the proof.

In the remainder of this subsection, we consider epochs,
each taklng € time. An epoch is d1v1ded into steps of dura-
tion . We con51der an epoch starting at time 1. We define
the followmg sets of devices:

X
y:

set of system devices at time 1, (8)

c
set of replacement devices inserted by time—.
r

We also define the following sets of blocks:

X(i) = set of distinct X blocks read at time i, (9)
X(i) = set of distinct X' blocks written at time i,
Y (i) = set of distinct Y blocks written at time 4,
Xus = set of user data at time 1,

X, = set of recovered data at time ;

For any k' and k", we define the sets

(XN, =
(X@) |i=k K +1,...,

1"

(X, X0, v () _ =

=k’

{X(i),f((i),Y(i) li=K, K +1,...

(10)
k”},

,k"}.

The following lemma shows that the information perti-
nent for recovery, written at step j, is contained in the
information read and written up to 7, and the information
read in j.

Lemma 1: For any' j

T

H (Xusl <X(z’)>f:g_j , <X(i)’X(i)’Y(i)>?jl)c :- "
" (X“' <X(i)>§:%fj—1 ’ <X(i)7X(z‘),Y(i)>7’J2> .

We use H(-) to denote the binary-entropy function



Proof: By the definition of conditional entropy,

i (Xl X)L, (X0 X0 @) ) = a2

Note that at time j, all information written to devices in
X or Y, is a function of all the information which had been
read up to this point. Therefore,

Sl

—j—2

Xus <X(i)>li%=%_j_1 , <X(i),X(z’), Y(i)>__ _

H (Xus, (X gyt (X0, X ), Y(")>?_j_2>
L <<X(Z.)>z;=£_j_1 : <X(¢), X (i), Y(i)>_j__j—2>

Io

—H (Xusl (X iZe 1 <X(i),X(i),y(i)>Uz) |

The lemma now follows from the definition of conditional
entropy. ]

In the following, we write H (|-, ¢’s) to denote the condi-
tional entropy when a total of ¢ distinct blocks were read
from X during the epoch.

Lemma 2: For any cj,

H (Xys| Xr, ¢s) < b (S). (15)

Proof: ~ Using the data processing inequality and

(13} — (X(). X(). Y (0))

Lemma 1, we have,
H (Xus| Xy, ) (16)

(@)
<H

In the above, inequality (a) follows from the fact that

Io

r

— X, is a Markov chain, and

so the data processing inequality applies, and (b) through
(e) follow from a repeated application of Lemma 1.

Inequality (f) follows from Shannon’s channel-capacity
theorem. Assume a sender sends consecutive blocks over
a communication channel suffering from the given block-
erasure and block-substitution probabilities. Let B =
{s1,...50 } denote the set of 2° possibilities of each block,
and let D(s;, s;) denote the Hamming distance between s;
and s;. The corresponding channel is shown in Figure 2,
where S, stands for an erasure. The transition matrix of a
block, is the 2° x (2° + 1) matrix

r
2 (1)
; (17)
m (1)
where
P(sc | s1) = Pg, (18)
P(si | 1) = Pg(l—Pg)PPlost) (1 p)P=Plns)
and
r= [pl,l,pl,Qv'"7p1,25—17pl,2ba7p1,e] ) (19)
and 7; (r) (i = 2,...,b ) are vectors whose entries form a
permutation of the entries of r. Inequality (f) follows by
using the Kuhn-Tucker [58] rule. [ ]

Theorem 1 now follows from Lemma 2. By Definition 1,
if ¢ > ¢g, then with probability %, data is lost. It follows
that the expected number of epochs until data loss is v.



Fig. 2. Channel corresponding to a single block.
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Fig. 3. Effective capacity of a group of devices.

The proof of Theorem 1 gives the following interpreta-
tion to the amount of data which can be reliably stored.
In Figure 3 we see a diagram of devices read concurrently
from bottom to top. A greyed rectangle indicates that the
device had failed prior to reading the block. A crossed-out
rectangle indicates a substituted block. A partially crossed-
out rectangle indicates an erased block. The proof shows
that the amount of reliable data in the system is deter-
mined by <X(z)>;1 That is, the amount of reliable data
is equal to that which can be sent over a (non-memoryless)
channel accommodating a block per device per time unit,
with substitution probability determined by Ps, and era-
sure probability (with error-memory) determined by Pg
and .

To achieve the system capacity, each block read should
effectively contain user data. For the system to remain re-
liable, this should be the case for the next epoch as well.

It follows that (Y(z))iik, is the only set of blocks which
need be written during an epoch. The non-greyed rectan-
gles form a shape with a given area. To achieve capacity,
all realistic shapes with the given area should suffice to re-
cover the user data. For a large number of devices, this is
not difficult. We return to this point in Subsection 77.

Look-up Levels

Keys

Time

Surviving Devices

Fig. 4. A skip-list and a storage-device lifeline.

B. Increase in Storage-Device Number

In this subsection we show that an unlimited growth in
cus while keeping n constant, cannot be sustained by an
unlimited increase in ¢, since ¢, (S) grows non-negligibly
only up to a limited value of c. Rather, an unlimited growth
in cys can only be sustained by a corresponding increase
in n. We stress that a solution scalable in cyg must be
scalable in n.

It was shown in Subsection II-A that the amount of data
which can be stored reliably is bounded by (X (¢));_,. Con-

ceptually, as ¢ grow indefinitely, so can (X (¢));_;. Given a
realistic failure model, this is not the case. This is similar
to the number of levels in a skip list [59], shown in diagram
(a) of Figure 4. In a skip-list the number of non-negligible
levels is effectively limited by the number of items. Simi-
larly, the maximal time at which a non-negligible number
devices still function, is not unlimited, as shown in diagram
(b) of Figure 4.

Theorem 2: for a system S with n devices, the effective



capacity is bounded by
R ()<

max —

onr 1_(;>” (14 0(1))b(S)

2 2nrb (S) (1 + o(1)).
Proof: By the properties of the exponential distribu-

tion,
In(2) 1
R t] <= 21
o(t+ 22 11) <3 (21)
By the law of large number, with probability one
In(2
’{CeSchini)}’g (22)
and so, with probability one,
(X(i)_ < (23)

ri’{CeSHcZilniz)H

0
I\
2 1—-(=) *
" ( )
The theorem follows by combining the above with Theorem
1. |

(14 0(1)).

The same result can be shown by considering the aver-
age number of recovery operations. For a fixed number of
devices, an increase in ¢ causes an increase in recovery ac-
tivity. When the average recovery activity is higher than
afforded by the devices, data is lost.

Theorem 8: Let the n devices contain pnc blocks of user
data. The average number of recovery 10s per storage de-
vice per time unit is at least

pe(l = o(1)). (24)

Proof: Fix p' < p. Let t/ = w By the Poisson

approximation, at time ¢/, the number of original devices

which have not failed is p'n(1 + o(1)). As shown in Sub-

section II-A, the effective volume of the original devices at
t' is only

(X@)T < plne(1+ o(1)), (25)

It follows that up to time t’, the average number of recovery
1Os per original storage device per time unit is at least

(0~ #)en(1 — o(1)) y'—o

(26)

pc(1 —o(1)).

C. Disjoint Coding Groups and Increase in Update 10s

For performance reasons, the blocks in a storage system
are usually not coded en-mass in a single coding group.
Rather, the blocks are partitioned into smaller groups,
and the blocks of each group are protected by some code
(e.g., in a mirroring scheme, the blocks are partitioned into
groups of size 2). In Subsection II-B we showed the neces-
sity of an increase in n as cyg increases. In this subsection,
we show that there are no k and k', with the property that
as n increases, the data can be protected with high system-
MTTDL, in coding groups each of size k and resiliency k’.

Theorem 4: Let S be a system in which the data is pro-
tected in the following manner. The data is divided into
(at most §*) groups, each of size k and resiliency k’. Let
the fraction of blocks used in S be 3. Then the system
MTTDL is bounded by

1 n— o0
ta |l 1+ p—— — 14, (27)
1_ pk(kirl)l
where
K k i k—i
et (Z) (1— ) () ()

Proof: Let S=51 ... Sm be a system be com-
posed of m sub-systems, each containing k devices. Let the
data in each subs-system be protected by coding groups
each of size k and resiliency k’. In a period of failure detec-
tion tg4, it is readily seen that the probability of all groups
not suffering data loss is a Bernoulli process with m trials,
and so the MTTDL of S’ is

! (1 1 —1p23’) ' #9)

Now consider the system S in the theorem. We show
that this system inherently contains a subsystem similar
to S’. Let S7 be a set of k devices containing at least
one coding group in its entirely. In S\ S{, we consider
the member of any coding group with members in Sj to
be protected (which clearly does not decrease the system
MTTDL). There still remain Snc — (¢ — 1)k(k — 1) unpro-
tected blocks in S\ S7. Let S} be a set of k devices from
S\ S}, containing at least one unprotected coding group
in its entirely, and so forth. It is possible to continue to
create the group S; as long as

Bnec—i(c—1)k(k—1) > k. (30)
It follows that there are at least
k
n —
m= 5 E—ES (31)

such groups. Inserting into (29) we prove the theorem. W

It was observed in [57] that groups with resiliency &’ re-
quire k" updates per write; if this were not the case, a write,



followed by the k" < k' updates, would be susceptible to
k" 41 failures. Combining this with Theorem 4, we obtain
the following.

Theorem 5: For any fixed k', p and large enough n, the
number of IO updates per modification is larger than &’

III. DATA TRANSITION BETWEEN LEVELS

A hierarchical reliability scheme composed of increasing-
sized levels requires a data transition policy. Ideally, the
high performance (and smaller) levels should contain the
data required by the users. The challenges here are simi-
lar to those of hierarchical-memory data-caching, but are
complicated by what we will show are time changing costs.

In this section we show a data transition policy. The set-
ting we assume is relatively restricted. We consider a two-
level system, in which data are accessed only via the higher
level. We consider policies in which blocks are transferred
in entire-object granularity, only entire-object modification
takes place, and objects are evicted to a lower level consec-
utively and to uncorrelated lower-level placements. This
corresponds to a system in which inter-object correlation
is total, and cross-object correlation is non-existent. We
defer a fuller solution to future work.

The section is organized as follows. In Subsection III-A
we define precisely the transition costs. In Subsection III-
B we show a competitive migration policy. In Subsection
ITI-C we analyze some common solutions in use.

A. Performance Costs in Hierarchy levels

We first precisely define the transition costs and compar-
ison measures.

We consider two levels composed of sets of blocks, Sy and
S1. They are the higher and lower levels, respectively. The
size Sy is |Sg| = k; the size of Sy obeys |S1| > |Sg|. The two
levels contain objects. We denote the set of objects they
hold by Lg and Ly, respectively. In general, Lo() L1 # 0.

The policy handles a sequence of M requests p =
[p1,---,pm]. Each request p; is a pair (ej,t;). The en-
try e; identifies the pertinent object. The entry ¢; is either
R or W, depending on whether the request is of type read
or type write.

The cost of each operation depends on objects’ locations
and modification state. The cost incurred by a request
(ej,R) is 0 if e; € Lo; otherwise, the cost is denoted by
fcfj. If an unmodified object e is deleted from Lg, then the
deletion cost is 0; otherwise the cost is denoted by fWV.
The number of blocks required by an unmodified e € Ly is
denoted by |6R|. If the object is modified, an additional
|eW| blocks of redundancy are required. We deal with fixed
rate codes, and so for any two objects e; and e; of the same
priority,

Jef” e

= , (32)
leff| + e el + e

regardless of the sizes of e; and e;.

The data transition problem above has much similarity
to the problem of memory-hierarchy online paging.

It is well known [33] that in such settings, absolute per-
formance measures for an algorithm are meaningless. We
briefly review two meaningful comparison measures.

Let A be an online paging algorithm, i.e., its response to
pl7] does not depend on p[j'] for any j' > j. Let A(k) de-
note an instance of it for which |Lg| = k. E.g., Ais the LRU
(least recently used) algorithm, and A(k) is LRU maintain-
ing k items. We denote the cost incurred by A(k) on p by
fAK) (p) To assess how relatively good is fA®) (,0)7 we
require the following two costs [34]:

o The off-line cost- let O denote the optimal off-line algo-
rithm (i.e., with advance knowledge of p). Let O(h) denote
its instance when |Lo| = h (h < k). The cost incurred by
this instance due to p, is the off-line cost, fO" (p).

o The un-cached cost- let Jolj]=(e;t;) denote the un-cached
cost of the jth operation, i.e.,

bm{

The un-cached cost of the sequence is Z£1 Tolj)-

fel.?' ) t;
o (33)

R
fe]W ) j:W

The following definition [28] defines the competitiveness
of an on-line algorithm relative to an optimal off-line algo-
rithm.

Definition 2: An algorithm A is « = «a(h, k) competi-
tive, if there is a constant v = 7(h, k), such that for any
request sequence p,

E |4® ()] <a- 2 (o) +7. (34)
The competitiveness coefficient of A, oa p k, is the infini-
mum of any such a which satisfies (34), i.e.,

QA Bk = (35)

inf 3,0V B [F40 (p) | < @ fOP (p) + 7.
In the above, our definition differs from that of [34], by
the additive v element.

Subsequently, a modified definition of competitiveness,
loose competitiveness [29], [34], was created. The new ver-
sion has advantages in its not allowing p to be too closely
tailored to k, and limiting the effect of any p for which the
absolute cost is too low. The following is a modified version
of loose competitiveness.

Definition 3: An algorithm A is @ = a(e, 6, k)-loosely-
competitive, if there is a constant v = ~(k), such that
for any request sequence p, at least (1 — 0)k of the values
k' € [k] satisfy ;

E {fA(k/) (8)} < max{ a- fO¢) (p) e Zf (p) p +7-(36)

PEP



The (e, d, k)-loose-competitiveness coefficient of A, & 4.¢ 6.k,
is the infinimum of any such & which satisfies (36), i.e.,

QAesk = (37
inf 3, (k) Vo€l (1), (1K) > (1-0) k

EFCK =

B[40 ()] < max{a- 1O () - Y1 () f 47

pEp
Definition 4: An algorithm A is (¢,0)-loosely &-
competitive, if for any k, except for a finite number of ks,
A is & = a(e, 0, k)-loosely competitive, for & < a.
In the above, our definition differs from that of [34], by
requiring an algorithm to be d(e, d, k)-loosely competitive
for almost all k.

Competitive paging algorithms have previously been
studied for the case of multi-level memory hierarchies. This
case differs from ours. In a memory hierarchy, the size an
object requiring being a constant; in our case modified ob-
jects require redundancy. In a memory hierarchy, the cost
is, in general, dominated by object retrieval; in our case,
modified objects incur an eviction cost, while unmodified
objects do not. This is aggravated by UEP. For the memory
hierarchy case, algorithms for uniform-size uniform-cost ob-
jects were studied [27], [28], [30], algorithms for uniform-
size arbitrary-cost objects were studied [32], [30], and al-
gorithms for arbitrary-size and differing-costs were studied
[60], [31], [34].

B. A Competitive Algorithm

In this subsection we describe M-Landlord, which is a
modification of an algorithm from [34]. The act of writing
modified data to a lower level is known as destage; the
act of deleting unmodified from a higher level is known
as demote. The algorithm works performing a continuing
series of destage and demote operations, based on a space-
per-cost object assessment. For brevity, we will refer in
equations to this algorithm as £LM.

The main result we prove is the following.

Theorem 6: Fix e and 4, and let ¢’ > 0 be an arbitrarily
small constant.
1. £LLM is (e, + §')-loosely %n(e)e—competitive.
2. LLM has computational complexity O (1) for operations
which do not access the lower level, and computational
complexity O (log(k)), for operations which do.

The subsection is organized as follows. In Sub-subsection
III-B.1 we describe the algorithm. In Sub-subsection III-
B.2 we study a related hierarchical-memory algorithm,
in order to analyze the £LM competitiveness. In Sub-
subsection I1I-B.3 we prove the loose-competitiveness and
computational-complexity properties of LLM.

B.1 M-Landlord

In this sub-subsection we describe the algorithm ££M.
This is a modification of the Landlord algorithm [34], ex-
tended to the case where some objects are modified, and

with lower computational complexity (at a cost to the gen-
erality of the original algorithm). Essentially, the algorithm
maintains a space-per-cost estimate of each object. Based
on this ratio, it decides on the next destage or demote op-
eration used for freeing space. Algorithms 1 and 2 show
the algorithm in pseudo-code.

The algorithm maintains the following global variable
and array:

LL

c

set of objects in Ly, (38)

a real value describing “credit history”.

The algorithm maintains the following object-specific ar-
rays and heap-based PQ (priority queues) [58]. Let e € LL
be a an object, then:

m = an array s.t. m(e) =T < e is modified, (39)
¢ = an array s.t. ¢(e) = object credit,,

HEY = aPQst. mle]=F<ecH",

HY = aPQs.t.m[e]zT/\u(e)zi@eeHiW.

An object e is ordered within its PQ by c[e]. Initially, ¢ = 0.

Algorithm 1 shows a high-level description of the algo-
rithm. Let e; be the object accessed at step j. If e; need
not be retrieved and is not newly modified, no state up-
dates need be done (lines 1 to 5). Space is allocated (by
calling Algorithm 2), and the object’s queue membership
is updated (lines 6 to 11). The object is retrieved if it is
not already in place (lines 12 to 20). A modification to
the object results in updating the internal data structures
(lines 21 to 26).

In all cases, the object’s credit, c[e;] is updated according
to the credit history ¢ and the operation type ¢;. The ob-
ject’s cost-per-space is efficiently stored relative to objects
in its class, by means of the appropriate PQ.

The algorithm maintains the following invariants on ob-
jects’ credit,
Invariant 1:

Veers (el < £7)\/ (mld =T Acle) < £77), (40)

VeGLLQ [6] Z 07
and the following invariants on object PQs’ location,
Invariant 2:

VeerrViege € H = e ¢ H)Y,

veeLLvie[d]e € HzW =eé¢ HR/\e ¢ ij (j #1).

Algorithm 2 shows how space is cleared. First, the space
needed for eviction is calculated (lines 1 to 6). The algo-
rithm loops until at least that amount has been evicted
(lines 7 to 31). First, the credit history is updated (lines 9
to 16). By comparing an objects’ credit to the credit his-
tory, some objects are possibly demoted (lines 22 to 21),
and for each of the priorities, some are possibly destaged
(lines 22 to 30).

(41)
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Algorithm 1 M-Landlord(p[j])

Algorithm 2 M-Landlord-Evict(p[j])

Handles a request olil =
(ejv tj)

1. /* Check if p[j] does not modify objects’ state.*/
2. ife; e LLA(t; =W = mle;] =T) then

3: Access ¢;

4: return

5. end if

6: /* Fuvict space needed */

7. M-Landlord-Evict(p[j])

8: /* Remove modified object from read PQ.*/

9: if e; € LL A\t; =W then

10:  PQ-Remove(H% e;)

11: end if

12: /* Check if object should be retrieved.*/

13: if e; ¢ LL then

14:  Retrieve e;

15 LL— LLJ {e;}
16:  if {; = R then

R
17: g[ej]Hch‘ ]

J
18: PQ-Insert(H%, e;)
19:  end if
20: end if

21: /* Check if object must be marked as modified. */
22: if t; =W then

] o
23 clegl e 1+ 15wy ) + 1o

ey
B

24:  mlej] T

25:  PQ- Insert(H (e ),ej)
26: end if

27: Access ¢;

B.2 RW-Landlord

In this subsection we describe the algorithm RW-
Landlord, which we will use for the competitiveness anal-
ysis of M-Landlord. It is difficult to analyze M-Landlord
directly, because of the time-varying costs and sizes of ob-
jects. For brevity in mathematical expressions, we will in-
terchange RW-Landlord with ££7W.

RW-Landlord operates in a standard caching-problem
setting (i.e., without object modification). We relate the
setting of RW-Landlord to that of M-Landlord as follows.
For any object e in M-Landlord, we consider a read object
el and a write object e"V. The retrieval cost of e is f.r,
the retrieval cost of e; the retrieval cost of €™ is f.w, the
eviction cost of e. The size of ef is the size of e; the size
of eV is the size of the redundancy of e. We conceptually
partition LL, the cache of LLRW, into sub-caches LL" and

LLY | containing read and write objects respectively. Ie.,

LL = LL®JLLV, where

ReLL = effeLL®,
Werr = VerLLV.

(42)

Clears space for a

(ej’tj)
Require: e; ¢ LL\/ (t; = W Amle;] =F)

request plil =

1. /*s indicates the space which need be cleared.*/
2 5 ( —R7|ef‘ ’e}”’

3: /* Check if modifying an unmodified existing object. */
4: iftj:W/\ejELL/\m[eJ]thhen

5: s 85— |eﬂ

6: end if

7. /* Loop until enough space has been cleared.*/
8: while |[LL| >k—s do

9: /¥R SV, ... 6% = credit-history changes.*/
100 B —¢ [PQ—Min(HR)} —c

11:  for i€ [d] do

12: K[Z] — E—[PQ_MIH(HlW)] —

[ef]
1+ B
13: end for

14: 6 — min{6%,6"1],...,6"[d]}

15: /% Update the credit history.*/

16: c—c+96

17:  /* Demote some objects. */

18:  while ¢[e =PQ-Min(H")] =c do
19: LL — LL\ {e}

20: PQ-Remove(H %)

21:  end while

22:  /* Destage some objects. */

23:  for i€ [d] do

R
24: while c¢[e =PQ-Min(H/V)| =c¢ (1 + |:W) do
25: PQ-Remove(HV)
26: mle] =F
27: cle] «c+ ‘);E}f‘
28: PQ-Insert(HE e)
29: end while

30: end for
31: end while

When studying the competitiveness of RW-Landlord, we

similarly partition the cache of O to O = Of |J OV as
well.

We differentiate the setting from that of a classical
caching problem, by requiring the following invariants on
object containment:

Invariant 3:

VoveV e LIV = R e LL®
YoaweV e O = eft € OF,
and the requirement that servicing a write request entails
that both read object and write objects are in the cache,
i.e.,
Invariant 4:

(43)

plil = (e;, W) = (ef e LLE \elV € LLW) L (44)



Specifically, we must take care that the algorithm does
not evict a read object before the corresponding write ob-
ject, and that a read object is not evicted in order to make
place for its corresponding write object. The former would
be equivalent to evicting an object while retaining its re-
dundancy. The latter would be equivalent to evicting an
object in order to make place for its redundancy.

We will show that RW-Landlord has the corresponding
invariants to that of M-Landlord’s Invariant 1:
Invariant 5:

feR7

feW7
0

VerepLrC [BR] (45)
Vewerzwe[e"]

Veerrce]

IV IA A

Algorithm 3 shows a high level description of the algo-
rithm. In structure, it is quite similar to that of Algorithm

1. There are some differences. Note that a request p[j]

is now explicitly to ef” or to e}’v, instead of specifying an

object and an access type. The credit of each object is
maintained directly, instead of the use of the credit history
variable ¢ in Algorithm 1. Access to objects is done via
Algorithm 4, to make explicit Invariance 4.

Algorithm 3 RW-Landlord(plj])

Handles a request p[j] = 83’7

/* Check if p[j] does not modify objects’ state.*/
if eff e LLR N\ (t; =W = ¢}V € LLY) then
RW-Landlord-Service-Request(p[j])
return ;
end if
/* Evict space needed */
RW-Landlord-Evict(p[j])
/* Check if read object must be retrieved.*/
if ef’ ¢ LL® then
R

Retrieve e :

1: LLR— LLE|J {eF}

12: c [ef] — fef

13: end if

14: /* Check if write object must be retrieved.*/
15: if t; =W tmlllen

16: Retrieve e "

17 LIV — LIV (J {W}

—_
=

18: [ [ef] — fegz
19: c [e}’v} — fe;/v
20: end if

21: RW-Landlord-Service-Request(p[j])

Algorithm 5 shows how space is cleared for a request.
First, the space needed for eviction is calculated (lines 1
to 6). The algorithm loops until at least that amount has
been evicted (lines 8 to 31), while maintaining Invariant 3.
In each iteration, credit is decreased from all objects (line
11). Objects whose credit is 0, are evicted (line 28).
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Algorithm 4 RW-Landlord-Service-Request(p[;])
el =

Handles an
tj

ej.
Require: el € LLEA (t; =W = e}V € LLW)
/* For reads, access and update a single object.*/
if (t; = R) then

access ef

/* For write, access and update two objects.*/
else

access ef and e}/v

end if

existing-object  request

To ensure that invariant 5 is maintained, credit trans-
ference is used. When clearing space for a write object,
the credit of the corresponding read object is raised to the
maximum (line 14). In addition, all write objects transfer
credit to their read objects (lines 16 to 23).

We now analyze the competitiveness of the algorithm.
Theorem 7: LLRW is ;== competitive.

To analyze LL®Y, we use a potential function from [34].
Definition 5: Define the potential function

P = (46)
(h—1)
Z c e/R +ec [e/W] , e/W c LLW N
o c e'R e/W ¢ LLW
e'fe
for + fow , W eoOW
k };)R { fe’R , /W ¢ owv
e'te
c e/R +e [e/W e/W c OW
k RZOR{ cle'® eV ¢ OW
e'fe

The following lemma proves Theorem 7.

Lemma 3: Following any series of actions by £L£®" and
O, ® > 0. The following four operations affect ®:
o O retrieves ef*: ® increases by at most kf.r.
e O retrieves eV ® increases by at most kf.w.
o LLRW retrieves ef*: ® decreases by at least (k—h+1) f.r.
o LLRW retrieves e"V: @ decreases by at least (k — h +
1)feW .

No other action by O or LL®Y increases ®.

The proof of Lemma 3 is similar in many points to that
n [34]. We focus mainly on the points in which it differs
due to Invariants 3, 4, and 5.

Proof: We analyze the effect of the steps taken by O

and LL®Y on ®.
e O evicts e € O: Since Invariant 5 is maintained (see
Algorithm 3), ® cannot increase.
o O retrieves e € O: In this case O pays f.. Since Invariant
5 (Veerrcle] > 0) is maintained (see Algorithm 3), then ®
increases by at most k fe.
o LLRW transfers credit from ¢ [eW] toc [eR] (lines 21 and
20): In this case eff € LL" and e} € LLY. Rewriting &,



Algorithm 5 RW-Landlord-Evict(p[j])

Clears
tj
e;.

Require: eff ¢ LL®\/ (t; =W e}V ¢ LLY)

el =

space for a request

1. /*s indicates the space which need be cleared.*/
2: s<—(tj=R)?|eﬂ : |e}/V|
3. if t; = W Aelt ¢ LL" then
4: /* Increment s if a read object is needed.*/
5: S S+ ‘ef
6: end if
7. /* Evict space while maintaining Invariant 3.*/
8: while |LL| >k —s do
. . cle®] . cle
9: 0 — min< min rcppr TRy > Milew e L GR+|6W|}

10: for e€ LL do

11: cle] —cle] = d e
12: if ¢; =W \elf e LL® then
13: /* Update corresponding read-object, if in
cache.*/
14: c [ef] — fega
15: end if '
16: for eff ¢ LL® do
17: if ¢ € LLY then
18: /* Transfer credit from write objects to read
objects. */
19: 5’<—min{5|eR|,(5’eW|}
20: c [eR} —c [eR] + ¢
21: c [eW] —c [eW] — ¢
22: end if
23: end for
24:  end for
25: for e€ LL do
26: if cle] =0 then
27: /* Evict objects with 0 credit.*/
28: LL — LL\ {e}
29: end if
30:  end for
31: end while
we have
o= (47)
(h=1) (c[e"] +c[e"]) +
cle®l +cl[eW] eV e LW
(h_l) Z {Ce/R 7[ ] ,e/W¢LLW +
e/ReLLE\{eR}
k
fer + fow — (g [eR] +c [ew]) , eVeo”
R e e OF
feR_Q[e] ) €W¢OW +
0 , e g OFf
Z { fe/R + fe/w , elz € OZ
/
¢ REOR\ (e} fe’R y € ¢O
. { c e/R +c [€/W e/W c OW
c /R , /W ¢ OW )
e’BeOR\{el}
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which shows that @ cannot increase.

o LLRW increments c [e®] to f.r (line 14): We can assume
in this case that ef® € OF, and therefore the increase to ®
is (fer —c[ef])(h—1—k) <O0.

o LLRW decreases uniformly cle/] for all ¢’ € LL (line
11): This occurs in one of three cases: either there is an
efl € OF\ LLE, or there is an eV € OW \ LLW | or both
of the previous. We prove the first case (which is the only
case in [34]). The other two cases are similar. Letting
O'F = OFNLLE, and, O’V = OW N LLY we have

(@)

(R (48)
cleB +g[e'W] W eLLW
(h—l) Zi c e/R 7e/W¢LLW
e'ReLL
for + fow , W eoOW
k Z { f . e/W ¢ OW
e/RcOR € ’
cle'®] + ¢ fe’™ eV e o'W
k Z { ; e/R [ W ¢ o'w
e’RGO’R - ’

(where (a) follows from the fact that for ¢’ ¢ LL, c[e'] = 0.
Since e € O\ LL, |O(LL| < h — |e®|. Since there is no
room for e in LL, [LL| > k — |e®| + 1. It follows that the
decrease to @ is at least (h—1)(k—|eft|+1)—k(h—|ef|) =
(1—|e®])(h=1—k) >0.
o LLRW evicts an object e (line 28): Since this happens
when ¢[e] =0 (line 26), ® does not change.
o LLRW retrieves e’ (line 11) and sets its credit to ¢ [e”?]
(line 12): In this case, LLRY pays a cost of f.r. Since
the retrieval is done in response to a request for e or e"V,
we can assume that ef” € O%. The increment to the credit
therefore increments ® by (h — 1 + k) f., or equivalently,
decrease it by (k —h+ 1) fe.
o LLRW retrieves e (line 17) and sets its credit to ¢ [e"]
(line 19): This is similar to the previous case.

]

B.3 Loose Competitiveness of M-Landlord

The following lemma shows that ££M and £LL®" work
similarly.

Lemma 4: Assume at the starting point ££M is operat-
ing on an empty level, and LLRY is operating on an empty
cache. Let p™ and p™" be request sequences to LLM and
LLRW  respectively, s.t. at any request j € [M],

pMj] = (es,t5) & p™V]j] =€} (49)

Then following the request,

o LLM contains an unmodified object e < LLRY contains
ef® and does not contain e"V.

o LLM contains a modified object e < LLRYW contains
both eft and e".

o LLM does not contain an object e < LLRYW contains
neither e nor e"V.

Proof: We first show the relation between credit vari-
ables maintained by the algorithms ££M and LLRW.



If LL contains modified e;, then

= (st 1+ ) )it
and
clef] = fer. (51)
If LL contains unmodified ¢;, then
o) = eles ~ ) e -

and there is no e;’V object.

In other words, the actual credit of an element is given
by (50) if it is modified and by (52) if it is unmodified.

if e; is modified then (51) clearly holds, since its read and
write objects exist, and hence whenever ¢ [ef] is decreased
in line 11 of Algorithm RW-Landlord-Evict, it is increased
back to the initial value in lines 16-21.

Initially (when an element is inserted to priority queues
in Algorithm ££M) (50) and (52) are clearly true (see lines
18 and 25 in Algorithm M-Landlord and line 28 in Algo-
rithm M-Landlord-Evict).

The value of element’s credit is effectively decreased in
line 16 in Algorithm M-Landlord-Evict (by increasing the
counter). If e; is unmodified, the credit of ef is decreased
by & |ef| in line 11 in Algorithm RW-Landlord-Evict, while
¢ is decreased by 4 in line 16 in Algorithm M-Landlord-
Evict. Hence, Equation 52 still holds. If e; is modified,
the credit of e}/V is decreased by ¢ |e}-’V‘ in line 11 and ad-
ditionally by ¢ |eﬂ in line 21 in Algorithm RW-Landlord-
Evict, while c¢ is increased by ¢ in line 16 in Algorithm
M-Landlord-Evict. Hence, Equation 50 still holds.

Finally, we note that by Equation 52, condition for re-
moval of e; from LL in line 20 in M-Landlord-Evict corre-
sponds to a condition f,r = 0 in line 26 in RW-Landlord-
Evict. Similarly, by Equation 50, condition for marking e;
as unmodified in line 26 in M-Landlord-Evict corresponds
to a condition f,w = 0 (for removal of write object) in line
26 in RW-Landlord-Evict. |

By Theorem 7, LL®W is k_++1
that this implies the competitiveness of £LLM as well.
Theorem 8: LLM is k—ii-i-l competitive.

competitive. We show

Proof: Let
/ _
v (h, k) = max fow Pk (53)
We then have
(a)

fCCRW(k) (pRW) (Q

—

[

k
k—h+ 1fORW(h) (") <

k
k—h+1fOM(h) (™) +

~

k

——'(h,k
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where in the above, (a) follows from the fact that £L£M
“simulates” the actions of LLRY, and so its cost is not
higher than that of £LL®Y, (b) follows from Theorem 7,
and (c) follows from the fact that if an algorithm O™ for
the cache problem would “simulate” the actions of OM,
then
FOTTE (pRW) < FOTM (M) +o/ (hyk),  (55)

since for each write object retrieved, O™ might decide not
to flush it to the lower level, but the number of objects for
which this is true is bounded by a function of h, and not
of p.

From (54) we have that LL®" is competitive according
to Definition 2, with

k

alh k) = — (56)
_ k ’
|

The following proof of claim 1 in Theorem 6 follows [34],
but differ in the definitions of loose competitive, and of the
accompanying constants.

Lemma 5: LLM is (e, §)-loosely %—competitive

Proof: For fixed €,d, and k, let b > 0 be a constant,
and define

kE __»
n= n(b, k, 675) = —¢€ kDb,

5 (57)

For a fixed p, let B be a set of s bad values consisting of
any j for which

M
P9 (p) = max {a SO (p) ey fpm} +70)- (58)
=1

Specifically, let B = {ki,...,ks}. W.lo.g., let ky <--- <
ks < k. Define the subset B’ = {k{,... k. } C B, by k} =
piny, for i € H*H Note that for i € [s'], K — kI_, > b,

[b]
and that s’ > -~ — 1. We then have

b+1

(@)

K, NN

i i <

Wk 1! () =
v

(ki = ki +1)

/ (©)
(£E 0 (o) =kl = Ky + 1k y) ) <

exns fLEN ) (p)

where, in the above, (a) follows from Theorem 8, (b) follows
from the fact that k;_, is bad and (58), and (c) follows from

K k
the fact that m < P and (57)



Inductively,

’

fLLM(k;/) (B) < (eﬁ)s .fLLM(k{,) (£>

We also have

(60)

, (a) M (d) /
e fEET ko) (p) <e- ng[i] << fEEMD) (p), (61)
1=1

where (a) follows from the fact that the cost of an algorithm
cannot be larger than the sequence request, and (b) follows
from (58).

’

It follows from (60) and (61) that e < (eﬁ) , from

which it follows that s’ < %, and therefore

b+1

s<6——k. (62)

From the definition of the set B, and (62), we have that
LLM s (e, 5“71, k)-loosely %e_ﬁ—competitive, for b > 0.

For any k, setting b = % in (57), yields n = %H(E)e_

For all but a finite number of k&,

b+1 1
5b:5<1+ - ><5+5'.

(63)

1—In(e)
|

C. Comparison to Some Common Solutions

Present systems commonly employ two types of solutions
for the eviction problem in Subsection III-A. In the first,
mazimal protection, all data is protected to the maximal
requirement. In the second, static partitioning devices, or
devices’ blocks, are statically partitioned s.t. each partition
element is dedicated to elements of a single priority. In both
cases, an eviction policy for uniform priority is used (either
according to the highest priority, or within each partition
element). It is clear that these solutions are not efficient
in terms of storage efficiency (in particular the first one).
We show in this subsection that, in addition, they are not
competitive in any definition in Subsection ITI-A.

Theorem 9: Let d be a number of priorities. Let A,, be
any eviction algorithm based on maximal protection (while
the ratio between the highest priority space consumption
per one element to the lowest priority one is Z—f) ,and A; be
any eviction algorithm based on static partitioning, where
either or both of A,, and A, can be random algorithms.
1. For any h,k s.t. h > %, QA bk = OO.

2. For any ¢ > é, e<1— % and k, &(As, €,0,k) = oo.
3. For any h,k s.t. h > %, QA,, bk = 00.
v

my

4. Forany 6 > % e<1— - and k, &(An, €, 0,k) = oo.

d’ 524

v1
We first prove claim 1 in Theorem 9.
Proof: Let E = {61, ceey e§+1} be arbitrary elements

of priority j. Consider the request sequence p = p1,...,pn

14

st. pi = (€ mod (§+1),R). Clearly, the cost of the op-

timal algorithm on the request sequence is f©(") (B) =

Dic {541} fe;- Dividing the request series into rounds,
d

each of size 5, it is easy to see that in each round, Aj

incurs a cost of at least minie[ 541] fe,. Clearly,

M

ki
>0 Min;e /4] fei s
—

fAR) (p)

FOM (o) —

64
Zie{s+1} e o

The proof now follows by Yao’s Minimax principle [33]. W
The proof of claim 3 in Theorem 9 is similar.

We now prove claim 2 in Theorem 9.

Proof: Let v € (1,d) be a real number. Let A%* be
the best online paging deterministic algorithm, which uses
static partitioning. Clearly, for each cache size kK’ < k there
is some j such that Algorithm A% allocates for priority j
at most s space.

Set E = {617 cee 67%} be arbitrary elements of priority j
(having cost f. each one). The read sequence p of length M
is chosen in the following way: p[i] is chosen uniformly from

all the items of E. Then for cache sizes k' s.t. 'yg <k <k
we have

B[ ()] > ML (69)
M
d fg < Mfe, (66)
=1
’ k
Fo ) < gk (67)
Note that (67) holds if k" > v%. Hence,
E | fAC ) (p M2A=L
| ; W] > e (68)
FO* (p) Ta
for all & < k' < k.
E [ A0 (p _
[ (*)} A, (69)

M
Zi:l fp[i] v

Hence, for e < 77_1 and § > 2, the algorithm A% is not

(¢,0, k) loosely-competitive. In other words, the algorithm

Adet is not (e, 8, k) loosely-competitive for § > L and e <
s y d

1-— %. By theorem 77, the algorithm A; is not loosely-

competitive too. [ |
The proof of claim 4 in Theorem 9 is similar.

IV. LDGM CODES FOR STORAGE-SYSTEMS

In this section we discuss a variation of LDGM (low-
density generation-matrix) codes. LDPC (low-density
parity-check) and LDGM codes were extensively studied
in the field of communication [8], [9], [10], [11], [61], due
to their low computational-complexity and nearly-optimal



rate. We propose a variation suitable for storage sys-
tems. The use of LDGM codes for storage was indepen-
dently proposed previously [35], [36], [54], [61], for reasons
of computational-complexity alone, and under the caveat
that they are probabilistic.

Consider two coding alternatives with equal storage
rates. In the first, all bits are encoded as a single group. In
the second, the bits are partitioned into groups, and each
group is coded. By the law of large numbers, it is clear
that the former alternative is superior in terms of loss prob-
ability to the latter (whose loss probability approaches 1,
as the number of groups grows). The former alternative
might have other drawbacks. Reed-Solomon coding [1], for
example, would necessitate accessing nearly all bits for the
recovery of nearly any failure configuration. We are inter-
ested in codes for large data-groups which have a recovery
penalty determined by the number of errors which took
place, rather than being always proportional to the group
size.

The complementary question, of bounded update
penalty (defined similarly), was previously addressed in an
excellent paper [57], where an inverse relationship between
recovery locality and update locality was also shown.

This section is organized as follows. In Subsection IV-A
we give the relevant definitions and notations of LDGM
codes. We next show two codes with low block error-
probability, good recovery locality, and low computational-
complexity. In Subsection IV-B we show the first code,
which has a sub-optimal storage rate. Using this code, we
show in Subsection IV-C a code with an asymptotically-
optimal storage rate, but higher update penalty. In Sub-
section IV-D we show simulation results.

A. Definitions and Notations

In this subsection we give the relevant definitions of
LDGM codes. We consider a recursive LDGM code C
composed of p levels, CM) ... C®) each of which can be
un-augmented or augmented. In Sub-subsection IV-A.1 we
give the definitions for a single level. In Sub-subsection
IV-A.2 we give the definitions for the recursive code.

A.1 A single level

An un-augmented level of an LDGM code is described
by a Tanner-graph, which is a bipartite graph

G=(V,E)=(L| R E). (70)
Let m = |L|. Each node in L represents a data bit; each
node in R represents a parity bit. The value of any node
v is denoted by walue (v). An example of such a graph is
shown in Figure 5. For any parity node v" € R, its left-
neighbor set, Vv (v") C L, is the set

«—

V(") = {vz eL|(v)e E}. (71)

For any data node v¢ € L, its right-neighbor set, ‘_/ (Uz)7 is
defined similarly. The parity bit corresponding to v" is set
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Fig. 5. A Tanner graph.

to be the XOR (exclusive or) of the data bits corresponding
—
to the nodes in V (v"), i.e.,

value (v') = @ value (’UZ) . (72)
U’ZEV(UT)
The edges in E thus represent parity constraints. The
graph is sparse, i.e., |E| = O (|L]) = O (|R)).
The average left-node and right-node degrees are
—
Soer [V ()] )
a = ——
L]
bya T
Zv"GR ‘V (’U )‘
ar = ———pr—
R

respectively. The fractions of edges whose left and right
node-degree is %, are

e= (') € E| 1_/)(115) =1
B {e:(vf,wem V (o7) =i}
pi = 7] ;

respectively. These degrees are usually put into the form
of generating functions

AMz) = Z Nzt (75)
p(x) = Zpixi_l.
i=1



Note that A(z) and p(z) completely define the un-
augmented level.

Assume that all nodes in R are valid, and that some
nodes in L have failed. The recovery process is iterative.
In each step, a node v" € R is chosen s.t. a single node
eV (v") is failed, and the value of v* is then corrected
using (72). Of course, the recovery process terminates pre-
maturely if such a node v” cannot be found. We denote by
Pylock (L) the block error-probability, which is the proba-
bility that the recovery process terminates while some bits
in L have not been recovered. We denote by Py (L, a)
the a-bit error probability, which is the probability that
the recovery process terminates while a fraction of at least
a bits in L has not been recovered.

We will use the following theorem from [10].

Theorem 10: Assume a fraction of § nodes from L orig-
inally fail.
1. In the family of codes for which

Vee(0,60 - M1 = p(1 —2)) < =, (76)
a fraction of 1 — o (1) of the codes have
Va<1Phit (Lya) =0 (e7*™). (77)
2. In the family of codes for which (76) holds and
A= Ao =0, (78)
a fraction of 1 — o (1) of the codes have
Phjock (L) = 0 (e720M) . (79)

As seen in Theorem 10, a code for which (78) does not
hold, does not guarantee the recovery of all nodes. On the
other hand, it was shown in [62] that if (78) holds, then the
storage rate is suboptimal. For this reason, an augmented
level is commonly used. In an augmented level, the nodes
in L are protected by both an LDGM code for which (78)
does not hold, and by an expander-based code [10], [63].
The LDGM code corrects all but a negligible number of
failed nodes. The expander-based code corrects the rest.

A.2 The recursive code

The recovery process of C(¥), described in Sub-subsection
IV-A.1, requires that all the nodes in R be valid. Since
these nodes can fail, a recursive code is used. This is shown
in Figure 6. In the recursive code, each level’s R is taken
to be the next level’s L. A sequence of p levels is built,
CcW .. ..,C®. The last level, C®)| is composed of a non-
recursive code (e.g., Reed-Solomon).

Note that in general, it is not required that the C®) be
of the same type. Typically, however, a recursive LDGM
code is composed of same-type levels (except for the last).
Let the storage-rate of a level be denoted by 3, and let

8 = % Let the number of original data bits be n. Level
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Fig. 6. A recursive LDGM encoding.

i is then an LDGM code with #“~'n left nodes and 8'"n
right nodes. Assume that p is set s.t. 377 In ~ /n. It
follows that the total number of redundant nodes is

ny B~ (80)
i€[p]
, ’ 1- 1—

B. A Truncated Right-Regular Code

In this subsection we define a right-regular code which is
a variation of [46], and analyze its performance. The code
is truncated, in its power series A(z) having a 0 coefficient
of the = term. This code has low block error-probability,
good recovery locality, and low computational-complexity.
We use this code in Subsection IV-C as well.

Definition 6: Let C™ be an un-augmented level of an
LDGM code, defined by the generating functions:

R B Z;; (o];z)(_l)k—&-lxk
TG Ty

[e3

(81)

pa) = 2o,
where ¢ > 2 and § > 3, are arbitrary integers, and & =
1/(a —1). Let the average left-node degree be denoted by
de (the average right-node degree is obviously @).

Note that A(z) is a normalized sum of z* terms of the
Taylor expansion of 1 — (1 — )%, for 2 <i < g.

The main result in this subsection is the following.
Theorem 11: Let

1- 2(‘3)1(_2“ - 64. (52)

5max =

Then we have the following attributes of C'(V:



1. Let 6 denote the fraction of errors in L.

=0 (e_Q(m)> .

2. o If the number of failed data-nodes is |L¢| and the
number of accessed data-nodes is |L,|, then

§ < dmax = Phioek (L) (83)

|La| < a|Lyl. (84)
« Let C be a recursive LDGM code composed of CWs,

Then the expected number of accesses per single (data or

parity) failed-node recovery approaches a + 1.

3. o If the number of modified data-nodes is |L,| < |L|

and the number of accessed parity-nodes is |R,|, then

d@ |Lu‘ ‘
a|R|

e Let C be a recursive LDGM code composed of C(9s
protecting n original data-bits. Let a single data-node be

modified. Then the ratio between the expected number of
accessed nodes and total number of redundant nodes is

Rl ~ |R| - |R] (1 - (85)

1
4. The storage rate of the code is greater than
2 (1 — A(Y)(—1)att - a)
1- K . (87)

1_7(2‘) 1)itl — &

5. The ratio between the fraction of errors corrected by
C® and the fraction corrected by an optimal code of the
storage rate in (87), is

1 1
27 @4 (59

6. The computational complexity of encoding and decod-
ing is linear.

For much of the proof, we modify proofs from [10] and
[46].

We first prove item 1 of Theorem 11,

Proof: To apply item 2 of Theorem 10, we first must
show that the degree distributions are valid ones. To do
so, it is sufficient to show that the coefficients of A(x) are
positive, and that A(1) = p(1) = 1.

To show the positivity of the coefficients, note that

C:) :&(d71)~];;!(dfk+1) _

(-0

(-555) (%)

To show that the sum of the coefficients is 1, note that
) T (D

Al =
1— (Y (-1)it —a

a\q
pll) = 1971 =1,

)k+1 1k

: (90)
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where (a) follows from the fact that, by induction, [10]

Sl A

(91)
We now show that the condition of item 2 in Theorem
10 holds.

Expanding A(1 — p(1 — z)), we have

g (92)

where in the above, (a) follows from (81), (b) follows from
the fact that by (89), for y <1,

(Jeva-pn=o (o4

(c) follows from the fact that the Taylor expansion of 1 —
(1-y)*is

(95)

and (d) and (e) follow from (81).

We also note for the above, that it was shown in [46]
that

-1 (& k+1,.k
9 -1
Az) = D=1 (k) ) i z (96)
L (e
converges in the relevant range of z, and so
. Az) (1 - g(g‘)( 1)q+1) ax
M) = : (97)

converges as well.



Using the above expansion, we now have that for = €
(05 5max]’

SA1 - (1)) €
b(e—a+a-(1-2)F) @
1= (it —a
d(l—a)x B
1—4(9)(-1itt—a

«

(98)

—x <,
max

where, in the above, (a) follows from (93), and (b) follows
from the fact that

Yoca<1Z — G+ a-(1—2)% <z(l—a). (99)
|

We now prove item 2 of Theorem 11.

Proof: The first part follows easily from description,
in Sub-subsection IV-A.1, of the recovery process. For the
second part, assume that the number of original data-bits
is n. Note that the number of accesses required for a failed
node v is at most

Vn veCw
1
{ a , otherwise (100)
Let n’ be the total number of nodes not in C®. The
average number of accessed nodes is
. )
w_ (101)

n' ++/n

Using (80), we get that the average number of accessed
nodes is at most

a—+

<a+1,

o 28-1
5 (102)

Since2ﬁﬁ_1<1for%<ﬁ<1. [ ]

We now prove item 3 of Theorem 11.

Proof: To prove the first part, we use the differential-
equation approach from [10]. Some edges emanate from
the L,, C L modified nodes. Let the number of such edges
be m/; let the edges be e, ... e, .

Assume a process of m’ steps. Let each step take At =
% time. Let r; denote the average number of un-accessed
parity-nodes at time ¢. At step ¢, the node v} is accessed,
where v] € R is the terminating node of e;. The value
of r;a¢ is updated, if necessary. It can be shown that the
difference-equation system for r; is:

&Tt
alR| - &7
To = |R‘ .

Tt+At — Tt (103)
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Manipulating and taking At — 0, we get the differential-
equation system:

/a
% = —%, (104)
ro = |R|
Solving for r; and setting t = 1, we get
m O\
r1 = |R| (1 - &|R|> . (105)

It remains to approximate m’. This random variable is
distributed hyper-geometrically. For |L,,| < |L|, m' =
Gy Loy, .

We now prove the second part. On the average, when
updating a left node, d; right nodes should be updated.
For each level, the maximal number of nodes updated is
not larger than the number of parity nodes in the level. It
follows that for any j € [p], the average number of accessed
nodes is bounded by

i b
§ dlz+l + E ﬁhLl?’l.
=0

i=j+1

(106)

Minimizing by j yields that the number of accessed nodes
is

=~n

log ayor (1) /G, 1- g
as ( o5 1) (107)

—\fl_ﬂ/ a

"1 a-1

a—1

The combination of (80) and (107) shows that the ratio of
the number of accessed nodes to the number of redundant

nodes is
< log a8’ (dl) — 1)
oln 1-# .

Note that since 1?—;3, > 1, the power of n in (108) is nega-
tive. |

(108)

We now prove item 4 of Theorem 11.
Proof: By definition, the storage rate of the code is
the ratio between the size of the left-node set and the total
number of nodes.

S 17/ S T
’LUR‘ 1+ 3 L]
| Jopa)dr @
Jo Ma) dx
2 (1— 4(%)(—1)i+t —d)
1- .




where (a) follows from the fact that

-1 . (—1)k+1 - & — (c;)(,l)qﬂ
> (1) 5 - G

/01 Mz)de =

o 1-EGEyT-a

G (&)

1 ~
«
)(z) dz = .
/0”(“””) ATl

We now prove item 5 of Theorem 11.
Proof: For any storage rate r, an optimal code could
then correct a fraction of 1 — r errors [1]. The ratio of
correction capabilities is therefore,

Smax
>
- (111)
1-2(5) (=) —a (@)
21— &)
1 1

cér a ; a
FeVazeVacy 2oy S (A>(—1)"“ <——. (112)

Item 6 of Theorem 11 is a known property of LDGM
codes. It follows from the sparseness of G.

C. An Augmented Right-Reqular Code

In this subsection we define an augmented right-regular
code based on [46] and Subsection IV-B. This code has
low block error-probability, good recovery locality, and low
computational-complexity. Its storage rate is asymptoti-
cally optimal; its update penalty is higher than the code
from Subsection IV-C.

We will require the following code from [46].
Definition 7: Let C®) be an un-augmented level of an
LDGM code, defined by the generating functions:

~Na—1 (& k+1,.k
~ a) _ -1 z
)\(Z‘) _ Z~k—1~(§)( >~ 3 , (113)
o — Q(q)<_1)q+
o) = 2o,
where a > 2 and ¢ > 2, are arbitrary integers, and & = ﬁ

We now define a code that combines the previous two.
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Definition 8: Let C' = C'(e) be an LDGM level defined
by C?, and augmented by C? (from Subsection IV-B) coded
at storage rate

€

1
F(-a)

1—5— (114)
2
A level of this code is shown schematically in Figure 7.
This idea is similar to augmenting an LDGM code by an
Expander-based code [10], but has much lower recovery
penalty.

The main result in this subsection is the following.
Theorem 12: Let & and ¢ be defined as in Definition 7.
Let

Omax 3 , (115)
N a—q(5)(=1)r!
r o= 1—-— — —
& — (3) (=1t
Then we have the following attributes of C(®:
1. Let the fraction of errors which occurred be J.
0 < 5max = Pblock (L) =0 (B_Q(m)) . (116)

2. If the number of failed data-nodes is |L¢| > 1 and the
number of accessed data-nodes is |L,|, then

[Lal S @ Lyl (117)



3. o If the number of modified data-nodes is |L,,| < |L|
and the number of accessed parity-nodes is |R,|, then

ae | L) \* €
|R.| < |R| (1(1 dIRI) + o - )(118)
2 §gafti(1l-a)

o Let € be a recursive LDGM code protecting n original
data-bits, whose each layer is C®. Let a single data-node
be modified. Then the ratio between expected accessed
parity-nodes and total parity-nodes is

1
4. The storage rate of the code is greater than
~ €
r <1 — 11) . (120)
2 T FEE

5. The ratio between the fraction of errors corrected by the
code and the fraction corrected by an optimal code of the
same storage rate is

1 ) €
1— —— 1l—-—|.
( gott ( % - qd+1(11d)>

6. The computational complexity of encoding and decod-
ing is linear.

(121)

We first prove items 1 of Theorem 12.

Proof: Using Item 1 of Theorem 10, it can be shown
that C) corrects all but a negligible fraction of errors €’
s.t. € < e. Using Item 2 of Theorem 10 and the proof
of Theorem 11, it follows that C) corrects at least an ¢
fraction of errors. |

Items 2 and 3 of Theorem 12 can be proved as in Theo-
rem 11.

We now prove item 4 of Theorem 12. Item 5 follows in

a similar manner.
Proof: Let L denote the set of data nodes. Let ]i%
denote the set of parity nodes defined by the code CV, R
denote the set of parity nodes defined by the code C (), and

R be the total set of parity nodes, i.e., R=R U R.
Let d and é be defined by

d = 1- (122)

Then

(123)
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Using (123), we obtain relationships between ‘R’ and

‘L , and between ]:2‘ and ‘L‘
‘é - ﬁ‘ d (124)
1 — Smex
Al = |tz =[5
]‘_é e

Inserting (124) into the storage-rate expression of the aug-
mented code, we obtain:

|
=T T = (125)
[+ |
I
)+ [ 1+ L
’ 2]+ &
N 1
€ Smax Z
1+ 5(11*_?)
f(lfi).
é
Item 6 of Theorem 12 follows as in Theorem 11. [ |

D. Simulation Results

In this subsection we show simulation results for a single-
layer of the truncated right-regular LDGM codes discussed
in Subsection IV-B:

o Figure 8 shows the single-layer storage-rate and maximal
fraction of fixable nodes as a function of left and right edge-
degrees (derived in (87) and (82) respectively). As noted,
the rate of this code is sub-optimal, necessitating the use
of the augmented code from Subsection IV-C.

e We have performed 500 tests on the block error-
probability. In each test a random code with m = 10000
left nodes, ¢ =4, a4 =4, & = %, and 8236 right nodes was
first built. Then, 10° iterations were performed. In each
iteration 3900 left nodes were initially set to be corrupted,
and were then attempted to be fixed. The code succeeded
in every single iteration of every single test.

o Figures 9 and 10 show the number of updated nodes as a
function of the fraction of modified left nodes, for the case
G=4,a="7,and m = 10004 left nodes. Note that as pre-
dicted, simulation results coincide with the expected value,
given by (85). For small fractions of left nodes being up-
dated, the number of update-IOs can be approximated as
the number of updated left nodes times average left degree
(ar).

o Figure 11 shows the number of nodes, accessed by the
recovery procedure, as a function of the fraction of failed
left nodes, for the case § = 4, a = 7, and m = 10004
left nodes. Note that the assumption of a accesses per
each failed node gives the upper bound on the number of
accessed nodes, as shown in (84).
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V. APPLICATIONS TO REFERENCE DATA

The first simple application of the LDGM code is for pro-
tecting large amounts of reference data (i.e., data which is
not often updated). In this application, the bounded pro-
portionality of accessed bits per erased bits, comes into ef-
fect. FE.g., consider a three-site reference-data system stor-
ing a copy of each datum in two of the three sites. While
this system can survive a disaster obliterating a single site,
or ongoing failures affecting some devices in all three sites,
the MTTDL can be shown to decrease linearly in the num-
ber of devices. Using an LDGM code to protect all devices,
would result in a system with similar performance, but with
MTTDL increasing in the number of devices. Using a clas-
sic Reed-Solomon code to protect all devices, would result
in a system whose devices would be engaged in much of the
time in recovery-related operations.
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VI. APPLICATIONS TO RANDOM SPARING

Data which are active (as opposed to reference data),
are not best protected by the method in Section V; The
update penalty is too high. Commonly, active data-groups
are distributed in some manner over devices, in an attempt
to parallelize request handling [49], [40], [39], [38], [50], [37].
We consider a random-sparing scheme, apparently similar
to an independent OceanStore solution [35], but differing in
the random location-decision and use of bounded-penalty
codes.

We consider a random-sparing scheme, apparently sim-
ilar to an independent OceanStore solution [35]but differ-
ing in the random location-decision and use of bounded-
penalty codes. Using queuing theory and the concepts of
random-variable negative dependence, we perform approx-
imate analysis on the attributes of this scheme: MTTDL,



coding-group average size and rate, required device mem-
ory, and reliability-related workload.

This section is organized as follows. In Subsection VI-A
we describe the scheme. In subsection VI-B we analyze it.
In Subsection VI-C we show simulation results. In Subsec-
tion VI-D we discuss some implications of the analysis.

A. Scheme Description

In this subsection we describe the random sparing
scheme.

Initially, there are n devices in the system. The data is
divided into data groups. For simplicity, we assume the size
of each group is ¢ blocks, of which ¢ — ¢/ can be corrected.
We assume the code used has bounded recovery-locality.
Specifically, we assume that the ratio of accessed blocks
per failed blocks of a group, is at most k. We assume an
average fill-ratio of 3, i.e., of the nc blocks in the system,
fnec are taken (and so the number of groups is 2 7). We
place the restriction that a fraction of at most p of all
operations can be dedicated to recovery operations.

We divide the operating time into rounds of duration ¢,
and epochs, each consisting of s rounds. For simplicity, we
assume that sty = -=, i.e., each epoch lasts the time that
would be required to sequentially read a device from start
to end, normalized by pu.

Naturally, a request to a device can be blocked due to
its servicing previous requests. We assume that each de-
vice has a queue of read and write requests, which it ser-
vices subject to its bandwidth and constraint on fraction
of recovery-operations. Memory is required for write re-
quests in the queue, and for read requests which have been
completed but whose contents are still needed. We later
analyze the system-wide amount of such memory.

At some points, the scheme requires writing a (recovered)
group element to a one of the operating devices. The selec-
tion of the operating device is random, but differs from the
standard uniform selection between all operating devices
which are not full [35]. Rather, a uniform selection is made
between all operating devices (full or non-full), which does
not contain a member of the data group. If a full device
is selected, a reassignment takes place. A random element
from the selected device is chosen to be reassigned to a dif-
ferent device, the recovered element is written to the device
instead of it, and the process continues recursively with the
reassigned element. We explain the rationale for this later.

The scheme is composed of two concurrent processes, a
contracting process and an expanding process, which we
describe next.

The contracting process works as follows. In each round,
the system observes the set of devices which have failed in
the round. For each data group, the system identifies the
members that are on failed devices. If these members can-
not be recovered, then data has been lost at this time. Oth-
erwise, the system randomly selects, for each failed mem-
ber, a subset of k£ devices out of all subsets of k devices
which can recover the element. For each of these devices,
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it inserts into its queue a request to read the required el-
ement. If the system has enough elements to recover an
element, it recovers it, randomly selects a device, and in-
serts into its queue a request to write the element (possibly
triggering reassignment).

We term this a contracting process, since it attempts
to maintain the data groups into a continually contracting
group of devices (those which are still operating).

The expanding process works as follows. At the begin-
ning of each epoch, replacement devices are inserted into
the system. The number of replacement devices is deter-
mined s.t. the expected number of operating devices in
the end of the epoch will remain n. In each round, the
system chooses, for each replacement device, % random
data groups which are not represented in the device. For
each such group, it randomly selects a non-replacement de-
vice containing a member of the group, and inserts into its
queue a request to read the required element. When the
element has been read, the replacement devices writes it.

At the end of an epoch, all replacement devices which
have not failed during an epoch, become (new) operating
devices. For each element written to a replacement device
during an epoch, the system modifies its marked location.
It is now marked as being located in the (new) operating
device. Its old location is marked as empty.

We term this an expanding process, since it attempts
to maintain the data groups into a continually expanding
group of devices (the union of operating devices and re-
placement devices).

From the above description, it is clear that the number
of operating devices (originally n), and the average fill ra-
tio of each device (originally (), change with time. In an
arbitrary point in an epoch, we denote these by n’ and 3,
respectively.

The main result of this section is the following theorem.
Theorem 13: Assume

¢ > log(n), (126)
c(1—B(1+2xsts +2(Asts)?)) > 1, (127)
C

> —.

1
- 128
A ur (128)

For some § > 0, let the storage rate of each coding group
be

Q

1(1+5)A<t8+k“). (129)

ur

Then the system MTTDL of random sparing grows like

(130)




B. Analysis

Following is the proof-outline of Theorem 13. In Lemma
7 we bound the expectation of the number of full devices in
a round. In Lemma 8 we bound the probability of a failure
in a round, given the effective number of failed devices
in the round. In Lemma 9 we approximate the number
of pending recovery-requests, using Lemma 7. Using the
number of pending requests, we approximate the effective
number of failed devices in a round.

The analysis of random sparing is complicated by the fact
that the devices’ and groups’ states are not independent,
e.g., if some data-groups have very many representatives in
some set of devices, then the number of representatives of
other data-groups is probably not very large. This makes
it difficult to apply directly the Chernoff bound. For this
reason, we use in some places in the analysis, the notion of
negative dependence [64].

Definition 9: Let X = {xl, .. .,x|X‘} be an ordered set
of random variables. The elements of X are negatively

dependent if for every disjoint index-sets I |J J C [|X]],

and any functions f : Rl - R and g : R/l — R that
are both non-increasing or non-decreasing,
E[f(zi,iel)-g(x;,j €J)] < (131)

E[f(zi,ie )] -Elg(z;,j € J)].

The following lemma contains useful properties of
negatively-associated random variables which we will use.
The statements of the lemma appear in [64], or are slight
variations of them.

Lemma 6: Let X be an ordered set of random variables.
Then
1. If f R — R is a non-increasing or non-decreasing
function, then the Chernoff bound can be applied to

Zzex f ().

2. If Y is a set of negatively-associated random variables,

and X and Y are independent, then X (J Y is negatively
dependent.

We first bound the expectation of the number of full de-
vices in a round. This in turn, serves to bind the expected
number of reassignments performed.

Lemma 7: At some round, let the fraction of operating
devices’ blocks be 3. Then, with high probability, the
fraction of full devices is at most

2z
Jox (% — 1)30

Proof: Let the number of devices be n’/, and define the
vector ¢, s.t. c[i] denotes the number of elements in device i.
For some ¢’ <1 and 8" < (', assume that a subset S C [n/]
exists, s.t. |S| > ¢'n’, and Vesc[i] > 3”c. A straightfor-
ward calculation shows that the maximum fraction of full

(132)
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devices, is at most

/B/n/c_éln/ﬁ//c
"
5 < c—p3"c _
> n

ﬂ/ _ 5/6// .

— (133)

From (133), to show that ¢ is small, we can show that
y 7Y

Consider three processes A, B, and C, each inserting
B'n’c blocks into the n’ devices. Each process inserts blocks
in 8 /?/c iterations. In each iteration, process A inserts a
coding group into ¢ distinct devices. If a full device is en-
countered, reassignment is performed. Process B does the
same for the case ¢ — oo, ad so reassignment are not per-
formed. Process C does the same as B, except that at each
iteration, the ¢ devices are chosen with replacement.

Define the vector w as the indicator of ¢[i] being less than
(1 — €)' c elements, i.e.,

wli] = I(cli] < (1—-€¢)f'c). (134)

We would like to show that at the termination of process
A, with high probability, most entries of w are 0. It clearly
suffices to show that at the termination of process B, with
high probability, most entries of w are 0.

At the termination of any of the three processes,

@ Ziepw) B

Vie[n/]E [Q[l” 7 ﬂlc, (135)

n

where (a) follows from the symmetry between devices, and
(b) follows from linearity of expectation and the fact that

E [Zie[n,} g[z]} =n/f'c. At the termination of process B,
it follows from the Chernoff bound that for i € [n/],

(136)

We cannot directly deduce from the low probability of
the event w[n'] =1 in (136), the high-probability of a low-
fraction of entries of w being 1. The Chernoff bound does
not apply immediately , as the entries are not independent.
If (136) would result from process C, then condition 2 in
Lemma 6 would hold, and the Chernoff bound would apply.
For process B, however, condition 2 in Lemma 6 does not
hold, as the placements of the £ blocks in each iteration are
not independent. Rather than using Lemma 6 directly, we
show the Chernoff bound applies, by applying the Harris
inequality in a slightly different way than used in [64].



Let ¢/, = ¢[n']. For any ¢,
E [[icuel] = (137)

E et Hie[,ﬂ_uet-w[ﬂ] _
B [ [ 1y 2] ©
E _E _E [e w ]|c } i€n/—1]€ 7[1]‘6 H ®
E[E _etﬂ[n/]\c/n} E {Hie[n’—l]ety[i]\c/nn (2
E[E —et'ﬂ[”’]\c’n” :
E [E [Hze[n’ et IC%H =
B e 1] B 1, ye1] &

E [ew[n/]} M1 E [ewm} <
e E [et-w[i]} )

In the above, (a) and (b) follow from the fact that given ¢/,
etwl’] is obviously a constant. Inequality (c) follows from
the Harris inequality [65]. Inequality (d) follows from a re-
peated application of the same idea to E [Hie[n/,l]et'ﬂ[i]].

By (137), the Chernoff bound can be applied to
Yiemwlil. It follows that for large enough n’, we can

approximate, with high probability 1 — M by the
right side of (136). Inserting into (133), we obtain

B - (1 —e” ) B(l—€) (o
1—0(1—e¢ - (138)

6’062
2

ﬂ/c€2
2

wl=

2
1 _ 1 <
B ﬂ’(——l)c

where (a) follows from neglecting the second order term
1

e

3

, and (b) follows from taking € = (%) . [ ]

75/062
€€ 2

We next bound the error probability in a round, assum-
ing that all groups failing up to the round’s start have been
recovered.

Lemma 8: At some round, let the number of functioning
devices be n/, and let the effective number of failed device
in the round be n} Assume that for some §, each group
can be recovered if at most

L
=1+ 6)713’? (139)
blocks of it are lost.
Then the probability of failure in the round, is
1
I
e\ e ) (140)
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Proof: Let the set of devices failing in the round be
F (i.e., ny = [F|). Define the vector z whose ith entry
represents the number of elements of the ith group in the
failed devices of the round, i.e., for i € [n'],

= |{J | Jcerz'ls] € C}|. (141)
It is easy to see that
() =s)
P(zfi] =a) = —F—. (142)

()

Since the distribution is hyper-geometric, the z[i] are neg-
atively dependent. From the Chernoff bound,

14
P (z[z] > (1+ 6)ann’) <e T 2 (143)
We define a vector w whose ith entry is the indicator of
the group-failure event, i.e.,

; . L
wli] =1 (z[z] > 1+ 5)n/Fn’> . (144)
We are interested in the event that w is the all-0 vector,
i.€., no group had many elements in F. Noting that the

elements of w are negatively dependent, and that a group
failed if

> wlil>1= (145)
iclne
n % 52 1
%.eilv 1+ L.(s?il ,
we have, by the Chernoff bound
(a)
(P Y wi>1]|< (146)
e[ 2]
2
e n 52
ﬁl ez nhL52 1
ﬂzmef 75 @
5 =
1

where (a) follows from (145), and (b) follows from (126)
and the fact that n, = O (n/). ]

A block is pending if it is waiting to be read from or
written to some device. The number of pending blocks
affects the effective number of failures per round.

Lemma 9: Let m be the total number of system-wide
pending blocks in steady state. Then

es —1 k+
— A) ~ nA (t +) Be, (147)
2 = ur

— €

mgn ()\ﬂct +



where
A = MNoe(k+1), (148)
= ur.
Proof: The inter-failure time of devices from

S is distributed. With high probability, the number
of failed functioning devices in an epoch approaches
(1£0(1)) Ansts; the number of functioning devices is al-
ways in the approximate range [n — nAsts,n]. It follows
that the failure rate of functioning devices normalized by
the remaining number of functioning devices can be upper

bounded by

Anstg

(1io(1)>m'

(149)

The failure of each failed functioning-device’s block gen-
erates k read requests approximately uniformly distributed
among functioning devices. Since the inter-failure time of
failed devices is exponential, and a random splitting of an
exponential process is itself an exponential process [66],
the read-request process per device is approximately dis-
tributed exponentially with rate

Anfcstgk

—_ . 1
(n — nAsts) st (150)

The failure of each failed functioning-device’s block gen-
erates a single write requests and possibly reassignment
requests. By the same reasoning, the process generated
by these requests per functioning device is approximately
distributed exponentially, with rate

Anfestgk 1 (@)
(n — nAsts) sty k(1 —7)

Anfestg
(n — nAsty) sty

(151)

where
3 = B+ 2# = B (1 + 2sts + 2(st)?) , (152)
o2 ) (153)
o4 (% — 1) c

and (a) follows from the fact that c is large.

To maintain equilibrium between the contraction and
expansion processes, the number of replacement devices
should be approximately

(n)\sts +n ()\sts)2> , (154)
where the first term is due to the expected number of failed
devices from S, and the second term is due to the expected
number of failed replacement devices. By the same reason-
ing as above, the average rate of requests per functioning
device due to the expansion process is

(n)\sts +n ()\sts)z) Be
(n —nAsts) sty

(155)
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which by (128) is negligible in comparison to (150) or (151).

Since the sum process of two exponential processes is
exponential [66], the load on each functioning device can
be modelled by an M/D/1 queue. The birth rate is given
by the sum of (150) and (151), which by (128) is approxi-
mately ABc(k + 1). The death rate is pr.

In Section VII we deal with bounds on such queues.
Corollary 1 of Subsection VII-D gives the steady state dis-
tribution of each queue, given the birth and death rates.
Using this and the fact that the lengths of the queues are
negatively dependent, we obtain (147). |

C. Simulation Results

In this subsection we show simulation results for the
random-sparing scheme:
o Figure 8 shows the single-layer storage-rate and maximal
fraction of fixable nodes as a function of left and right edge-
degrees (derived in (87) and (82) respectively). As noted,
the rate of this code is sub-optimal, necessitating the use
of the augmented code from Subsection IV-C.
e We have performed 500 tests on the block error-
probability. In each test a random code with m = 10000
left nodes, ¢ = 4, a = 4, & = %, and 8236 right nodes was
first built. Then, 10° iterations were performed. In each
iteration 3900 left nodes were initially set to be corrupted,
and were then attempted to be fixed. The code succeeded
in every single iteration of every single test.
o Figures 9 and 10 show the number of updated nodes as a
function of the fraction of modified left nodes, for the case
G=4,a="7,and m = 10004 left nodes. Note that as pre-
dicted, simulation results coincide with the expected value,
given by (85). For small fractions of left nodes being up-
dated, the number of update-IOs can be approximated as
the number of updated left nodes times average left degree
(ar).
o Figure 11 shows the number of nodes, accessed by the
recovery procedure, as a function of the fraction of failed
left nodes, for the case ¢ = 4, a = 7, and m = 10004
left nodes. Note that the assumption of a accesses per
each failed node gives the upper bound on the number of
accessed nodes, as shown in (84).

D. Discussion

In this section we have shown how to create a level em-
ploying random sparing. This scheme appears to be similar
to one independently proposed in OceanStore [35]. From
Theorem 13, though, we deduce that the storage rate for
small and large coding-groups must differ, as opposed to
the uniform coding-rate in OceanStore.

The scheme relies on the use of codes with recovery
locality. It was previously shown that codes with good
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Fig. 24. Discrete-time Markov-graph of failed devices.

update locality have bad recovery locality, and vice versa
[67]. While this is true when considering a single code, the
conclusion is somewhat different when considering random
sparing. The analysis in Lemma 9 shows that if codes do
not have recovery locality, the load on each device-queue
grows indefinitely. It follows that the redundancy of each
coding group must grow as well. In this case, the update
performance must degrade.

VII. HIGH-INTENSITY DATA

For high-intensity data, high performance codes should
be used. Assume a group of size n is coded in an MDS
code of storage rate % One such code is the repetition
code, wherein an item is replicated n times. In the setting
of storage, the repetition code is usually termed (multi-
way) mirroring. The repetition code does not require a
read-modify-write sequence of operations to all redundant
items, when a data item is modified. It is easy to show
that it is the only such code (up to trivial variations). This
makes the repetition code a good candidate for use in high
intensity data level.

A possible semi-Markov modelling of the system is shown
in Figure 24. The model consists of n+1 states, Ag,..., A,.
The state A; indicates that 7 devices are failed. The model
begins in state Ag; and terminates in state A,,, when data
is lost. The various A;; and Z;; indicate the transition
rates between states, and we define them later on (they
do not have the exact interpretation of the corresponding
M/M/1 queue values).

At each discrete multiple of ¢4, the system detects the set
of failed devices. Let A; and A; be arbitrary states, where
i < j. A transition from A; to A; takes place when j—i+1
devices fail in time t;. Note that neglecting the occurrence
of two simultaneous events, valid in the M/M/1 queue, is
no longer valid. A transition from state A; to state A;
takes place when j — ¢ + 1 devices have been recovered.
The recovery of a device is performed by reading a copy
of the data from operating devices, and writing it to a
replacement device (and therefore requires ¢ time).

Note that the assumption that the model state com-
pletely determines the system state, valid in the M/M/1
queue, is not valid. The transition from A; to A; depends
on the length of time the system has been in state A;, as
well as the path by which A; has been reached.
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In general, a more complicated setting may be consid-
ered, where the number of copies is considered, rather than
the number of devices. Exploiting recovery-parallelism, the
number of copies recovered in a given time may depend on
the number of existing copies. We do not analyze this set-
ting in this work.

The use of birth-death processes for finding the MTTDL
has been previously used for the case where the number of
states is small [4], [41], [50]. When the number of states
is large, the ability to recover many devices in parallel,
is lost in the model. Also, as noted above, the exponen-
tial distribution does not coincide with the deterministic
recovery-time, nor does it take into account the detection
latency.

The section is organized as follows. In Subsection VII-
A we model the system in Figure 24 in a way in which
is amenable for finding a lower bound on the MTTDL. In
Subsection VII-B we show a solution to the model in Sub-
section VII-A. In Subsection VII-C we show an improved
approximation for the lower bound. In Subsection VII-D
we use the same ideas to find a simple bound on steady-
state distributions for the M/D/1 queue, a result needed
for Section VI. In Subsection VII-E we show simulation
results on the MTTDL of multi-way mirroring.

A. Modelling the System State

The system in Figure 24 shows the model from the view-
point of the system controller. In a time interval t;, many
devices can fail. Devices can be in different stages of re-
covery. This means that each state can be reached from
many different states. The resulting system of equations
is complex. Rather than solving it directly, we consider a
different system and viewpoint.

We consider a system composed of n devices, with failure
CDFs 1 — e Mt ..., 1 —e Mt (t > 0), respectively. We
will require in particular two cases: the case n = 2 with
arbitrary A1 and 5\2, and the case of an arbitrary n with
A== an = ). We consider the same failure-detection
latency and recovery time as in the original system. If a
device fails during the recovery of some other devices, the
recovery process is aborted and re-initiated. An imaginary
observer with zero-delay knowledge of the state of each
device observes the system. We consider the view of this
observer. The model then becomes that in Figure 25.

In this model, it can be shown that neglecting two si-
multaneous events is valid. Note that a solution for this
model is a lower bound on the solution of a original system
in which device failure during recovery does not re-initiate
the recovery process.

Let A(t) be the state at time ¢. Let

Dij (h + 1, t) P (A(h + t) = Aj | A(t) = AZ),(156)
pz(h+t,t) = po,i(h+t, t)



Fig. 25. Markov-graph of failed devices.

As opposed to an M/M/k type of setting, it is not possible
to precisely define here

pi,i(h)
Pi(h) =

pi,j(h + ta t)v
po,i(h + t7 t)7

(157)

since the model state alone does not determine the sys-
tem state. By equating the transition rates between states,
we show that (157) can hold as an approximation, and be
found by a system of approximate differential equations.

Definition 10: Let

1
E(A)A< v 1>.
1—e Afl=e—d Ata 2

(158)

Let p;(t) = pil(t, My A, ¢,tq) be defined by the system
of differential equations:
pi(t) = (159)
Ai1pic1(t) + Eipapira (t) — (As + Zi)pit),
Do (O) = 17
p1(0)=--=p,(0)=0,
for i € {0,...,n}, and A; and E; defined as:
o For the case of system of two devices:
Ag = Ao+ Ar, (160)

Side (M + 42 +2(0) + (%))
A2+ A2+ ME) + AE()

o For the case of n identical devices:

- J0 s je{-1,n}
Al_{(n_Z)A )

Ot]leI wise
{ 7
‘—‘(lsi) ’

By equating transition rates, we show the following.

: (161)

ie€{0,n,n+ 1}
otherwme
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Theorem 14: The probability of data loss at time ¢ is
lower bounded by p,,(t), given by Definition 10.

Proof: In the new model, recovery does not commence
immediately once devices fail (due to the detection latency
tq). If it is known that an exponential event occurred up
to time t+t4, then the a-posteriori probability of its taking
place at any time t' € [t,t + t4] is equally likely.

Consider two random variables, t? and t¢, with respective
PDFs:

Ae=Mt (> 0),
L efogen])

We define a third process tf = min {¢%,¢% }. The rate of
1

(162)

the renewal process generated by t¢, is then B[ It can
be shown that
1 e 1 — e Aita
E[t]=—(1-efr—r— ). 163
e e

Each renewal in the process generated by t" is caused by
either % or t%. We define the probabilities

p! = P (min{t{, 0} =10), (164)
pl = P (mln {tf, thl = t?) .
It can be shown that
el —e At

b it

b — - 165
p’L Altd 9 ( )

1 — e Aita
d —A; €
= 1- i 166

P e AL, (166)

By using the standard technique [66] of equating the
entry and exit rate of each state using the Chapman-
Kolmogorov equations, it can be shown that in this case,

D an ik () = vipi (1)

k#j

pi;(t) = (167)

holds approximately, where v; is the rate of the renewal
process generated by t§7 and g¢;  is the rate of the renewal
process generated by transferring from A; to Ay.

It follows that we can insert into (167) the following:

1
- - b~
qii+1 A =p; E [tﬂ ) (168)
1
. = =, =qpd
Qz,z—l 7 pz E [tﬂ )
V; = Az + = = m

It now remains to find the various A; and Z;:
o For the system of 2 devices, the failure rate when in state

Ap is clearly Ag = 5\1 + 5\2. With probability the

= Al;\
A1+Ag’



device with Ay fails first. In this case, Ay = o and Z; = where jE€n—-1].

: 5\1125\2, Ay = A and
=1 = E(A1). By applying the Bayes rule, we get:
E [t{] =
RV SR SR U
MAA A +Z20) M+ M +HE)

5(5\2) Similarly, with probability

(5\%5(5\2) +ME() + MEA)E) + 5\25(/\1)5(5\2)>

(169)

(ﬁ\l + E(Xl)) (?\1 + X2) (2\2 + 5(5\2)>
Combining (168) and (169), we have
Ay =
MAs (5\1 + X +20) + E(ﬁ\Q))
A2 422+ MEG) + AE()

(170)

)

(1]

1 =
AE(A2) + A3E(A) + MEA)E(A2) + AZE(A)ZE(N2)
AT+ A3+ ME(M) + AE(A2)
o For the system of n identical devices, when in state A;,

the time to device failure is clearly distributed exponen-
tially with rate A; = (n —i)A. E; can be found as before.

B. Estimating the MTTDL

In this subsection we modify the method in [42] to solve
(159) for the MTTDL.
Theorem 15: Assume that

> n. (171)

€y la

T 2
Then the MTTDL of the system in Figure 25 is approxi-
mately lower bounded by

n—1

nl\m

(172)

where Ez = E(Al)
Proof:  For the system in Figure 25, the equation
system (159) becomes the following:

po(t) = —Aopo(t)+ z_: Eipi (1), (173)
B0 = —(E+ A () + Aapa (1),
p;z (t) = An—lpn—l (t) 5

p1(0) = 1,

Using the Laplace transform:

| mweta -
0

/ py(t)etdt =
0

we obtain the equation system:

k-1
(=5 — Ao)ao(s) + Z Eiai(s) = —po (0) =

(=5 -5
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(174)

—Aj)aj(s) + Aj-1a;-1(s) = —p; (0) = 0,

—san(s)+ Ap—1 = 0.

Note that once the system enters A,,, it will not leave it.
It follows that defining the MTTDL by %,, we have

tn :/ Rs (t) dt:/ tpl, (t) dt.
0 0

(176)

By properties of the reverse Laplace-transform, this is

tn

d (san(s))
ds

s=0

(177)

We therefore need to solve the equation system (175) for
an(s). To do so, we apply Cramer’s rule, obtaining

and

gn(s)
an(s) = ;
" g(s)
=1 =9
_Rlo
An72
By Ha
fR?
An—2

RiO:Ai—FEi-FS.

(178)
(179)
Enfl
—RY,
An—l —S
(180)
=, -1
—RY
Anfl
(181)

We first develop g(s) and g,,(s). For the former, we have

9(s) = —sm(s),

(182)



where
Tn(s) = (183)
-R§ = E En-1
AO 7R1
A .
An—o _Rv?—l
For the latter, we have
n—1
gu(s) = (1" [T As. (184)
i=0

Inserting (182) and (184) into (178) and (177), we have

N AOESAC)

SN 1)

In the matrix within the determinant in (179), we may
add all rows to the last without altering g(s). To the matrix
within the determinant in (180), we may append an all-0
column and the row —s, —s, ..., —1, without altering g, (s).
After doing so, we have

gn(8) +m(s) = (186)
*R(? El EQ E'n—l -1
Ao —R?
A _
Ap—o *Rrol—l
—S -5 -5 =5 ] -1
-RY = E Zp1 O
Ao —R?
A (@)
An—z 7R7(L)—1
—S -5 —s -5 -5 -1
—R(? =1 =9 Zno1 —1
Ao —R?
A c (187)
Ap—2 _Rg—l
-5 —-s =S —s —s 0

where (a) follows from the fact that the determinant is
distributive over matrices identical in all rows but one.

We note that the determinant in (187) is

s(=1)"Bn(s), (188)
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(189)

An—o _Rr?—l
1 1 1 1 1
Furthermore, the following recurrence system is satisfied at
s=0:

k—2

Be(0) = JJAi+ (Ak—1+EZk-1) Be-1(0), (190)
=0
Bi(0) = 1.

Solving (190), we obtain

k j—2
Bi(0) = ZHAz

j=1i=0

k

IT i +2im0).

i=j+1

(191)

Setting s = 0 in (183), we have

W (0) = (=)™ l:[ A;. (192)
=0

Inserting (191) and (192) into (185), we get

tn =

(193)

1 d(gn(s) +7n(s))
¥, (0) ds

Ba0)
Do~

n 1 n—1 =
1+=).

— A1 H ( - Ai)

By applying (171) to (158), we have

mjn{ i}>>1,
@ i

and (193) simplifies to

[1]

(194)

=

=1 (195)

i=0
This can be further simplified by substituting
Ai = (n — Z))\7

= % (=9)
—1 ~ T )
g

where (a) follows from the application of (171) to (158). M

(196)



C. Improving the MTTDL Estimation

The system model from Subsection VII-B assumes that
any device failure while recovery, restarts the recovery pro-
cess. This is needed for the definition of the state-transition
rates. This is clearly a drawback. The MTTDL found
in Section VII-B therefore only lower bounds the true
MTTDL. In this subsection we attempt to rectify this by
considering “compound devices”, i.e., devices composed of
a sub-group of devices.

The main point we prove in this subsection is the follow-
ing.
Theorem 16: Assume that

> 2.

r (197)

T

Then the MTTDL of the system in Figure 25 is approxi-

mately
n—1
1
e+

2n—1An

(198)

We first analyze the failure-time distribution for the gen-
eral case of two devices.

Lemma 10: A system of 2 devices whose failure times
have respective CDFs 1 —e~*1* and 1 —
time having an approximate CDF

e~*2t has a failure

1o (199)
where
- 1
= T (200)
assuming that
1 S
m > max {)\1, )\2} (201)
r 2
Proof: For this case, (159) becomes
po(t) = Eip1(t) — Aopo (t ) (202)
pi(t) = Aopo(t) = (E1+A)p1 (1),
py(t) = Mipi(t),
where
Ay = ;\0 + 5\1, (203)

MAs (5\1 + A2+ 2 + E(XQ))
TR LR+ MEQ) 4 AME,

>/>
\_/

A22(2) + A22(0) + MEADEN) + AE(A)E(Ne)
AT+ A3 4+ MEM) + AE(A2)
Solving (202) for pg (¢) and p; (t), we get
A A
po(t) _ _7‘2+ Oer1t+rl+ Oergt, (204)
TKL — T2 T — T2

(Ao +71) (Ao +12)
Z1(r —r2)

pt) = (—emt 4 o2ty
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where

(205)
—AAoA,

r1,2 =
—Ag— Ay —

E1 /(Ao + A1+ )2

2
A0+A1+:1 14+ 1— 4AOA1 . .
2 (Ao + A1 +Ep)

Using the approximation in (201), we derive the following
approximations for ¢ = 1,2: Aitg < 1 and S\ﬁ < 1. Ap-
plying these approximations to (158), and using the power-
series approxnnatlon of e* for small x, we get 5(5\2) ~
E()\Q) ~AE= . Applying this to (203), we get

. 206
£y o

Applying (206) and using = > max{jxl,jq} in (203), we
get

220 @
~ 02 2 2max{)\1,)\2} (207)
(A1 + A2)
where (a) follows from the Arithmetic - Geometric Mean in-
equality. Combining (207) with (206), we get T ATAT
1. Using this fact, we approximate
rn = - (Ao + A1 + El) (208)
Aoy Aoy
T‘ - ~ T .
2 Ao+ A1 +E5; =1
The lemma follows by the fact that
71| > |ro| = et < e (209)
|

We now prove Theorem 16.

Proof: Lemma 10 gives the approximate failure-CDF
of a system composed of two devices. From (199) we see
that this distribution is exponential with inverse mean

< 20
3 = A2

23 (

~ (210)

).

Given a system of n > 2 devices, we can recursively con-
sider the system as composed of two devices, one simple,
and one “compound”, both with failure times distributed
exponentially. The corresponding state diagram is shown
in Figure 26. In general, we can decompose a system of n
devices recursively, s.t. each device represents a compound
device, an example of which is shown in Figure 27.

(1]

_|_

S0
| S

When analyzing the reliability of such a system, it is
convenient to view it as a full binary tree (i.e., a tree where
each node has 0 or 2 children), as in diagrams (a) and (b) of
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Fig. 26. Reduction to a compound system.
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Fig. 27. A recursive analysis.

Figure 28. In the tree of each diagram, any leaf is a device
node (indicated by D). Any inner node is a compound node
(indicated by C), the reliability of which is determined by
its children nodes. The system reliability is that of the
root. Lemma 10 shows how to combine the MTTDL of
two subtrees. Surprisingly, the MTTDL of the entire tree
depends only on the number of leaves, and not on the tree
topology chosen.

D. Lower Bounds on M/D/1 Steady-State Distributions

In this subsection we find a simple bound on steady-
state distributions for the M/D/1 queue. This is needed
for Section VI.

For the case of the M/D/1 queue, equating the transition
rates yields the following simple lower-bound approxima-
tion. In Figure 29 we see a graph corresponding to the
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Fig. 28. A tree formed by the recursive analysis
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Fig. 29. Markov-graph of birth-death process of failed devices.

M/D/1 process. Specifically, assume the process is a birth-
death process, with births generated by a Poisson process
with mean interval times %, and deaths occurring deter-
ministically after % time.

Corollary 1: For the given M/D/1 queue, let P; be the
steady-state distribution of state A;. Then

P = (e% —1)i(2—e%). (211)

Proof: Following [66], we equate the transition rates,
resulting, in a manner similar to the one used in Subsection

VII-A, in

Efl , 1=0
P= 7 (212)
EP; 1 4+AP;_ .
N
where
1
==X (A — 1) (213)
1—e ¢
by 158.

The proof follows by solving (212), subject to the con-
straint ) .2 P = 1.
|

E. Simulation Results

In this subsection we show simulation results for multi-
way mirroring:
o Figures 30, 31, and 32 show the behavior of a system of
two devices (Subsection VII-C) for different settings of Aq,

5\2, and =. Each of the figures compares the CDF's obtained
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Fig. 30. The CDF of the two-devices system MTTDL, for the case
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by the following: the numerical solution of a differential-
equation model of the system, the approximated solution
shown in Lemma 10, and the results obtained by a software
simulation of the system of devices. Note that the simula-
tion results coincide with the approximation of Lemma 10
for both \; = 5\2 and A\ > 5\2 settings. This result justifies
the assumption that the MTTDL of a “compound device”
has exponential distribution.

o Figure 33 and 34 show the behavior of a system as a func-
tion of the number of devices (n). Figure 33 compares the
MTTDLs obtained by the following: the results obtained
by a software simulation of the system of devices, the ex-
act and approximated expression from Theorem 15, and
the approximation of Theorem 16. Note that Theorem 16,
based on the ”compound device” approach, achieves the
best estimation. Figure 34 compares, for two different set-
tings, the MTTDLs obtained by the following: the results
obtained by a software simulation of the system of devices,
and the approximation of Theorem 16. Note that Theorem
16 indeed gives a lower bound on the system MTTDL.

VIII. CONCLUSIONS AND FUTURE WORK

In this work we have presented and analyzed codes for
storage systems. We have shown that it is easy to con-
struct LDGM codes which have bounded recovery penalty.
We have shown algorithms which incorporate codes of
this type. Finding bounds and optimal codes subject to
bounded penalty constraints, is left to future research. We
have also analyzed the distribution of the time to data loss
of multi-way mirroring.

The fact that such radically different codes and schemes
can be applied to storage systems, suggests that stor-
age reliability should be hierarchical [24]. This in turn
raises many questions on the number of levels the hier-
archy should contain, the code appropriate to each level,
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and the transition policy between levels. We leave these
interesting questions to future research.

The failure model we considered is one in which entire
devices fail. Other errors which occur in practice are those
of the erasure and substitution of the content of blocks of
devices. The former is very similar to that considered in
this paper. The latter presents formidable difficulties, even
in terms of detection that an error took place. We leave its
treatment to future research.

IX. ACKNOWLEDGEMENTS

Thanks to Dana Ron and David Burshtein of the Dept.
of EE-Systems at Tel-Aviv University, and Alain Azagury,
Michael Factor, Kalman Meth, Julian Satran, and Dafna
Sheinwald of IBM Haifa Research Laboratories, for useful
discussions.



Fig.
(n),

Fig.

60

10 T T
[¢]
—e— Simulation result I
w| | o Aproximation as ="/(2"A")
1071 . Approximation as =" 1(nIA") il
o Approximation as in "Estimating the MTTDL" subsection
40 o
10+ 5° |
o
OOO
= o
SN °
= © 7
E 10 o
= o°
o
OO
>
10°F il 000000090000000 .
o o
900
OOO 000000000
o 4
o 00
10107 o0 SgggggDDDDDDDD[IEIDEIDDDDDDDDDDDDDDDDDDDDEr
fﬂgﬁ@@@
&
10° : :

20 30
number of devices (n)

0 10 40 50

33. The system MTTDL as a function of the number of devices
for the case A\| = ... = A\p = =

35 and = =

12

10
10107 L
10°
|}
a
=
=
= 6
10"
]
10* —=— MTTDL by simulation, ==1, A=1/30 ||
o Approximated MTTDL, ,
b —o— MTTDL by simulation, ==1, A=1/50
] +- Approximated MTTDL, =1, A=1/50
10 ; : : :
2 3 4 5 6 7
number of devices (n)
34. The system MTTDL as a function of the number of devices

REFERENCES

F. J. MacWilliams and N. J. A. Sloane, The Theory of Error-
Correcting Codes, ser. North-Holland Mathematical Library.
North-Holland, 1977, vol. 16.

A. Albanese, J. Blomer, J. Edmonds, M. Luby, and M. Sudan,
“Priority encoding transmission,” in Proceedings: 35th Annual
Symposium on Foundations of Computer Science, Santa Fe,
New Mezico. ITEEE Computer Society Press, Nov. 1994, pp.
604—612.

D. A. Patterson, G. Gibson, and R. H. Katz, “A case for redun-
dant arrays of inexpensive disks (raid),” in Proceedings of the
ACM Conference on Management of Data (SIGMOD), June
1988, pp. 109-116.

G. A. Gibson, Redundant Disk Arrays: Reliable Parallel Sec-
ondary Storage, ser. ACM Distinguished Dissertations. Cam-
bridge, MA: MIT Press, 1992.

M. Blaum, J. Brady, J. Bruck, and J. Menon, “EVENODD: An
optimal scheme for tolerating double disk failures in RAID archi-
tectures,” in Proc. of the 21st Symp. on Computer Architecture
(21st ISCA’94), Computer Architecture News. Chicago: ACM
SIGARCH, Apr. 1994, pp. 245-254.

C. Shannon, “A mathematical theory of communication,” The
Bell System Technical Journal, vol. 27, no. 3, pp. 379-423, July

(10]

(11]

(12]

(13]

(14]

[15]

[16]

(17]

(18]

(19]

20]

(21]

(22]

23]

(24]

(25]

[26]

27]

28]

29]

(30]

35

1948.

R. Gallager, Discrete Stochastic Processes.
Publishers, Boston, 1995.

M. Luby, “LT codes,” in Proceedings of the 43rd Symposium on
Foundations of Computer Science (FOCS-02). Los Alamitos:
IEEE COMPUTER SOCIETY, Nov. 16-19 2002, pp. 271-282.
M. G. Luby, M. Mitzenmacher, M. A. Shokrollahi, and D. A.
Spielman, “Improved low-density parity-check codes using irreg-
ular graphs,” IEEE Trans. Inform. Theory, vol. 47, no. 2, pp.
585-598, Feb. 2001.

M. G. Luby, M. Mitzenmacher, M. A. Shokrollahi, D. A. Spiel-
man, and V. Stemann, “Practical loss-resilient codes,” in Pro-
ceedings of the 29th Annual ACM Symposium on the Theory of
Computing (STOC ’97). New York: Association for Computing
Machinery, May 1997, pp. 150-159.

A. Shokrollahi, “An introduction to low-density parity-check
codes,” Lecture Notes in Computer Science, vol. 2292, pp. 175—
197, 2002.

N. Alon and M. Luby, “A linear time erasure-resilient code with
nearly optimal recovery,” IEEE Trans. Inform. Theory, vol. 42,
no. 6, pp. 1732-1736, Nov. 1996.

T. M. Cover and J. A. Thomas, Elements of Information Theory,
ser. Wiley Series in Telecommunications. New York, NY, USA:
John Wiley & Sons, 1991.

W. W. Peterson and E. J. Weldon, Jr., Error-Correcting Codes,
2nd ed. Cambridge, MA, USA: The M.I.T. Press, 1972.

S. Akytirek and K. Salem, “Adaptive block rearrangement,”
ACM Transactions on Computer Systems, vol. 13, no. 2, pp.
89-121, 1995.

M. B. Deshpande and R. B. Bunt, “Dynamic file management
techniques,” in Proceedings of 7th IEEE Phoeniz Conference on
Computers and Communication. New York: IEEE, 1988, pp.
86-92.

R. A. Floyd and E. C. Ellis, “Directory reference patterns in
hierarchical file systems,” in IEEE Trans. Know. Data Eng.,
june.

R. Geist, R. Reynolds, and D. Suggs, “Minimizing mean seek
distance in mirrored disk systems by cylinder remapping,” Per-
formance Evaluation, vol. 20, no. 1-3, pp. 97-114, May 1994.
S. Majumdar, “Locality and file referencing behaviour: Princi-
ples and applications,” Department of Computer Science, Uni-
versity of Saskatchewan, Saskatoon, Saskatchewan, Tech. Rep.,
1984.

M. S. McDonald and R. B. Bunt, “Improving file system per-
formance by dynamically restructuring disk space,” in Proceed-
ings of Phoenixz Conference on Computers and Communication.
New York: IEEE, 1989, pp. 264—-269.

B. McNutt, “Background data movement in a log-structured
disk subsystem,” IBM Journal of Research and Development,
vol. 38, no. 1, pp. 47-58, 1994.

C. Ruemmler and J. Wilkes, “Disk shuffling,” Hewlett-Packard
Laboratories, Palo Alto, California, Tech. Rep. HPL91156, 1991.
A. J. Smith, “Optimization of i/o systems by cache storage de-
vices and file migration: a summary,” Performance Evaluation,
vol. 1, no. 4, p. 249262, 1981.

J. Wilkes, R. Golding, C. Staelin, and T. Sullivan, “The HP
AutoRAID hierarchical storage system,” ACM Transactions on
Computer Systems, vol. 14, no. 1, pp. 108-136, Feb. 1996.

A. Azagury, V. Dreizin, M. Factor, E. Henis, D. Naor, N. Rinet-
zky, O. Rodeh, J. Satran, A. Tavory, and L. Yerushalmi, “To-
wards an object store,” in In Proceedings of the 20th IEEE /
11th NASA Goddard Conference on Mass Storage Systems and
Technologies, 2003, pp. 165—176.

S. Boucheron and K. Salamatian, “About priority encoding
transmission,” IEEE Trans. Inform. Theory, vol. 46, pp. 697—
705, Mar. 2000.

A. Fiat, R. M. Karp, M. Luby, L. A. McGeoch, D. D. Sleator,
and N. E. Young, “Competitive paging algorithms,” Journal of
Algorithms, vol. 12, no. 4, pp. 685—699, Dec. 1991.

D. D. Sleator and R. E. Tarjan, “Amortized efficiency of list
update and paging rules,” Comm. ACM, vol. 28, no. 2, pp. 202—
208, Feb. 1985.

L. A. McGeoch and D. D. Sleator, “A strongly competitive ran-
domized paging algorithms,” Algorithmica, vol. 6, pp. 816-825,
1991.

N. E. Young, “The k-server dual and loose competitiveness for
paging,” Algorithmica, vol. 11, no. 6, pp. 525-541, june 1994.

Kluwer Academic



(31]

(32]

(33]

(34]

(35]

(36]

(37]

(38]

(39]

[40]

41]

42]

[43]

[44]

(45]

(46]

[47]

(48]

(49]

[50]

[51]

[52]

S. Irani, “Page replacement with multi-size pages and applica-
tions to web caching,” Algorithmica, vol. 33, no. 3, pp. 384-409,
July 2002.

M. Chrobak, H. Karloff, T. Payne, and S. Vishwanathan, “New
results on server problems,” SIAM Journal on Discrete Mathe-
matics, vol. 4, no. 2, pp. 172-181, May 1991.

R. Motwani and P. Raghavan, Randomized Algorithms.
bridge University Press.

Y. Neal, “On-line file caching,” in Proceedings of the 9th Annual
ACM-SIAM Symposium on Discrete Algorithms, Jan. 28-30
1998, pp. 82-86.

J. Kubiatowicz, D. Bindel, P. Eaton, Y. Chen, D. Geels, R. Gum-
madi, S. Rhea, W. Weimer, C. Wells, H. Weatherspoon, and
B. Zhao, “OceanStore: An architecture for global-scale persis-
tent storage,” ACM SIGPLAN Notices, vol. 35, no. 11, pp. 190—
201, Nov. 2000.

D. Bindel, Y. Chen, P. Eaton, D. Geels, R. Gummadi, S. Rhea,
H. Weatherspoon, W. Weimer, C. Wells, B. Zhao, and J. Kubi-
atowicz, “Oceanstore: An extremely wide-area storage system,”
in Proceedings of the Nine International Symposium on Archi-
tectural Support for Programming Languages and Operating Sys-
tems (ASPLOS IX), Nov. 2000.

J. Chandy and A. L. N. Reddy, “Failure evaluation of disk array
organizations,” in Proceedings of the 13th International Confer-
ence on Distributed Computing Systems. Pittsburgh, PA: IEEE
Computer Society Press, May 1993, pp. 319-327.

A. Thomasian and J. Menon, “RAID5 performance with dis-
tributed sparing,” IEEE Transactions on Parallel and Dis-
tributed Systems, vol. 8, no. 6, pp. 640-657, June 1997.

J. M. Menon and R. L. Mattson, “Comparison of sparing alter-
natives for disk arrays,” in Proceedings the 19th Annual Interna-
tional Symposium on Computer Architecture, ACM SIGARCH,
Gold Coast, Australia, May 1992, pp. 318-329.

J. Menon and D. Mattson, “Distributed sparing in disk arrays,”
in Proceedings of the COMPCOM Conference, Feb. 1992, pp.
410-421.

Q. Xin, E. Miller, D. Long, S. Brandt, T. Schwarz, and
W. Litwin, “Reliability mechanisms for very large storage sys-
tems,” in In Proceedings of the 20th IEEE / 11th NASA God-
dard Conference on Mass Storage Systems and Technologies,
Apr. 2003, pp. 146-156.

B. A. Kozlov and I. A. Ushakov, Reliability Handbook.
York: Holt, Rinehart and Winston Inc., 1970.

P. Elias, “Coding for two noisy channels,” in Information Theory
Third London Symposium. London: Buterworth’s Scientific
Publications, Sept. 1955, pp. 61-76.

I. S. Reed and G. Solomon, “Polynomial codes over certain fi-
nite fields,” Journal of the Society for Industrial and Applied
Mathematics, vol. 8, no. 2, pp. 300-304, June 1960.

C. Berrou, A. Glavieux, and P. Thitimajshima, “Near shannon
limit error-correcting coding and decoding:turbo-codes,” in Pro-
ceedings of IEEE ICC’93, vol. 2. Geneva: IEEE, may 1993, pp.
1064-1070.

A. Shokrollahi, “New sequences of linear time erasure codes ap-
proaching the channel capacity,” in Proceedings of AAECC-13,
Lecture Notes in Computer Science 1719, 1999, pp. 65—76.

J. A. Katzman, “System architecture for nonstop computing,” in
14th IEEE Computer Society International Conference (COM-
PCON), Mar. 1977, pp. 77-80.

Q. M. Malluhi and W. E. Johnston, “Coding for high availability
of a distributed-parallel storage system,” IEEE Trans. Parallel
Distrib. Syst., vol. 9, no. 12, pp. 1237-1252, Dec. 1998.

M. Holland, G. A. Gibson, and D. P. Siewiorek, “Architectures
and algorithms for on-line failure recovery in redundant disk
arrays,” Journal of Distributed and Parallel Databases, vol. 2,
no. 3, pp. 295-335, July 1994.

X. Wu, J. Li, and H. Kameda, “Reliable analysis of disk array
organizations by considering uncorrectable bit errors,” in Pro-
ceedings of The 16th Symposium on Reliable Distributed Systems
(SRDS ’97). Washington - Brussels - Tokyo: IEEE, Oct. 1997,
pp. 2-9.

R. G. S. Kirkpatrick, W. Wilcke and H. Huels, “Percolation in
dense storage arrays,” in Physica A, vol. 314, Nov. 2002, pp.
220-229.

F. Chang, M. Ji, S.-T. Leung, J. MacCormick, S. Perl, and
L. Zhang, “Myriad: Cost-effective disaster tolerance,” in Pro-
ceedings of the FAST ’02 Conference on File and Storage Tech-

Cam-

New

[53]

[54]

[55]

[56]

[57)

(58]

[59]

[60]

[61]

[62]

(63]

[64]

(65]

[66]

36

nologies (FAST-02). Berkeley, CA: USENIX Association, Jan.
28-30 2002, pp. 103-116.

J. Wilkes, R. Golding, C. Staelin, and T. Sullivan, “The HP
AutoRAID hierarchical storage system,” in High Performance
Mass Storage and Parallel 1/0: Technologies and Applications,
H. Jin, T. Cortes, and R. Buyya, Eds. New York, NY: IEEE
Computer Society Press and Wiley, 2001, pp. 90-106.

H. Weatherspoon, M. Delco, and S. Zhuang, “Typhoon:
An archival system for tolerating high degrees of file server
failure,” 1999, available through http://www.cs.berkeley.edu/
~hweather /Typhoon/TyphoonReport.html.

G. A. Gibson, L. Hellerstein, R. M. Karp, R. H. Katz, and
D. A. Patterson, “Failure correction techniques for large disk
arrays,” Third International Conference on Architectural Sup-
port for Programming Languages and Operating Systems, pp.
123-132, Apr. 1989.

L. Hellerstein, G. A. Gibson, R. M. Karp, R. H. Katz, and D. A.
Patterson, “Coding techniques for handling failures in large disk
arrays,” Algorithmica, vol. 12, no. 2/3, pp. 182-208, Aug./Sept.
1994.

Y. Chee, Colbourn, and Ling, “Asymptotically optimal erasure-
resilient codes for large disk arrays,” DAMATH: Discrete Ap-
plied Mathematics and Combinatorial Operations Research and
Computer Science, vol. 102, no. 1-2, pp. 3-36, 2000.

T. H. Cormen, C. E. Leiserson, R. L. Rivest, and C. Stein, In-
troduction to Algorithms, 2nd ed. MIT Press, 2001.

K. Mulmuley, Computational Geometry, An Introduction
Through Randomized Algorithms.  Prentice-Hall, Inc., New-
Jersey.

S. Albers, S. Arora, and S. Khana, “Page replacmenet for general
caching problems,” in Proceedings of the 10th Annual ACM-
SIAM Symposium on Discrete Algorithms, 1999, pp. 31-40.

J. A. Cooley, J. L. Mineweaser, L. D. Servi, and E. T. Tsung,
“Software-based erasure codes for scalable distributed storage,”
in 20th IEEE/11th NASA Goddard Conference on Mass Storage
Systems and Technologies (MSS’03). IEEE, April 2003, p. 157.
P. Oswald and M. A. Shokrollahi, “Capacity-achieving sequences
for the erasure channel,” IEEE Trans. Inform. Theory, vol. 48,
no. 12, pp. 3017-3028, Dec. 2002.

M. Sipser and D. Spielman, “Expander codes,” IEEE Trans-
actions on Information Theory (special issue devoted to coding
theory), pp. 1710-1722, 1996.

D. Dubashi and D. Ranjan, “Balls and bins: A study in negative
dependence,” Random Structures and Algorithms, vol. 13, no. 2,
pp. 99-124, 1998.

T. E. Harris, “A lower bound for the critical probability in a
certain percolation process,” in Proc. Cam. Phil. Soc., vol. 56,
1960, pp. 13-20.

S. M. Ross, Introduction to Probability Models, 8th ed. Harcourt
Publishers Ltd, Dec. 2002.



