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Abstract

In recent years, there has been a signr$canf surge in the use of biometrics for user au-
thentication applications because biometrics-based authentication offers several advan-
tages over knowledge and possession-based methods such as password/PIN-based sys-
tems. Howevel; it is important that such biometrics-based authentication systems are de-
signed to withstand different sources of attach on the system when employed in security-
critical applications, and more so in unattended remote applications such as e-commerce
applications. In this paper we outline the inherent strengths of a biometrics-bared authen-
tication scheme and then discuss the security holes in these systems. Finally, we present
new solutions for overcoming some of the remaining weak link in such systems.

1 Introduction
Reliable user authentication is becoming an increasingly important task in the web-enabled
world. The consequences of an insecure authentication method in a corporate or enterprise
environment can be catastrophic, often leading to loss of confidential information, service de-
nials, and issues with integrity of data and information contents. The value of a reliable user
authentication is not limited to just computer access. Many other applications in everyday life
also require user authentication, e.g., banking, immigration, and physical access control, and
could benefit from enhanced security.

The prevailing techniques of user authentication that involve passwords and user ids, or
identification cards with PINS, suffer from several limitations. One of the main problems with
such approaches is that the authentication subsystem can be fooled relatively easily. Pass-
words and PINS can be illicitly acquired relatively easily by direct covert observation. Once
an intruder has the password, he has total access to the associated resources. The other major
problem is that there is no way to positively link the usage of the system or service to the actual
user, i.e., the issue of “repudiation”. For example, a user id and password can easily be shared
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