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Abstract

The goal of this paper is to present a new model for, or rather a new way of thinking of adap-
tive, risk—based access control. Our basic premise is that there is always inherent uncertainty in
access control decisions and such uncertainty leads to unpredictable risk that should be addressed
i an explicit way. Many different access control models have been studied and practiced exten-
siely. We choose to expand the well-known, Bell-Lapadula model based Multi—Level Security
(MLS) access control model as a proof-of-concept case study for our basic premise. The result-
ing access control model is more like a Fuzzy Logic control system [Jyh97] than a traditional
access control system and hence the name “Fuzzy MLS”. A short, but more recent version of
this article is to appear in the 2007 IEEE Symposium on Security and Privacy.

1 Introduction

Our work is motivated by the fact that many organizations, especially those in the national secu-
rity and intelligence arena, are unable to rapidly process, share and disseminate large amounts
of sensitive information in order to support informed decision making to rapidly respond to
external events. A major inhibitor is the inflexibility of current access control models to deal
with such dynamic environments and needs. For example, consider a complex organization in
this arena with multiple, hierarchically organized departments, each holding information and
data, understanding the significance of isolated events and formulating an effective response
may require users and management in the organization to pool together information available
within multiple departments (i.e., to connect the dots). Clearly, the information that needs to be
pooled together would depend on the external event and the analysis approach adopted, and this
cannot be predicted in advance. Traditional access control policies based on roles aligned with the
organization chart can degrade the effectiveness of the response or may force the organization
to take undue risk; either the policy is too rigid and does not allow necessary information to
be shared or it is forced to give users near—blanket access rights which results in unaccountable
risk of information leakage. Studies such as the JASON Report [JPO04] were explicitly com-
missioned to investigate barriers to information sharing and have reached a similar conclusion
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that existing security policy models are too rigid and do not allow necessary information to be
shared; as a reaction some organizations have even set up complex mixes of loose and ad—hoc
policies that may result in unaccountable risk of information leakage. In some cases, a culture
has developed along the line of the old saying ”it is better to ask for forgiveness rather than for
permission”. The problem is due to the fact that existing access control policies specify access
decisions statically whereas the environments in which the policies are applied change dynami-
cally. Thus the ideal case where an organization continually optimizes access control based on
risk vs. benefit tradeoffs while capping overall risk cannot be realized.

Our work is geared towards creating and validating a novel, risk and information flow based
access control model that can revolutionize the way work is conducted in such organizations.
In particular, we will show how the scenario above can be solved by making access control
much more dynamic and flexible using a risk management approach based on quantified risk
estimates. Essentially, our Fuzzy MLS model quantifies the risk associated with an access and
can even allow risky information flows needed by a user provided the risk can be accounted for
and controlled. The eventual goal is to create a system that encourages information sharing
and prudent risk-taking behavior among its users to maximize the benefit to the organization
while at the same time keeping users accountable for their actions and capping the expected
damage an organization could suffer due to sensitive information disclosure. In addition an
organization will be able to control risky information flows dynamically based on its current
operational needs, risk tolerance and environment.

This paper is organized in the following way: section 2 discusses the general idea of quanti-
fied risk—adaptive access control, section 3 discusses risk vs. benefit tradeoff, section 4 discusses
related work, section 5 presents the Fuzzy MLS model, section 6 describes the prototype im-
plementation of Fuzzy MLS , section 7 discusses on—going and future research, and section 8
concludes.

2 Quantified Risk—Adaptive Access Control (QRAACQC)

This section discusses our general idea of Quantified Risk—Adaptive Access Control (QRAAC). We
will first discuss our intuitive interpretation of risk and its relationship to access control, and
then expand the discussion into QRAAC.

2.1 Risk in Access Control Decisions

The Merrian-Webster dictionary defines the word risk as “the possibility of loss or injury’.
Likewise, we intuitively interpret risk as the likelihood that some event happens in the future to
incur some damage. The key words are “likelihood”, “future” and “damage”. Risk is always
about uncertainty in the future; and there will be no risk if there will be no damage. The reason
an organization controls access to its information is that it cares about the potential damage
caused by possible abuse of the information. Since the future is unpredictable, the only way to
be absolutely sure that there will be no damage is to deny any access to any information that
is deemed sensitive or valuable. This is not a practically viable option; for an organization to
achieve its objectives, it needs to allow some access to its information by its employees or even
its partners so they can do their jobs. So the organization always has to accept certain level
of risk associated with information access as a cost of doing its business. To reduce such risk,
it is a common practice, especially in the national security and intelligence arena, to require a
person to go through a background investigation before he/she is granted a security clearance
to access classified information. However, such a clearance is no guarantee for future behaviors.
In reality, most leaks of classified information are done by people with high security clearance.
In this sense, an access control policy could be considered a assessment of the future that tries to
balance the future risks with the future needs. Such an assessment is inevitably imprecise and
incomplete due to the unpredictability of the future. Therefore every access control decision
made according to a policy is at best an educated guess of the future and is associated with
certain risk. In practice, there will always be risk vs. need tradeoffs that are not forseen by
the policy, even in policies which allow for pre—specified exceptions. These unforseen tradeoffs
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2.2 Adaptive Access Control Using Quantified Risk Estimate

often result in the creation of ad-hoc exceptions outside the policy in order to meet practical
needs [JPO04]. These ad-hoc exceptions often need time—consuming human approvals and their
associated risk is hard to account for. An excessive usage of ad—hoc exceptions could result in
unbounded risk and defeat the very purpose of having an access control policy.

It would be nice to bring these unforseen, ad—hoc exceptions into the access control model so
that these exceptions can be granted in a timely manner and their associated risk is accounted
for. This would require a computer system to know when to bend the policy to grant an
exception, and the system has to know how much the rule would be bent. Otherwise it could
imply unlimited bending and abandoning the access control policy.

QRAAC is meant to answer this “how much bending” question; it goes further and enables
the system to take proportional risk mitigation measures' to account for and reduce the risk.

2.2 Adaptive Access Control Using Quantified Risk Estimate

In this section we will define quantified risk, then present the basic idea of implementing adaptive
access control using quantified risk.
We define quantified risk as the expected value of damage.

quantified risk = (probability of damage) x (value of damage) (1)

The probability of damage is the chance that an event happens to incur the damage. The value
of damage is a quantified measurement of the damage. We do not define the unit of “value” but
consider it is the job of a policy writer to determine the proper unit for his/her particular context.
Quantifying risk means determining the probability and the value. Due to the unpredictability of
the future, neither the probability nor the value can be determined with absolute certainty. The
best one can do is to produce good estimates of them to compute good quantified risk estimates.
Using risk estimates to make decisions is common practice in many fields; a good example would
be how insurance premiums are determined.

We propose that the existing static access control models with binary “allow/deny” decisions
be replaced by a dynamic, multi-decision access control model based on quantified risk estimates
and risk tolerance. This model is shown in Figure 1 where the risk scale represents the range of
quantified risk estimates which is further divided into multiple bands of risk. The quantified risk
estimate for any access falls into one of these risk bands. Each band is associated with a decision
and an action; the decision, the action and band boundaries are all determined according to risk
tolerance and can be changed when risk tolerance changes. The top band would be associated
with the decision “deny” because the risk is too high; we call the lower bound of the top band
hard boundary. The bottom band would be associated with the decision “allow” because the
risk is low enough; we call the upper bound of the bottom band soft boundary. A band between
the hard and the soft boundaries can be associated with the decision allow with risk mitigation
measures which are actions such as increased auditing, application sandboxing [CC03], charging
the risk to the user, etc. In summary, Quantified Risk—Adaptive Access Control has the following
main characteristics:

e An access control policy is defined within the framework of a scale of quantified risk esti-
mates.

e The decision model is a non—binary, multiple-choice decision model with risk tolerance and
risk mitigation taken into account.

e An access control policy is adaptive to changing risk tolerance.

2.3 Computing Quantified Risk Estimate

This section discusses our general idea of computing quantified risk estimate. Section 5 will give
a detailed discussion on computing quantified risk in the Fuzzy MLS model.

"More details in Appendix B
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2.3 Computing Quantified Risk Estimate
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Figure 1: Risk—Adaptive Access Control on a Risk Scale

To compute a quantified risk estimate, we need to derive the probability and value in formula
1. Our research has been focused on deriving the probability. We do believe that any organi-
zation practicing risk management or MLS access control has a procedure in place to assess,
or at least to classify the values of information. These classifications can be used to derive the
corresponding value. For example, the DoD sensitivity levels are already defined qualitatively
based on potential damage: Top-Secret is reserved for information whose disclosure can result
in exceptionally grave damage and Secret is reserved for information whose disclose will result
in serious damage [DoD97].

To derive the probability, we observed that while the true probability cannot be derived
accurately in general, it is feasible to make a qualitative comparison between two accesses based
on the likelihood that the accessed resource will be misused. If such a comparison is consistent,
meaning that if access A is deemed more likely to result in misuse than access B and access
B is deemed more likely to result in misuse than access C, then A is always deemed more
likely to result in misuse than C, then one can put this comparison into a formula to compute
risk indices which are relative comparisons of the likelihood. The higher the index, the higher
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the perceived likelihood of misuse. Probabilities can be assigned to risk indices in a way that
is commensurate with experience, intuition and threat assessment. The only requirement is
that the probabilities are monotonically increasing with respect to risk indices. Of course, such
probability assignment is a guess, but we would submit that All access control policies and
decisions are guesses as discussed in section 2.1. In other words, QRAAC brings the ‘“guess”
nature of access control up—front and deals with it explicitly.

It is possible to skip the risk—index step and to directly assign a probability to an access.
However, our experience with the Fuzzy MLS work taught us the value of using risk indices:

e Since a probability has to be in the range [0, 1] but the range of risk indices is not
constrained, risk indices offer a much better resolution to encode the intuition behind the
qualitative risk comparison.

e The assignments of probabilities to risk indices is a mapping from the qualitative risk
comparison to probabilities. This mapping is based on intuition and experience and should
be fine tuned over time, but the encoding of the risk comparison, namely the risk indices,
can be kept fixed and these fixed indices would likely make the fine tuning easier.

In practice, many factors are contributing to risk and it may be too difficult to design one
risk index formula that includes all the factors. Furthermore, even if such a formula could be
designed, it is likely that the formula will contain many tunable parameters and it may be
too difficult for a security administrator to comprehend and maintain such a formula. Our
experience with Fuzzy MLS taught us that this problem can be addressed by the usual “divide
and conquer” approach. For each risk contributing factor, a formula can be designed to compute
the risk indices for that factor and probability assignment can be defined for these indices. The
set of all factors can be partitioned into small subsets such that the relationship among the
factors in a subset is better understood and the joint probabilities of these factors can be
computed. Then these subsets are considered to be independent of one another and their joint
probability can be computed.

3 Risk vs. Benefit Trade—off

A primary cause of an access control policy being subverted is that the policy conflicts with
individual users’ legitimate needs. The QRAAC model addresses this issue by allowing some risk
taking when the risk of an access is between the hard and the soft boundaries. An organization’s
optimal goal should be encouraging prudent, calculated risk taking by users to achieve better
results while still keeping the overall risk within the organization’s risk tolerance, without micro-
managing the human users. This optimal goal can be achieved in different ways based on how
an organization chooses to influence its user behaviors.

One such system that we propose is similar to a credit card system. Each human user will
be given a risk budget as a line of risk credit in some units of risk. If a user makes an access
whose risk is between the soft and the hard boundaries, then the difference between the risk and
the soft boundary (in units of risk) will be charged against the user’s risk credit. This charge
can be considered the price paid for “purchasing” exceptional access to information and the
necessary risk mitigation measures. Periodically, the user’s return on investment (ROI) will be
evaluated; the return is the evaluation of the results delivered by the user, and the investment is
the amount of risk charged. Greater reward will be given to those users with higher ROI. This
process could be part of performance evaluations that an organization anyway conducts for its
employees. A user’s line of risk credit could be adjusted based on his/her ROIL. The total risk
for the organization is always below the sum of all lines of risk credit. Also, each “purchase”
will be logged so the users’ behaviors can be reviewed and the overall security policy, including
boundaries of risk bands, risk mitigation measures, lines of risk credit, and users’ MLS labels
can be regularly fine-tuned to be more aligned with the actual needs. The lines of credit also
provide a mean for users to tide over minor conflicts between their needs and the current policy
in real-time, i.e., provides flexibility in the short term whereas the fine—tuning process which is
to be done off-line adjusts the policy for long term trends.
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Another system which extends the credit card approach above would be to create a market-
based mechanism for users to “purchase risk” using a pseudo currency. There will be a finite
number of risk units in the market based on the cap on risk that the organization is willing
to accept. As before, exceptional accesses will need to be paid for by the users based on the
difference between the risk of access and the soft boundary in risk units. Each user may be
allocated some amount of risk units and pseudo currency initially to get her started, but there
would be a market for users to buy and sell risk units for pseudo currency. To motivate prudent
risk taking in such a market setting, a user’s contribution to the organization will be evaluated
periodically and a score will be given in an amount of pseudo—currency. It is important that
pseudo-currency should have direct value to a user, possibly by linking it directly to actual
monetary benefit. This way, a user who has knowledge and reason to believe that a particular
risky access has a disproportionate chance of yielding benefit compared to current market rate
for risk, would be motivated to purchase risk units from the market and pursue the opportunity;
whereas users who do not see any good opportunity to use their risk units would be encouraged
to sell their risk units in the market to acquire pseudo—currency. This way, it would be possible
to aggregate the collective knowledge of the users [Sun95, Smi82, BSB03, Hay45] to optimally
allocate the risk towards maximizing the benefit to the organization.

The exact market mechanism to be used and how it should be run (e.g., time periods for
risk unit distribution and evaluations etc) would be subjects of further research.

The JASON report [JPOO04] also presents some ideas on market mechanism; it discusses the
notion of an access token which grants access right to certain kinds of access. The report gives
the following example:

1 token = risk associated with one—day, soft—copy—only access to one document by
the average Secret—cleared individual.

A token associated with a specific kind of access is assigned a value using some common denom-
ination. This allows different tokens, and therefore different access rights, to be traded. So it is
more like a barter system; and the report does not present an uniform way nor a mathematical
model to quantify the risk associated with information access or to compute the value of a token.

4 Related Work

Research on risk in access control models, flexible access control models, and risk management
in general have been done for many years. We highlight a few recent ones that are more related
to our work. The JASON report [JPOO04] discusses the importance for a risk-based access
control system in which the risk is measurable. McDaniel [McDO03] discussed how the context
of an access control decision can affect the decision. Nissanke and Khayat [NIK04] analyzed
the risk associated with permissions assigned to a role in an RBAC system where the risk is
assessed by an independent assessment process. None of the works presented a way to quantify
risk. Dimmoc et al. [DBIMO05] discussed a computational approach to estimate risk and uses
the estimate to make optimal decisions. However, the subjects in their model are autonomous
agents, not humans; and it seems that the model requires a prior knowledge of outcomes of all
possible combinations of states and actions when a decision is being made and we doubt if such
knowledge is obtainable in general.

5 Fuzzy MLS Model : an Experiment of QRAAC

In this section we will discuss the Fuzzy MLS model. We will first discuss the context within
which the model is developed and then the model itself. It is very hard to reason about risk
without a context or the system in which risk management is practiced. The context within
which the Fuzzy MLS model is developed is the “Brokerage of the Future” scenario that is
described in section 5.1. Such a brokerage needs to constantly access, analyze and protect a large
amount of sensitive and privileged information. This is also the scenario for the development
of IBM System S [IBMO06] which is an exploratory, very high performance data analysis system
designed and built to continuously analyze a huge amount of input data flow. The Fuzzy MLS
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5.1 The “Brokerage of the Future” Scenario

model is the security policy model used for controlling human access to information provided
by System S. Section 6 will discuss how the model is implemented and applied in System S.

5.1 The “Brokerage of the Future” Scenario

Consider a (futuristic) brokerage that has set up an information processing system for monitoring
and analyzing different data sources such as news reports, trading data as well as other data
from non-public, sensitive sources. This system is available to its traders, fund managers and
brokers through a query interface that produces discrete and streaming results to the user’s
inquiries. Examples of such inquiries could be “what is the short term pricing trend for security
X”. Each inquiry can dynamically result in a chain of analysis being performed within the system
using public as well as sensitive data that the brokerage has purchased at great cost or whose
usage it doesn’t want other business rivals to know about, and some of the analysis components
themselves could utilize the brokerage’s internal secrets such as models of markets. Different
inquiries could dynamically result in different chain of analysis processing being performed on
the input data to produce the results. Such a dynamic composition of analysis to respond to
different inquiries is possible using planning techniques from AT [RLO5, RLOG].

For this system, data centric access control model such as MLS [BL.76, Den76] with provision
for data downgrading [Sto75, SRS 02, STHS5] is more appropriate than user centric models since
results are generated from a dynamic combination of analysis algorithms and data sources and
a fundamental requirement is that access restrictions on any result should be easy to determine.
With this approach data sources are labeled with sensitivity levels commensurate with the
monetary loss if the information is disclosed. For important stocks, categories are used to protect
stock—specific sensitive sources and algorithms. E.g., the brokerage estimates production figures
for company X (a packaged food supplier) using revenue estimates of X’s packaging material
suppliers which are available from an expensive market intelligence newsletter. The brokerage
also has a custom mathematical model for X’s stock. Both the data source (newsletter) and
the model are protected by the category X. Brokers and traders specializing in the packaged
foods industry are cleared for category X and can receive detailed reports about X that include
packaging revenues and stock model parameters. Other users not cleared for category X only
get limited trend prediction for the stock X by means of downgraders. Valuable sources that
can predict multiple stocks are given their own categories and downgraders are used to indicate
their influence on each important stock. E.g., a sensitive source may be the daily sales figures
for different food items from a major grocery chain. It is assigned category Y and a downgrader
can utilize only a part of this data to produce competitive analysis of company X with respect
to its peers.

However, any traditional access control model is not suitable in this dynamic environment.
When there is a market anomaly, the brokerage would be willing to accept more risk rather than
suffer huge losses and would temporarily want to allow wider access to sensitive information.
But, when times are good it would want to exercise tighter control on sensitive information to
avoid the risk of disclosure. Also, with this setup many traders will have their needs unmet
and no satisfactory way to meet them. Consider a hedge fund manager, from time to time
the manager needs to make huge short term bets on particular stocks, but requires detailed
information before making the bet. In the MLS model, either the hedge fund manager needs
to be given access to all major stock categories, giving him unfettered access to most of the
brokerage’s secrets or given no categories which mean he he gets only sanitized information
about stocks and that doesn’t serve his needs. Fuzzy MLS can solve both problems by having
adjustable hard and soft boundaries that can globally (or just for the traders) be adjusted by
security officer based on business conditions. The hedge fund manager will be given partial, i.e.,
fuzzy memberships in major stock categories and a risk budget so that, as needed, he can use
his budget to get detailed information about any particular stock but that access consumes his
budget and gets audited. This way, the hedge fund manager is able to perform his job, but the
company can control its risks with respect to how much information the fund manager gets over
time and audit records of what information he has accessed.
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5.2  Fuzzy MLS: Computing Risk

5.2 Fuzzy MLS: Computing Risk

The rationale for the MLS model was essentially risk based [DoD97] but it suffers from a binary
decision model based on risk avoidance [JPO04]. Fuzzy MLS utilizes and extends the underlying
risk based rationale of MLS but changes the access model to be based on risk management. For
a human user’s read access, the risk is defined as the expected value of loss due to unauthorized
disclosure:

risk = (value of information) x (probability of unauthorized disclosure) (2)

The “value” of information is defined to be the damage sustained if this information is disclosed
in an unauthorized manner, where units of damage would be organization specific. Estimating
value may appear difficult but any organization already practicing MLS is expected to assign
sensitivity levels to information based on a rough estimate of its value as prescribed by the
principles in [DoD97]. Typically, sensitivity levels correspond to order of magnitude of loss and
thus approzximate “value” can be derived from a traditional semsitivity level by an exponential
Sfunction.

Determining the probability of unauthorized disclosure requires more work. A precise deter-
mination is generally impossible since that would require a precise prediction of future actions
of the user. Instead, the Fuzzy MLS model strives to develop a way to assign such probabilities
that is commensurate with common sense and intuition which largely comes from prior research
done on the traditional MLS model. For example, the probability should be very high when
a person without security clearance is given access to top secret information but relatively low
if the access is given to a person with top secret clearance. The Bell-Lapadula MLS model
[BL76] can be viewed as estimating such a probability P from two probabilities P; and P» and
combining them.

P _ 0 human subject clearance level > object sensitivity level
e 1 otherwise

P { 0 human subject category set O object category set
), =

1 otherwise

P =P +P—PP (3)

The Fuzzy MLS model also estimates P, and P5 but they are no longer binary.

5.2.1 Computing P,

We consider P; to be the probability that a human subject leaks the information by succumbing
to temptation. For a human user, the temptation would be a function of the user’s clearance
level (sl) which indicates the user’s trustworthiness and object sensitivity level (ol) which in-
dicates the value of the object. Temptation should monotonically increase with respect to ol
and monotonically decrease with respect to sl. MLS takes a binary view of temptation: no
temptation when ol < sl and full temptation otherwise. MLS also uses a step function to relate
temptation to the probability of disclosure P;, no disclosure when there is no temptation and
disclosure with probability 1 when there is temptation. We take a more nuanced view that all
accesses result in temptation which we quantify by a temptation index T'I that varies over a
scale, T'I is then converted to P;. There could be countless many ways to derive T'I which is a
function of sl and ol but we submit that any such function should have the following properties
that are consistent with our intuition:

e The more sensitive an object is, the higher the temptation,
oly > oly = TI(sl,oly) > TI(sl,o0ls).

e The more trustworthy a subject is, the lower the temptation,
sly > sl = T1(sly,0l) < TI(sls,ol)
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e T] is always greater than 0. This implies our belief that no human subject is above
temptation nor completely trustworthy.

e T'] is biased toward more sensitive objects.

— The more sensitive an object is, the faster T increases as sl decreases,
oly > oly = 0 > 9TI(sl,olz)/0sl > OTI(sl,oly)/0sl

— For a constant difference (sl — ol), T'I increases as ol increases,
TI(sl1,0l1) > T1(sla,0ls) if oly > oly and (sl; — oly) = (sla — ola).

As an example formulation for T'I, we choose formula 4 below since it is simple, analytic and
has all the above properties and some other nice properties as well . Let a be a real number
that is greater than 1 and m be a real number that is greater than the maximum allowed value
of ol. We further assume that sl and ol are non—negative, then

TI(sl,0l) = (a0 /(m —ol) (4)
Here a® corresponds to the estimate value of loss as explained in section 5.2: and a®' corresponds
to the trustworthiness of a human subject’ such as “John can be trusted with information worthy
of at most $10M”. In this formulation T'I approaches infinity as ol approaches m; the intuition
behind m is that the temptation for a human subject is considered to be too great if an object
is as sensitive as m or more sensitive than m and such access control decisions should not be
made by machines. Formula 4 can also be easily related to the Bell-LaPadula model based MLS
policy since T'I is greater than 1/(m — ol) if sl < ol, less than 1/(m — ol) if sl > ol and equal
to 1/(m — ol) if sl = ol. Thus, with this formula we have that the the Bell-LaPadula model is
violated iff T'T is greater than 1/(m — ol).
P, should monotonically increase with T'I. While there could be many different ways to
relate T'T to Py, we choose a sigmoid function [Jyh97] in order to closely parallel the MLS step
function approach. P; is defined as

1

B = T (R < @I —mid) ) )

where the parameter maid is the value of T when P; is 0.5 and k determines the slope of the
Py curve with regard to T'1.

5.2.2 Computing P»

Our intuition for P, comes from the probability of inadvertent disclosure. This is the probability
that a human subject discloses the information unintentionally; this kind of “slip of tongue” is
always possible once the information is in a human mind. When a human subject has a very
strong, legitimate need for information in a category, the organization is more willing to accept
this probability as the usual risk associated with conducting its business. When the subject only
has marginal or no need, the organization is less willing to accept the probability. If a subject
accesses an object belonging to only one category, P, is the difference between the probability
of inadvertent disclosure and the probability which the organization is willing to accept for that
subject; P is zero if the difference is negative. If the object belongs to multiple categories, we
make the simplifying assumption that the object is a monolithic entity and compute a difference
for each category and use the maximum difference as Ps.

More research is needed to determine the probability of inadvertent disclosures for a category
and an organization’s willingness to accept such disclosures. We expect different categories
to have different considerations for specifying the probability and willingness. For example, a
category which exists purely to hide the existence of some information may have high probability
of inadvertent disclosure and low willingness to accept disclosure by people without strong need
to access information in the category. While we are currently experimenting with the following
formulation to compute Ps, there could be other formulations or even explicit probability table
listings. For a category ¢, a subject is given a fuzzy membership in [0,1] that indicates the

2See Appendix A for more details.
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5.3 Relationship to the Bell-LaPadula Model

subject’s need for information in the category; an object is also given a fuzzy membership that
indicates the relevance of this object to the category. Thus the willingness decreases as the
subject membership decreases and the object membership increases. The subject and object
memberships can be used to compute a willingness index using formula 6 where b > 1, sm and
om are subject and object memberships, and Mm,,q, is the maximum category membership.

wic(sm, om) = (b_(om_sm))/(mmax - 3m)7 (6)

Formula 6 is similar to 4 but the bias is on the subject membership so the willingness decreases
rapidly as the subject membership decreases. This index can be used in place of T'I in formula
5 to compute w. =willingness to accept for ¢, which is a number in [0, 1].

1
YT T 5 eap( (<) x (we; —mid’) ) g

If P, denotes the probability of inadvertent disclosure for category c,

P, = Maximum{ P.(1 —w.) | ¢ is a category } (8)

5.2.3 Computing Risk

For a given subject and an object, the value of the object is computed from its sensitivity level,
the probabilities P, and P, are computed as above, the probability of disclosure is computed
using formula 3 and finally the risk is computed using formula 2.

5.3 Relationship to the Bell-LaPadula Model

As discussed in section 5.2, the Fuzzy MLS model quantifies the risk associated with a human
subject’s read access to information. Thus, the Fuzzy MLS model addresses the concern of the
simple security property of the Bell-LaPadula model; this property states that a subject can not
read up and is meant to prevent unauthorized disclosure of information to human subjects. In
Fuzzy MLS a read-up shows up as higher risk that is to be managed.

The *—property of the Bell-LaPadula Model states that a non—human subject can not write
down and is meant to prevent unauthorized disclosure of information through rogue or buggy
programs. Such a program can mis—classify a piece of information and therefore give access to
this information to a human subject who would not have the access otherwise. We note that in
System S programs are not governed by Fuzzy MLS but by a lattice based access control system
which does not allow read—up by any programs and also enforces the x—property, more details
are provided in section 6. Any read-up by a human user is first authorized through Fuzzy MLS
and then enforced by trusted components using a escalated security label deatiled in section 6.3.
This escalated label is designed to prevent any write-down by a program.

6 Applying Fuzzy MLS in System S

In this section we will describe how the Fuzzy MLS model is implemented and applied in IBM
System S [IBMOG]. The scenario under which System S is developed is discussed in section 5.1.
System S is an exploratory, grand challenge, prototype system being developed by IBM Research
to support highly dynamic applications that extract information and knowledge by analyzing
enormous volumes of relatively unimportant data. System S is designed to react quickly to
events, changing requirements and priorities, handle orders of magnitude more data than existing
systems, handle rapidly changing data formats and types and to constantly prioritize and adjust
ongoing analysis since the amount of data and work will always exceed available computing
resources. We will first give a brief introduction to System S and then describe how the Fuzzy
MLS model is implemented and applied.
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6.1 Introduction to IBM System S

As mentioned earlier, the purpose of System S is to process continuous flow of huge amounts of
data. The explicit assumptions that went into the design of System S are that

e there is no restriction on the types of input data nor on the types of analysis done on the
data,

e the actual analysises done are not pre—specified but constructed and instantiated during
run time according to inquiries submitted by users.

Therefore rather than a system doing specific types of analysis on specific types of data, the
architecture of System S is an extensible framework such that

e new data types and analyzing capabilities can be added dynamically,
e the job that answers an inquiry can be planned and instantiated dynamically.

The main System S abstractions for analyzing data are streams and processing elements (PEs).
A stream is an uni—directional flow of data objects and can have only one writer but multiple
readers. A PE is a program that can be instantiated to analyze input stream(s) to produce
output stream(s). A stream is cataloged by System S upon its creation; the stream’s catalog
record includes the stream’s name, producer, type information of data in the stream, security
labels (described later) and other meta data. A PE is cataloged by System S when it is registered
with System S; besides the PE’s name, producer and other meta data, the catalog record contains
specifications of the PE’s input and output ports which are ingress and egress points for input
and output streams. A port specification is basically a logical predicate on stream meta data
that specifies what kinds of streams can go into or come out from the port.

When a user submits an inquiry, such as “What is the one month trend for stock X7,
the Planner [RLOG, RLO5], using AT and other technologies, matches the inquiry with available
streams and PEs in the catalogs to produce plans. A plan is a graph whose edges are streams
and whose vertices are PEs; the input streams to the plan have no originating vertices in the
graph and the final output streams have no terminating vertices. A plan can be instantiated as
a job that runs to produce output to satisfy the inquiry. For an inquiry, the Planner is capable
of producing multiple plans with security and other constraints; in particular, the specifications
for input ports of PEs in a plan are augmented with constraints on the security labels of streams
which can flow into these ports; output streams are also assigned security labels. Each such plan
is annotated with a score of output quality, resource usages and other attributes, the plan and
its annotation is presented to the user as an option. The user chooses one plan and submits the
plan through the Planner to the Scheduler [WBEF]. At the Scheduler’s discretion, the chosen
plan may be instantiated as a running job. It is the Scheduler’s duty to constantly monitor
resource usages and re—provision the resources of all jobs.

Before describing how Fuzzy MLS is implemented in System S, we need to give a brief
introduction to System S architecture. A simplified view of System S architecture has 3 layers
as shown in Figure 2. The inner circle is the stream processing core (SPC) [DBH 06, AJST06];
the outer layer is the interface to the outside world; the middle layer links the core to the outside
world and offers some protection to the core from the outside in a way that is similar to the DMZ
in a firewall setting [CB94]. The outer layer includes user interfaces for users to login and create
a session, submit inquiries and view the results of inquiries (outputs of jobs); it also includes
ingress points for external data sources and some pre—processing facilities for these external
data. The middle layer includes user login/authentication servers, the Planner and a result
repository to hold the results of inquiries; it also includes data sanitizers to check for the sanity
(format correctness, .. .) of the external data and packages these data into streams which are fed
to the SPC as input streams. The data sanitizers assign security labels to these input streams.
Each login session is assigned a security label that is determined from a security label that is
part of the user’s login request and some other security constraints. The inner layer, the SPC,
includes the Scheduler and a set of machines upon which jobs/PEs can be instantiated. The
inner circle also has a Data Graph Manager (DGM) which connects an instantiated PE’s input
ports to streams by matching the ports’ specifications to streams. These input streams may
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Figure 2: IBM System S Architecture

be constructed from external data sources or it may be output streams from other instantiated

The basic premise for information security in System S is that the system owns and has total

authority on the information (streams) and the PEs. Since the objects (streams) and the subjects
(PEs) are all owned by the system, there is no need for Discretionary Access Control (DAC)
within the system. We chose to use a Multi—Level Secure model for Mandatory Access Control
(MAC) within System S; Fuzzy MLS is applied along the edge of the middle layer to quantify
and control the amount of risk the system takes when disclosing sensitive outputs to users. The
System S MLS model is a lattice—based model that uses the Caernarvon model [SRST02] for
both data secrecy and data integrity. The Caernarvon model modifies both the Bell-LaPadula
[BL76] secrecy model and the Biba [Bib77] integrity model to make secrecy downgrading and
integrity upgrading an integral part of the model. The rules of the Biba model are changed
to distinguish between reading low integrity data and running low integrity programs, and an
integrity upgrading or a secrecy downgrading program (collectively termed a guard application)
is assigned a specific range of security labels over which it may operate. A program’s integrity
level in the model should be assumed to be low unless it is formally evaluated [SRST 00, ISO98]
and the integrity of a guard application and the range of security labels over which it may operate
should be certified by an appropriate authority and digitally signed and cryptographically bound
to the actual certified binary code module.

The System S MLS model further augments the Caernarvon model by introducing fuzzy cat-

egory membership. A category set is a collection of fuzzy category memberships of all categories;
and the dominance relationship between two Bell-Lapadula labels is augmented by the superset
relationship between fuzzy sets [Jvh97]: a category set A is a superset of a category set B iff
for every category c, ¢’'s membership in A > s membership in B. Each user session, subject
or object is assigned a security label which is a combination of the Caernarvon secrecy label and
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the Caernarvon integrity label. A user is assigned a range of security labels from which the user
can choose a label to submit as part of a login request, this label and other security consid-
erations such as the user’s physical location will determine the label for the session. Security
constraints are expressed as upper limits and lower limits on security labels. Each input port of
an instantiated PE has an upper limit on the security labels of its input streams. The label on
an output stream of an instantiated PE is the least upper bound (LUB) of the PE’s input limits.
If the PE is a guard application, its range of input labels and its output label are part of the PE
specification. An instantiated PE’s output label is also the security label of the PE. All security
labels are assigned and maintained by trusted components. The data sanitizers, login server,
Planner, Scheduler, DGM and guard applications are all trusted components. The machines
inside the SPC are controlled by trusted secure hypervisors. A secure hypervisor divides the
machine into several virtual machine partitions within which PEs are running. A partition is
assigned a security label and PEs with the same security labels as that of the partition can be
placed in that partition. Therefore the labels of input streams to PEs in a partition are capped
by the partition’s label. All the input and output streams of PEs are mediated by the secure
hypervisor and therefore the security labels of these streams are all maintained by the secure
hypervisor. The use of secure hypervisor allows us to use commercial off-the—shelf, untrusted
OSs and applications within virtual machine partitions but still maintain the correctness of the
security labels. The initial prototypes of System S use existing hypervisors [SR.J 05, GBGT05].
These hypervisors do not actually support either the Bell-LaPadula or the Biba models and
are not designed to high—assurance standards. However in an actual deployment, the use of a
high—assurance hypervisor that supports the Caernarvon model would be essential. Fuzzy MLS
itself could be an attractive target for a sophisticated penetrator, and only formally evaluated
and certified high-assurance systems can resist such sophisticated attacks. Examples of such
high-assurance hypervisors include KVM/370 [GLP"79] or the DEC Al-Secure VMM for the
VAX [KZB791]. KVM/370 supported the Bell-LaPadula model, and the DEC Al-Secure VMM
supported both Bell-LaPadula and Biba models. A more in-depth discussion of the requirements
for hypervisors that support MLS can be found here: [[Kar(5].

It should be noted that there is no read-ups or write-downs by untrusted PEs in System
S; but by using Fuzzy MLS , System S may allow a human user read access to some sensitive
outputs which are not allowed by the Caernarvon model, the details of which are explained in
section 6.2.

6.2 Fuzzy MLS in IBM System S

For an organization running an instance of System S, the quantified risk can be treated as a
countable resource of some limited amount. The limit is determined by the organization’s risk
tolerance. Using this idea, System S implements Fuzzy MLS in the following way, where the
Planner acts as the decision maker and the DGM acts as the decision enforcer:

e The organization determines the maximum amount of risk its System S will take with
respect to information disclosure, represented as an amount of quantified risk. Let’s call
this amount ORG¢c4p.

o ORGc4p is divided among the organization’s employees who are the users of System S.
For an employee U, his/her share of ORG ¢ ap is Uc ap which is the employee’s risk budget.
How to divide ORG ¢ ap among the employees remains on-going research and is discussed
in section 3.

e U submits an inquiry to the Planner and indicates the maximum amount of risk that
he/she is willing to take with the inquiry. Let’s call this amount Icap. Icap must be less
than or equal to Ucap.

e The Planner uses Icap as one of its constraints to generate plans that could satisfy the
inquiry. FEach plan P is associated with an amount of quantified risk P,;s; which is
computed using Fuzzy MLS with the security labels of U and the plan’s output. The
Planner makes sure P,;s; is less than or equal to Icap by assigning an upper limit on
security label of the output from the plan. Once the planner knows the upper limit on
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the label of the output, it tries to create a plan involving data sources, PEs and possibly
downgraders so that the label of the output is dominated by this upper limit. Details on
determining the upper limit are presented below.

e FEach plan, together with its P,;sx and other parameters, is presented to U. U can choose
one plan and submit it for instantiation.

e [f the chosen plan is instantiated, its P,;s; is deducted from Ugcap. Thus the initial value
of Uc ap limits the amount of risk U can take.

e After the plan is instantiated, the DGM matches streams to input ports of the plan’s PEs
and makes sure a stream’s security label is dominated by that of the matching input port.

The current Planner [RLOG, RLO5] is capable of doing automatic planning using semantic
knowledge. For an inquiry, it uses extensible knowledge bases and planning techniques to infer
the types of output that may satisfy the inquiry and then uses this type information to find
streams (as input) and PEs and downgraders that could be used to construct plans that produces
the types of output. To make sure the risk associated with each plan is under Io 4p, the Planner
iterates over each sensitivity level, starting from the lowest level, and determines:

e if U can access an output (an object) with this sensitivity level, and if so
e for each category, the maximum membership an output with this sensitivity level can have.

Since risk increases with output sensitivity levels, the iteration actually determines the max-
imum sensitivity level of output which U can access under Icap. This iteration process is
described below:

For each sensitivity level, starting from the lowest level,

1. use the sensitivity level as the output sensitivity level (ol) and formula 2 to compute the
probability P associated with Icap as P = Icap/ a®. Where a® is the estimate value
of loss as explained in sections 5.2 and 5.2.1. Stop if P is larger than 1.

2. use ol and the sensitivity level of U as sl, compute P; using formulas 4 and 5. Stop if P;
is larger than P.

3. use formula 3 to compute the maximum allowed value for Ps as Po_y0 = (P—P1)/(1—Py).

4. referring to formula 8, for each category ¢, compute the output’s maximum membership
inc
(a) compute the minimum value for willingness to accept for ¢ : We_min = 1— Po_maaz/Pe
if Py_naz < P., otherwise set the maximum membership in ¢ for the output to 1 and
go to the next category.

(b) use We_min and formula 7 to compute the minimum wi,. and then use formula 6 to
compute the maximum membership in ¢ for the output.

With the upper limits on output sensitivity level and category membership, the planner
can generate multiple plans associated with different risk estimates, all capped by Icap. For
example, for each output sensitivity level the planner can generate a plan under these upper
limits.

6.3 Escalated Labels: Bridging Fuzzy MLS and MLS

If Fuzzy MLS allows a user to see an output which the user would not be allowed to see under
the Caernarvon model; we say the user is temporarily escalated® to see the output. A guard
application would make a copy of the output and this copy is assigned an escalation label to
mark this exceptional access, why this copy is needed is explained later. An escalation label is
defined as:

escalation label C = < fromL, toL, Ciog > 9)

3This idea is from an author and a colleague; we omit the colleague’s name for now due to anonymous submission.
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Where fromlL is the output’s true security label used in risk calculation, toL is the user’s se-
curity label and Ciqq is an unique ID for this exceptional access. C means that the copy is
moved to the user’s label so that the user can see the copy. The user would have the label
C' added to his/her range of security labels and could then login with the label C' to see the
copy. Ctag makes C' unique so that the user cannot see another piece of information with a
< fromL, toL, Aiqg > label without going through Fuzzy MLS . We extend the dominance
relationship to escalation labels in a way that makes sure an escalation label does not create
any additional allowed information flow in an MLS lattice. The extended relationship is defined
as:

For an ordinary label X:

e X dominates C' <= X dominates formL and X dominates toL

e (' dominates X <= toL dominates X
For another escalation label D =< fp, tp, Diag >

e C dominates D <= C = D or (toL dominates fp and toL dominates tp)
With this definition, it can be shown that for another ordinary label Y:

e Y dominates C' and C dominates X = Y dominates toL and toL dominates X =
Y dominates X

e For a series of escalation labels C;, i = 1,...,n such that Y dominates C,,, C,, dominates
Cn_1, ..., C; dominates X = Y dominates X since C; dominates X if C; dominates C;_1
and C;_1 dominates X.

The extended dominance relationship implies that a user with a security label dominating
toL but not fromL cannot see the copy without going through Fuzzy MLS , and a user with
a security label dominating fromL may not be allowed to see the copy but he/she can see the
original output.

7 On—Going and Future Research

Besides the “risk market” discussed in section 3, our experience with the Fuzzy MLS prototype
as part of System S (see section 6) shows some apparent advantages of Fuzzy MLS that may
help address issues that arise in current MLS systems. These will be the subject of further
research, we briefly discuss these ideas and some other topics.

e Label Uncertainty: In an MLS system labels are assumed to be correct. Also most MLS
systems include the notion of perfect secrecy downgraders that sanitize data [Sto75, STTI85,
SRST02]. This situation makes data difficult to share because human labelers and down-
graders err on side of higher secrecy. If labels were uncertain or probabilistic to account
for the uncertainty in ascertaining the right secrecy level, then the situation of over-
classification could be addressed. But traditional MLS model cannot make access decisions
with labels having uncertainty. However this is not a problem with Fuzzy MLS since it
can still compute the risk associated with the access and make the decision based on risk.

o Loss variance based access decisions: Fuzzy MLS can be easily extended so that both the
expected loss and the variance of loss can be used to make access decisions; users may
have variance in their trustworthiness and data may have variance with respect to their
secrecy and these can be combined to compute risk and variance of loss for making access
decisions.

e Aggregation Problem: This problem has not been satisfactorily resolved in MLS systems,
even in the simplest form, where a sequence of allowed accesses to less sensitive data
results in a collection of data that is more sensitive than the individual items. With
Fuzzy MLS, the aggregation problem gets exposed, as each user access to data incurs a
risk and multiple accesses should accumulate risk. We are exploring ways in which label
uncertainty can be used to address the aggregation problem. If individual data items have
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label X but collectively have higher secrecy label Y, one idea is to assign the individual
data item an uncertain label which indicates that it has a small probability of having the
label Y. Repeated access to such objects would then incur an aggregate risk comparable
to an access to Y.

e Risk Modulating Factors: Many factors other than security labels, such as usages of risk
mitigation measures, security of the physical environments, properties of information deliv-
ery channels (hard/soft copies, use of cryptography, ...) can affect risk estimates. Taking
these risk modulation factors into account will result in a more holistic and realistic model
for dynamic environments found in mobile settings.

e Fine—Tuning Parameters: Parameters used in computing quantified risk estimates have to
be fine tuned to account for changes in environments, needs, better understanding of risk
contributing factors, etc. Better risk estimating can be learned over time if proper models
can be developed.

8 Conclusion

We have presented the general idea of quantified risk-adaptive access control as a possible
replacement for traditional access control models to achieve flexible access control that can
meet present and future needs while constantly trading off risk against benefit of granting
access and capping the total risk taken. We have also presented Fuzzy MLS as a realization of
the idea in a information flow context and the feasibility of Fuzzy MLS is demonstrated by our
prototype. Experiences with traditional access control models [JPPO04] also shows risk—adaptive
access control is the way to go. In particular, the ability to compute quantified risk estimates
allows risk to be treated as countable resources and opens the door to promising research such
as using market mechanism and economy principles to achieve optimal risk vs. benefit tradeoff.
Making access control decisions based on quantified risk estimates also makes it possible to solve
lingering MLS problems such as label uncertainty and aggregation.
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A Temptation Index Formula: Motivation and Example

In Section 5.2.1, we proposed formula 4 to compute the Temptation Index T'1.
TI(sl,0l) = (a0 /(m —ol)

The basic motivation for this formula follows from experience with MLS. We expect the value of
an object to increase exponentially with the sensitivity level. Also, the way the user clearance
process works today, subject labeled to a certain clearance level are allowed accesses to objects up
to that level. This means that a measure of subject trustworthiness also increases exponentially
with the subject level and at a rate which is probably commensurate with the rate at which
object value increases. So a basic formula T'I’ where

TI'(sl,ol) = a~=°)

captures the basis intuition in MLS that the temptation from an exponentially rising object
value can be balanced by exponentially rising subject clearance level. T'I’ has the property that
when its above 1 access is denied. But it does not conform to our intuition that given equal
differences between subject and object levels, temptation should increase with higher object
level. Therefore we tweaked TI’ to create T'I which is biased towards higher value objects.
Table 1 shows a table of temptation indices and Table 2 shows the corresponding probabili-
ties. The main point to make here is that temptation are indices usually fairly large or fairly low
except the cases where the subject and object levels are close. This is the place where calculated

risk taking should be allowed.

ol\ sl

1

= O 00 O Ui Wi

1.000e — 01
1.111e+ 00
1.250e + 01
1.429e + 02
1.667e + 03
2.000e + 04
2.500e + 05
3.333e 4 06
5.000e + 07
1.000e + 09

1.000e — 02
1.111e - 01
1.250e + 00
1.429e 4 01
1.667e + 02
2.000e + 03
2.500e + 04
3.333e + 05
5.000e + 06
1.000e + 08

1.000e — 03
1.111e — 02
1.250e — 01
1.429e + 00
1.667e + 01
2.000e + 02
2.500e + 03
3.333e + 04
5.000e +- 05
1.000e + 07

1.000e — 04
1.111e — 03
1.250e — 02
1.429¢ — 01
1.667e + 00
2.000e + 01
2.500e + 02
3.333e + 03
5.000e + 04
1.000e + 06

1.000e — 05
1.111e — 04
1.250e — 03
1.429¢ — 02
1.667e¢ — 01
2.000e + 00
2.500e + 01
3.333e 4+ 02
5.000e + 03
1.000e + 05

ol\ sl

7

10

Q
=

= © 00 O Ui Wi

6
1.000e — 06
1.111e — 05
1.250e — 04
1.429¢ — 03
1.667e — 02
2.000e — 01
2.500e + 00
3.333e + 01
5.000e + 02
1.000e + 04

7
1.000e — 07
1.111e — 06
1.250e — 05
1.429¢ — 04
1.667e — 03
2.000e — 02
2.500e — 01
3.333e + 00
5.000e + 01
1.000e + 03

3
1.000e — 08
1.111e — 07
1.250e — 06
1.429¢ — 05
1.667e — 04
2.000e — 03
2.500e — 02
3.333e — 01
5.000e + 00
1.000e + 02

9
1.000e — 09
1.111e — 08
1.250e — 07
1.429¢ — 06
1.667e — 05
2.000e — 04
2.500e — 03
3.333e — 02
5.000e — 01
1.000e + 01

10
1.000e — 10
1.111e — 09
1.250e — 08
1.429e — 07
1.667e — 06
2.000e — 05
2.500e — 04
3.333e — 03
5.000e — 02
1.000e + 00

Table 1: T'I values, m = 11.0, a = 10.0

19 of 20




ol\sl

= © 00 J O Ui Wi

5.215e — 02
1.314e - 01
9.999¢ — 01
1.000e + 00
1.000e + 00
1.000e + 00
1.000e + 00
1.000e + 00
1.000e + 00
1.000e + 00

4.788e — 02
5.271e — 02
1.480e — 01
1.000e — 00
1.000e + 00
1.000e + 00
1.000e + 00
1.000e + 00
1.000e + 00
1.000e + 00

4.747e — 02
4.793e — 02
5.340e — 02
1.720e — 01
1.000e — 00
1.000e + 00
1.000e + 00
1.000e + 00
1.000e + 00
1.000e + 00

4.743e — 02
4.748e — 02
4.799e — 02
5.431e — 02
2.086e — 01
1.000e — 00
1.000e + 00
1.000e + 00
1.000e + 00
1.000e + 00

4.743e — 02
4.743e — 02
4.748e — 02
4.808e — 02
5.555e — 02
2.689¢ — 01
1.000e — 00
1.000e + 00
1.000e + 00
1.000e + 00

)
=
—
0
—~

6

7

9

10

= O 00 O Ui Wi

4.743e — 02
4.743e — 02
4.743e — 02
4.749e — 02
4.818e — 02
5.732e — 02
3.775e — 01
1.000e — 00
1.000e + 00
1.000e + 00

4.743e — 02
4.743e — 02
4.743e — 02
4.743e — 02
4.750e — 02
4.834e — 02
6.009e — 02
5.826e — 01
1.000e + 00
1.000e + 00

4.743e — 02
4.743e — 02
4.743e — 02
4.743e — 02
4.743e — 02
4.752e — 02
4.857e — 02
6.497e — 02
8.808¢ — 01
1.000e + 00

4.743e — 02
4.743e — 02
4.743e — 02
4.743e — 02
4.743e — 02
4.743e — 02
4.754e — 02
4.895e — 02
7.586e — 02
9.991e — 01

4.743e — 02
4.743e — 02
4.743e — 02
4.743e — 02
4.743e — 02
4.743e — 02
4.744e — 02
4.758e — 02
4.974e — 02
1.192e — 01

Table 2: Probability for T'I values in Table 1, k&= 1.0, mid = 3.0

B Risk Mitigation Measures

In Section 2.2, we introduced the notion of risk mitigation measures; in section 3 we introduced
the idea of using risk units as currency for purchasing risk mitigation measures for risky access.
We describe possible risk mitigation measures in more detail here. Since a subject cannot
be made more trustworthy instantly, risk mitigation measures are geared towards making the
subject less likely to disclose information. Such measures usually fall into the following categories
. deterrence, prevention and limiting damage which are discussed below.

e Deterrence: provide (strong) disincentives for wrong doings. For example, detailed au-
diting and mandatory computer or human review may be used to ensure that risky accesses
are made for the right reasons. This could also set the stage for administrative or legal
actions.

e Prevention: To prevent a user process (not the user) from inadvertently disclosing infor-
mation, one can insist on that the user process runs in a special environment which has
extra physical and/or logical security. For example, exceptional accesses may require the
process to run within a specific secure location or on a specific trustworthy system, or the
process could be sandboxed [CC03].

e Limiting Damage: to assume that bad things will happen and take precaution measures
to limit the potential damage. Examples are limiting the output rate of information flow
to a user/user process, reduced scheduling priority, etc. Another measure is to further
restrict the user’s future access to resources based on the already granted accesses.
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