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Abstract

A good deal of work has been carried out in the area of security policies and security policy modelling. In
the early days a policy was a set of simple rules with a clear intuitive motivation that could be formalised to good
effect. Bell-LaPadula [1] MLS policy is a good example. However the world is now much more complex. Subtle
risk decisions may often need to be made and people are not always adept at expressing rationale for what they do.
In this paper we investigate how statements of policies can be derived automatically from examples of decisions
made. This allows us to automatically discover a policy that may not formally have been documented, or else extract
an underlying set of requirements by interpreting user decisions to posed “what if”” scenarios. The chosen approach
of policy inference is Genetic Programming (GP). Two proof of concept experiments on Bell-LaPadula [1] MLS
policies and Fuzzy MLS policies [2], [3] have been carried out. Each decision action in a policy is considered as
a classic set and the GP is used to search for the necessary conditions to be a member of that set. The results
show that this approach is promising and very reasonable policies can be inferred if the examples in training set
are sufficiently diverse. Furthermore, the learning process is largely independent of the parameter settings. Finally,
to relax the requirement for diverse examples in a training set, we consider each decision action as a fuzzy set and
try to learn its fuzzy membership function. Again, our result shows that such fuzzy model can achieve comparable
accuracy with their corresponding classic models yet depends less on the diversity of training examples.

Index Terms

Genetic Programming, Policy Inference, Security Policy, MLS.

I. INTRODUCTION

In computer systems, a security policy is essentially a set of rules specifying the way to secure a system for
the present and the future. Forming a security policy is a challenging task: the system may be inherently complex
with many potentially conflicting factors. Traditionally security policies have had a strong tendency to encode
a static view of risk and how it should be managed (most typically in a pessimistic or conservative way) [12].
Such an approach will not suffice for many dynamic systems which operate in highly uncertain, inherently risky
environments. In many military operations, for example, we cannot expect to predict all possible situations.

Much security work is couched in terms of risk but in the real world there are benefits to be had. In military
operations you may be prepared to risk a compromise of confidentiality if not doing so could cost lives. There
is a need for operational flexibility in decision making, yet we cannot allow recklessness. Decisions need to be
defensible and so must be made on some principled basis. People are typically better at making specific decisions
than in providing abstract justification for their decisions. It is very useful to be able to codify in what a “principled
basis” consists since this serves to document “good practice” and facilitates its propagation.

The above discussion has been couched in terms of human decision making. In some environments the required
speed of system response may force an automated decision. Such automated decisions must also be made on a
“principled basis”, and some of these decisions may be very tricky. Automated support must be provided with
decision strategies or rules to apply.
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Number W911NF-06-3-0001. The views and conclusions contained in this document are those of the authors and should not be interpreted
as representing the official policies, either expressed or implied, of the US Army Research Laboratory, the U.S. Government, the UK Ministry
of Defense, or the UK Government. The US and UK Governments are authorized to reproduce and distribute reprints for Government purposes
notwithstanding any copyright notation hereon.



In this paper we investigate how security policy rules can be extracted automatically from examples of decisions
made in specified circumstances. This is an exercise in policy inference. The automation aspect of the inference
is doubly useful: automated inference techniques can discover rules that humans would miss; and policies can be
dynamically inferred as new examples of tricky decisions become available. Thus the current policy can evolve to
reflect the experience of the system.

For example, if a human determines what the proper response should be based upon the information available,
either in real-time or post facto, a conclusion is drawn that similar responses should be given under similar
circumstances. Essentially, we attempt to partition the decision space such that each partition is associated with a
response that is commensurate with the risk vs. benefit trade-off.

In practice, different decision makers may come to different decisions in the same circumstances, particularly
if the decisions are tricky. Decision makers may use data that is not available to the inference engine to reach a
decision, or else one decision-maker may simply have a different appetite for risk. Any inference technique must be
able to handle sets of decision examples that do not seem to be entirely consistent. The chosen inference approach
is Genetic Programming (GP). It is a specific form of guided search that has seen success in a variety of domains.

This paper documents the initial results of two proof of concept experiments: inferring Bell-LaPadula MLS and
Fuzzy MLS policies from examples using GP. Each decision action in a policy is considered as a classic set and
GP is used to search for the necessary conditions to be a member of that set. The results show that this approach
is promising.

The organisation of this paper is as follows: Section II presents a brief introduction to evolutionary algorithms,
in particular Genetic Programming (GP). Section III documents the related work in this domain and Section IV
describes the general design of the experimental framework. Section V and VI present the experimental designs and
results obtained in inferencing MLS Bell-LaPadula and Fuzzy MLS policies. Section VII presents the experimental
designs and results obtained in using a modified fuzzy set concept to address the issues discovered in the previous
experiments. Finally we conclude the report with a summary of the experiment results and possible future work.

II. EVOLUTIONARY ALGORITHMS AND GENETIC PROGRAMMING

Evolutionary algorithms (EAs) are problem solving techniques inspired from natural selection! and the Lamarck-
ian hypothesis?. An initial population of individuals, which represent candidate solutions to the problem in question,
are generated. There are a variety of ways of doing this but some form of randomised approach is normally used.
Each individual can be associated with a “fitness” that measures how well each candidate solves the problem. In
many applications this is formed by the application of some defined function, f(sol) to the candidate solution, sol.
In others, the “real world” acts as the cost function. For example, it is far easier to see how much power a program
consumes by running the program and measuring its power consumption than it is to derive and use a predictive
model of power consumption.

The fitness of the initial population are evaluated and the population is then subject repeatedly to the three
evolutionary operators:

o Selection: individuals are selected for breeding according to fitness (natural selection);

o Crossover: selected individuals are bred; parts of each solution are exchanged to form two new individuals;

o Mutation: elements within a solution are perturbed in some way. This serves to diversify solution elements
in the population. Given an initial population, repeated application of selection and crossover alone might
otherwise not be able to reach parts of the search space.

This evolutionary process produces populations of individuals (candidate solutions) that are increasingly better
suited to the environment (problem). Commonly, the stopping criterion for EAs is either that a “good enough”
solution has been found or that a preset number of generations have been produced. The evolutionary process is
depicted in Figure 1.

"Natural selection states that individual that are best adapted to the environment have better chance to survive and reproduce for next
generation.

>The Lamarckian hypothesis states that learnt characteristics can be inherited between generations. This is a controversial subject in the
biological world (and of very limited application) but we are not bound by the biological reality in the computational world.
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Fig. 1. Solving problem using Evolutionary Algorithms (EAs) [15]

There are a variety of EAs. Representations of solutions vary a lot. In most applications solutions are represented
as linear lists of elements of the solution. GP has traditionally used tree representations (originally trees of LISP
S-expressions) [4]. An example is shown in Figure 2.

(+(xXY))(-4Y))

Fig. 2. An individual example in GP and its corresponding LISP S-Expression

The nodes in the LISP tree can be classified into two groups: the terminal set 7" and function set F'. The terminal
set T consists of constants and variables (the leaf nodes) and the function set F' consists of functions, operators
and statements (the non-leaf nodes). An example terminal set 7' and function set F' sufficient to allow description
of the LISP tree in Figure 2 is given below as:

T = {X, v} J{1,2...100}
F = {+,—,x,+, mod}

In choosing these sets, there are two properties that must be ensured: the sufficiency property and closure property
[13]. The sufficiency property requires that the target solution for the problem in question can be represented with
the elements in the sets. The closure property refers to the elements in the function set F' being able to take any
value it may receive as input, including all the elements in the terminal set 7" and any return values from other
functions or operators. Practically, it is important to keep both sets small to prevent the search space from becoming
too large [6].

There are two standard evolutionary operators in GP: crossover and mutation, which are defined as follows [4]:

1) Crossover is performed on two trees. A sub-tree in each tree is chosen randomly and swapped with the other.
An example of crossover is depicted in Figure 3. The marked sub-trees in the two trees are swapped with
each other, resulting in two new trees.

2) Mutation is performed on one tree. A node in the tree is chosen randomly and replaced with a new node
or sub-tree randomly. Mutation helps to introduce diversity into the population. An example of mutation is
depicted in Figure 4, where the marked node is replaced with a new sub-tree.

There are proposals for other operators, e.g. reproduction which reproduces a new identical tree, and permutation

operators which randomly permutes the values of a sub-tree (the arguments of a chosen function) [5].

In addition, there are many extensions made onto GP such as Automated Defined Functions (ADFs) [5] and
Strongly Typed Genetic Programming (STGP) [11]. ADFs are “building blocks” observed during the evolution
process. They can be recognised and subsequently be made available as units to the evolutionary process, effectively
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Fig. 4. Mutation in GP

implementing an on-the-fly modularisation process. On the other hand, STGP augments each node with a type and
a set of type rules is defined to specify how nodes in a tree can be connected with one another. For example, we
may require that > take two floating point children and return a boolean value. The population initialisation and
genetic operations must obey the type rules. In STGP only well-typed individuals are maintained in the population.
For more detail in STGP, refer [11].

III. RELATED WORK

From the security perspective, security policies are mostly written in high level forms and later followed by a
series of transformations and refinements. Improvement in easing the development include automated transformation
of high level human understandable rules to low level machine executable rules, automated policy conflicts and
coverage checking and resolution. There are no known attempts to generating the policy automatically from previous
decision examples using machine learning techniques although autonomic security policies were mention in [9] (No
results have yet appeared).

On the other hand, rule inferencing techniques have been around for many years in machine learning domain.
There are various approaches proposed, e.g. decision tree induction, Genetic Algorithm (GA), Genetic Programming
(GP), Artificial Immune Systems (AILS), etc. In this paper, emphasis is placed on GP. In [16] a grammar-based
genetic programming system called LOGENPRO (The LOGic grammar based GENetic PROgramming system)
is proposed. In the performance test conducted, it is found that LOGENPRO outperforms some Induction Logic
Programming (ILP) systems. In [10] a GP experiment on co-evolution between rules and fuzzy membership variables
is designed. The result shows that the output set of rules and variables are well adapted to one another. In [14] an
attempt is made to invent a generic rule induction algorithm using grammar based GP. The result is shown to be
competitive with well known manually designed rule induction algorithms. However, in all the above mentioned
cases, there have been no previous known research on rule inferencing technique in the our domain of interest —
security policy.

IV. THE GP APPROACH TO POLICY INFERENCE

Most security policies can be represented as a set of IF <condition> THEN <action> rules. We shall
attempt to discover an expression for the condition corresponding to some particular decision action (e.g. “allow
read”).

The leaf nodes at the bottom layer are elements of the terminal set T'. At the next layer, leave nodes of the same
type are joined together with operators that return typed values. These types may be numerical, set, vector or other
user-defined types. At the next layer are the logic relational operators such as < or €; such an operator compares
two typed values and returns a boolean value. These boolean values are combined at the higher levels with the
logical composition operators such as AND, OR or NOT'. The root node in a tree must evaluate to a Boolean.
Strongly Typed Genetic Programming (STGP) [11] is used throughout the experiments presented in this paper.



Figure 5 shows 3 examples of well-typed individual for the experiment in inferring MLS Bell-LaPadula policy for
read access that will be presented in Section V.
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Fig. 5. Examples of well-typed individuals. The leftmost individual resembles the condition for the read access in the MLS Bell-LaPadula
policy, which is (sl > ol OR sl = ol) AND (sc D oc OR sc = oc). The other two are logically equivalent individuals. They resemble
only the sensitivity aspect of this policy, which is (sl > ol OR sl = ol)

Using this representation, the security policy inference problem can be transformed into an N-class classification
problem, in which NV is the number of rules in the policy. STGP is used to search for the <condition> part of
each rule. Therefore, the number of STGP runs increases linearly with the policy size. This is not as daunting as
it seems to be. As all these searches are independent from one another, this design approach can benefit from the
multi-core processor revolution and execute searches in parallel. With only 1 processor, the binary decomposition
method? can be employed to solve this problem in N — 1 STGP runs.

The initial population are generated randomly using the ramp half and half method popularised by Koza [5].
This method takes the population size, minimum and maximum heights of the trees permitted in the population
as inputs and generates approximately 50% trees with maximum height while the other 50% trees have heights
between the minimum and the maximum heights.

The individual fitness is computed using decision examples in a training set. Each example is represented by
a vector of variables which corresponds to the decision making factors and the decision itself. The fitness of the
individual is based on the number of decision examples that it agrees with. In an ideal world, it might be desirable
to match all examples. However, it is often the case in practice that there are a few poor decisions and many
good decisions are made. The system might be expected to evolve a policy that agrees with the majority. 100%
agreement is not essential. A lower degree of agreement may simply turn the spotlight on those specific individuals
with decisions inconsistent with the inferred policy. In a sense, the fitness provides a measure of how well a
candidate policy agrees with examined decisions, but also acts as anomaly detector. The accumulated total score
after evaluating all examples becomes the individual’s fitness score. Depending on the problem, all matches (or
mis-matches) are not necessarily equal. The score given for a particular match or mis-match may have profound
impact on the search process and the final result. Section VI gives a good example.

After the fitness calculation stage, a new generation of individuals is produced with the use of evolutionary
operators. Individuals with higher fitness scores have better chances to be selected to pass their “gene” (sub-tress)
to the next generation. Further crossover and mutation operators are applied probabilistically. The evolution process
continues until an individual with a “high enough” fitness score is found or a preset number of generations have
elapsed.

3Binary decomposition method decomposes the N classes classification problem into N — 1 binary classification problems. The first
classification problem is (c1,c1’ = P—c1), second problem is (c2, co’ = ¢1’ —c2), N —1 problem is (cn—1,cn—1" = en—2’' —cn—1 = cN).
The n*" binary classification problem can only be solved after the n— 1 previous problems are solved. The algorithm is inherently sequential.



V. EXPERIMENT 1: MLS BELL-LAPADULA POLICY INFERENCE

In the first experiment, we concentrate on the “no read-up” part of the MLS Bell-LaPadula policy. It is simple,
unambiguous and serves to demonstrate some interesting properties of our method of inference. For a read access,
r, the policy can be summarised as:

IF sl >0l AND scDoc THEN r is allowed (1
IF sl<ol OR sc2oc THEN r is denied 2)

where s/ and ol are subject and object sensitivity levels and sc and oc are subject and object category sets. Since the
decisions are binary allow/deny decisions, the GP algorithm only needs to be run once to search for the condition
for either allow or deny, the other condition can be simply obtained by logical negation. The condition for allow
is chosen to be the learning target in this experiment.

The terminal set T' consists of four variables, namely sl, ol, sc and oc but no constant value. The sl and ol are
positive integers and tagged with the type “sensitivity”, for which 3 operators are defined: =, < and >. The < and
> operators are intentionally omitted to make the search becomes more difficult. The sc and oc are sets and given
the type “category”, for which 3 operators are defined: =, C and D. The C and D operators are not included for
the same reason given above. Each category in sc or oc is represented by a positive integer. The target condition,
TC(sl,ol,sc,oc) to be learnt in this experiment is:

(sl > ol OR sl =o0l) AND (sc D oc OR sc = oc) 3)

In each run of the experiment, the maximum value of sensitivity levels for sl and ol, SN .S, 4, and the total number
of categories, C' AT}, are defined. 100 randomly generated examples are used as the training set. Each example
x is a vector with 5 attributes: sl,, ol,, sc;, oc, and dec,. sl, and ol,, are randomly chosen from {1 .. SN.S;,44};
elements of sc, and oc, are randomly chosen from {1 .. C AT, }; and dec; is set to be either 1 (allow) or 0
(deny) in accordance with the MLS Bell-LaPadula policy. Thus, all example decisions here are correct as far as
MLS Bell-LaPadula policy is concerned.

The fitness of an individual (candidate policy), fitness(i) is simply the sum of the matches between the decision
made by the individual and the decision recorded in each example in the entire training set. Formally, let d; , be
the decision an individual ¢ made for an example x; True as 1; and False as 0, then fitness(i) is defined as in
4).

fitness(i) = Z (dix = decy) 4

V example ©

This experiment is carried out using the ECJ Framework v16 [8] and the experimental setup is summarised in
Table 1. For those parameters that are not specified in Table I, the default values defined in the framework are used.

Objective Search for a T'C logically equivalent condition in (3), which is (sl >
ol OR sl =ol) AND (sc D oc OR sc = oc)

Terminal set T' {sl, ol, sc, oc}

Functional set F' {AND,OR,=,>,<,=,C,D}

Fitness function f(¢) D cxample « (dia = deca)

Number of generations 50

Population size 1024 (default)

Population initialisation Ramp half and half method with the minimum and maximum heights
of the tree set to be 2 and 6 respectively (default)

Genetic Operators (P) Crossover (0.9), Mutation (0.1)

Maximum height of tree 17

TABLE I

EXPERIMENTAL SETUP SUMMARY OF MLS BELL-LAPADULA POLICY INFERENCE FOR READ ACCESS



Initially SN Sy, and C' AT,,4, are set to be 5. 10 runs of the experiment, each with a training set generated
with a different random seed, are carried out. In all cases, logically equivalent conditions of T'C' in (3) can be
learnt. Then we investigated the robustness of this inference technique as follows:

e scaling up SN Sy and CAT 005
e inclusion of “wrong” examples in the training set (i.e. inconsistent decision making is demonstrated);
o changing other parameters including population size and tree height.

A. Scaling Up SN Sy and C AT pan

The same experiment is repeated using 6 different settings of (SN Spaz, CATmaz): (10,5), (20,5), (30,5) and
(5,10), (5,20), (5, 30). In the first 3 settings, in which SN S),4, is scaled up to 30, T'C' can still be found. However,
in the later 3 settings, in which C' AT, is scaled to 30, the result changes; only weaker conditions T°'C" are found.
More precisely, the conditions learnt using the (5, 10) setting are logically equivalent to (sc D oc OR sc = oc);
the conditions learnt using the (5,20) setting are either logically equivalent to (s¢ D oc OR sc = oc) or simply
sc D oc; and the conditions learnt using the (5, 30) setting are logically equivalent to sc D oc.

Randomly generated categories sets pose interesting problems from a training point of view. The probability
of randomly generating a pair (sc,oc) where sc = oc is small, 1/(264Tme=) in fact. Thus the expected number
of category equality examples in a sample of size N is N/ (QCAT’"M). Unless the system sees examples of how
equality should be handled, it cannot be expected to infer how that specific condition should be handled. Inference
summarises rather than speculates. As usual, the training set characteristics are important. Experiments are carried
out to validate this intuition. Examples are manually created to cover the equality case and the experiment is re-run
with the same setting. The results agree with this intuition; logically equivalent conditions of 7'C' are learnt for
settings with C AT},,, equals to 10, 20 and 30.

To further investigate the effect of training set coverage, 3 experiments with extreme settings are carried out. First,
a training set with 9 examples that cover all the possible combinations of ((sl,ol), (sc,oc)) relationships in T'C,
namely (>,=, <) x (D, =, C) is used. The learnt condition is logically equivalent to 7'C'. At the other extreme, an
experimental setup using all examples with deny decision (dec, = 0) yields the a logically equivalent condition of
False. Conversely, if all examples in the training set are examples with allow decision, then a logically equivalent
condition of T'rue is learnt. Thus, a mixture of correct allow/deny examples is required to evolve credible policies.

B. Inclusion of “Wrong” Examples

Here the experiment is repeated with the introduction of wrong examples in the training set (i.e. so we have
examples of inconsistent decision making). We first started to introduce 10% “wrong” examples and then 20%,
25% and 30%. In all cases, the conditions learnt are similar with those learnt with all correct examples. This is
because the search for the condition is guided by the fitness function which is defined as the number of matches
between decisions made by an individual and the ones encoded in examples. In order to have maximum fitness,
the search will tend to model the correct examples (which are in the majority) and choose to be inconsistent with
the others. This is encouraging because 100% agreement is not the actual goal as mentioned earlier. Highlighting
anomalous behaviours is also important.

C. Parameter Changes

Each experiment described so far is repeated using training set size consists of 500 and 1000 randomly generated
examples. The conditions learnt in each experiment are very similar with the conditions learnt using only 100
examples.

Also, each experiment is repeated with various population sizes: 50, 100, 500 and 5000. When the population
size is 500 or larger, logically equivalent conditions of 7'C' are learnt, and there is no significant difference in terms
of the number of generations required. However, the execution time per generation does increase significantly due
to the increase in the amount of genetic operations performed. When the population size is set to be 50 and 100, the
desired condition cannot be learnt sometimes. Investigation is made on these populations using the GUI provided
by ECJ. Diversity in the population is lost in early generations, i.e. premature convergence in the population occurs.



To investigate the effect of tree size, the experiment is repeated with different maximum tree heights. In each
experiment, the maximum tree height is set to be one less than that of the previous experiment; the first experiment
has maximum tree height of 17. The target condition can not be learnt if the tree height is less than 4, which is
the minimum height to represent T'C. The results also show that the number of generations needed to learn the
condition increases as the maximum tree height used increases, because larger tree height implies larger search
space.

VI. EXPERIMENT 2: Fuzzy MLS PoLICY INFERENCE

Up to this point, we have only considered binary decision making. In this experiment, we concentrate on learning
the conditions of a risk-based policy that could have more than two decisions, beyond the allow and deny binary
decision model. The policy model is the Fuzzy MLS model [2], [3]. This policy uses the risk-based rationale of
the MLS Bell-LaPadula policy to compute a quantified risk estimate by quantifying the “gap” between a subject’s
label and an object’s label in an MLS system.

Quantified risk estimates are numbers and therefore could be used to build the risk scale shown in Figure 6 [2].
The risk scale is divided into multiple bands. Each band is associated with a decision. The risk in the bottom band

RISK SCALE
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Fig. 6. Risk adaptive access control on a risk scale

is considered low enough so the decision is simply allow whereas the risk in the top band is considered too high
so the decision is deny. Each band between the top and bottom is associated with a decision allow with different
certain risk mitigation measures.
The Fuzzy MLS model defines risk as the expected value of damage caused by unauthorised disclosure of
information:
risk = (value of damage) x (probability of unauthorised disclosure) (5)

The value of damage is estimated from the object’s sensitivity level. The probability of unauthorised disclosure
is estimated by quantifying two “gaps”: one between the subject’s and the object’s sensitivity levels and the other
between the subject’s and the object’s category sets. For simplicity, this experiment looks only at the sensitivity
levels and assumes the categories sets are the same*, and thus risk becomes a function of subject’s and object’s
sensitivity levels only. For more detail on risk quantification, refer [2], [3].

Since there is no discussion on the way to partition the scale into risk bands in [2], the following formula is
defined to map a risk number to a risk band:

band(risk(sl,ol)) = min(|logio(risk(sl,ol))|, N) (6)

“Therefore the gap between categories sets is 0.



where (IV + 1) is the number of bands desired on the scale and the function risk(sl, ol) is defined in Appendix A
according to [2]. Base-10 logarithm is used in (6) to compute the order of magnitude of risk as the band number.
In our experiments, the scale is divided into 10 bands (/N = 9) numbered from 0 to 9. Therefore, 10 STGP runs are
required to search for conditions for all the bands. This experiment serves as a good illustration of the N-classes
classification problem discussed in Section IV such that each band corresponds to a class.

Since only the sensitivity levels are considered, the terminal set 7" has only two variables, namely sl and ol.
However, an additional set of real constant number in the range of (—1,1) is added to T to satisfy the sufficiency
property. This is because the target condition, 7'C' can no longer be represented with only sl and ol. Elements in
T are given type sensitivity, for which 15 operators are defined: 3 relational operators (=, < and >) which returns
a value of type “boolean” and 12 arithmetic operators (+, —, %, /, exp, log, sin, cos, maz, min, ceil, floor) which
returns a value of type “sensitivity”. The target condition for band j, T'C}; to be learnt is:

TCj(sl,ol) = (band(risk(sl,ol)) = j) (7

In other words, STGP is used to search for an equivalent function of the composition of 2 functions: the band
function and risk function.

For all experiments described in this section, SN 5,4, is set to be 10 and an example z in a training set is a triple
(8ly, oly, bandy), where band, = band(risk(sly,ol;)). In the first experiment, we generated a training set with
10 x 10 = 100 examples that cover all the possible (sl, 0l) pairs and see what can be learnt in this optimal setting.
The numbers of examples in each band is shown in Table II. Band 0 has the most number of examples because it
includes all the low-risk cases where sl > ol. All the other bands have relatively small number of examples.

o]
o
=
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52
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TABLE I
DISTRIBUTION OF EXAMPLES IN THE TRAINING SET

As in the MLS Bell-LaPadula Experiment in Section V, the fitness score for an individual in the search for
condition of band j, fitness;(i) is defined to be the total number of correct decisions ¢ made:

fitness;(i) = > (dia=True) + Y (dix = False) (8)

{z|band,=j} {z|band.#j}

The experimental setup is summarised in Table III. As before, this experiment is carried out using the ECJ
Framework v16 [8] and the default values are used for the unmentioned parameters.

For each band, 10 runs are conducted. However, the result shows that only the target condition for band 0, T'Cy
can be learnt.

Investigations on the experimental logs for other bands reveals the following facts:

« the fittest individuals remain unchanged after a few generations.

« individual fitness scores converge quickly to that of the fittest individual. This suggests that the searches for
band in {1 .. 9} quickly become random searches because equivalent fitness implies equivalent probability
one individual to be selected.

o for aband in {1 .. 9}, the fitness score of the fittest individual is 100 — (number of examples in the band).
This suggests that all points in fitness score come from negative examples (example not in that band in



Objective Search for condition that classifies all examples into a risk band j
accurately, which is, Vz, band(risk(sl;,ol:)) = band,

Terminal set T {sl,ol} U{r|—1.0<r <1.0} U{TRUE,FALSE}

Function set F' {+,—, %, /, exp,log, sin, cos, max, min, ceil, floor} U
{AND,OR,=,>,<}

Fitness function f;(7) > (albandg =i} iz = TTu€) + 301 hand, 23 (die = False)

Number of generations 500

Population size 1024 (default)

Population initialisation Ramp half and half method with the minimum and maximum heights
of the tree set to be 2 and 6 respectively (default)

Genetic Operators (P) Crossover (0.9), Reproduction (0.1)

Maximum height of tree 17

TABLE III

EXPERIMENTAL SETUP SUMMARY OF FUZZY MLS POLICY INFERENCE FOR READ ACCESS USING IF-THEN APPROACH

question), implying these examples completely outweigh the relative few examples in that band. This also
explains why 7'Cyy can be learnt since more than half of the examples are in band 0.

A. Weight and Punishment on Fitness Score
To improve the result, we assign different weights to the fitness scores of different kinds of decisions made by
an individual according the following principles. In the search for condition of band j, T'C}:
e For a correct decision, award more if
— the risk is higher for security concerns; i.e., award more for a larger j.
— the decision is is true positive (hits the target); i.e., award more when band, = j. This will overcome the
effect that relative few positive examples are in band j when j # 0.
« For an incorrect decision, punish more if
— the decision is false positive (d; , = True and band, # j) and is more off the target; i.e., punish more
as | j — band,, | becomes larger. Also, for security concerns, punish more if this false positive decision
underestimates the risk; i.e., punish more if band, > j.
— the decision is false negative (d; , = False and band, = j) when the risk is higher for security concerns;
i.e., punish more for a larger j.
Using these principles, the fitness function is changed to be:

fitness;j(i) = Z wip{diz = True} + Z win{di» = False} —
{z|band,=j} {z|band. #j}
Z wep{di» = True} — Z wen{d; . = False} )
{z|band.#j} {z|band, =5}
where
wy = J+1,
we, = (j+1)/10,
band, — j if band, > j,
I NG~ bandy) /2 if band, < j.
wg = J+1

Experiment is repeated 3 times, each with a different training sets. The first training set consists of all possible
100 (sl, ol) pairs where sl and ol are integers in [0, 9]. This optimal setting lends itself to act as the control. The
second and third sets consist of 100 and 500 randomly generated (s, ol) pairs where sl and ol are also integers in
[0,9]. Unlike in the control, these two sets would have incomplete coverage and uneven distribution of examples
over risk bands.
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After going through the evolution process, the best individual in the population is selected to test against two sets
of examples. The first set is same as the first 100-example training set. This testing set provides a good indication
on how much “knowledge” has been acquired by the approach employed in a fixed number of generations. The
second testing set consists of 100 randomly generated (s, ol) pairs where sl and ol are real numbers in [0.0,9.0].
Therefore, most of these examples are unseen yet similar to training examples. This set provides a good measure
on how much the acquired knowledge can be applied for unseen cases. The average performance of the policies
over 10 runs are summarised in the Table IV.

Experiment Training set | Testing set Dls(;ance fr{) m tarzget bing Mean distance

1 1 88.1 04 [ 07 | 108 0.797

2 48.1 | 19.0 | 55 | 274 1.831

1 82.7 37 23| 11.3 0.746

LE-THEN Rules 2 2 527 | 209 | 54 | 21.0 1500
3 1 93.8 04 ] 00 5.8 0.348

2 49.6 | 209 | 45 | 25.0 1.824

TABLE IV

PERFORMANCE SUMMARY OF THE LEARNT POLICIES USING IF-THEN RULES APPROACH

The policies learnt perform extremely well in Testing Set 1 with accuracy of about 88.2% of the examples are
mapped correctly and average of 0.63 band distance from the target band. However, the performance of the policies
on unseen Testing Set 2 decreases significantly to only 50.1% of the examples are mapped correctly with average of
1.72 band distance from the target band. We suspect this problem is due to the inherent problem in binary making
decision process. We will see in next section in which this problem can be alleviated.

VII. FUzzY SET CLASSIFICATION

In practice, a diverse training set may not be available, especially when examples are not provided all at once
but gradually over time. We propose an approach based on a modified fuzzy set concept to address this issue. Fuzzy
logic concept was conceived by Lotfi Zadeh to deal with this ambiguity in [17]. Since its introduction, it has been
used in various domains to do decision/knowledge inference especially in the circumstance with uncertainty. For
detail introduction on fuzzy set, refer [7].

Considering how human beings learn, a person usually will not be able to hit the target on the first attempt. Instead,
it is more likely his performance would gradually improve over time; i.e., the distance to the target is gradually
shortened. Along the learning process, knowledge on those which are not the target, such as their distances to the
target, is acquired. We argue that the knowledge about the target and the non-targets is all useful in addressing the
issue mentioned above.

In both experiments V and VI, each decision is treated as single discrete set. The use of distance knowledge is
implicitly encoded in the fitness function. In Experiment V, the score of 1 is awarded to an individual fitness if
the individual’s decision is on target (matches decision in the example) and 0 otherwise. In Experiment VI, the
knowledge of “distances” is especially useful. The weighted fitness function, fitness;(i) in (9) is essentially using
a distance measure, namely the difference in risk band numbers, to calculate the score.

In this proposal, each class is treated as a fuzzy set and the distance knowledge is used to compute fuzzy set
memberships. The learning targets are the fuzzy set membership functions for the classes. Here, the emphasis is
placed on solving N-classes classification problem where a total order relationship exists among the classes. The
risk bands classification problem in a Fuzzy MLS policy discussed in section VI is a good example and will be
used to illustrate this proposal.

To guide the learning of the fuzzy set membership function for band j, M;(sl,ol), the target membership of
each of the 10 bands in the band j fuzzy set is first defined. Essentially, these 10 pre-defined points characterise
the shape and location of the M; curve. The learning process becomes a curve fitting exercise to search for a
curve that best fits the 10 points, using all the examples in the training set. Curve fitting is naturally more tolerant
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of incomplete coverage in the training set because it uses interpolation and extrapolation to compensate for the
“missing points”. It is also more resilient to a few out-liars in the training set.

Furthermore, the fuzzy membership range is changed to [—1.0,1.0] with 0.0 represents full membership. This
is different from the traditional fuzzy membership range, [0.0,1.0] with 1.0 representing full membership. The
expansion on the negative range allows the information about the direction (left or right to the target band) to be
encoded. For example, for M;(sl,ol), the target membership of each band, starting from band 0, can be defined
as:

[-0.5,—-0.4,-0.3,—0.2,—-0.1, 0.0, 0.1, 0.2, 0.3, 0.4]

Band 5 has membership 0. The target memberships for other Mj.5 can be defined similarly. With all 10
membership functions learnt, one can determine the band of an input by feeding the input to all 10 functions
and computing the band number by examining the 10 membership values returned by these functions. For example,
if each membership value indicating that “the distance between the input and my band places the input close to
band 57, then with very high confidence we can say the input belongs to band 5. This is analogous to examine
the input from 10 different perspectives to draw the final conclusion, which is more likely to be accurate than
examining the input from one perspective.

Two setups with different pre-defined target memberships are carried out to validate this concept. In the first
setup the 10 target memberships for M; are defined as :

M;i(k) = (k—4)/10, k=0to 9 (10)

This is like mapping a traditional triangle fuzzy membership function, which has the range [0, 1] and M;(j) =1 as
the tip of the triangle, to a straight-line membership function with the range [—1, 1] and M;(j) = 0. Figure 7 shows
the target membership curves for all 10 bands using (10). In the second setup, bell-shaped Gaussian distribution
curves are mapped in a similar fashion and Figure 8 shows the membership curves for all 10 bands.

1.00

0.80 —

0.60 =

_— — M(Band 0)

0.40 - — M(Band 1)
_— M(Band 2)

0.20 _— M(Band 3)
0.00 ~ — M(Band 4)
_— — M(Band 5)
— M(Band 6)
— M(Band 7)
M(Band 8)
— M(Band 9)

-0.20

Target Membership

-0.40

-0.60

-0.80

-1.00

0 1 2 3 4 5 6 7 8 9
Band Number

Fig. 7. The linear (modified triangle) membership functions, Mj;neqr for of all the bands

The terminal set 7" consists of s/, ol and a set of random real constant numbers in the range of (—1, 1) whereas the
function set F is reduced to {+, —, *, /, exp, log, sin, cos maz, min, ceil, floor} (i.e the comparators and boolean
operators are removed).

The fitness function uses per-band normalised distance: let M;; represent an individual ¢ in the search for the
membership function for band j, the individual fitness, fitness;(i) is defined as follow:

fitnessj(i) = Z ZV x in band k| J, (8 0 ) ]( an k)’

total number of band k examples
V bands k=0 to 9

1D
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Fig. 8. The curve (modified Gaussian distribution) membership functions, Mgaussian for of all the bands

Thus, the fitness;(i) represents the sum of normalised distances between the M;; and M;. As the fitness score
represents the distance between the M;; and M;; and in this case a smaller score means better fit.

Once all 10 membership functions are learnt and feeding an input = = (sl,, ol;) to these functions, we need a
de-fuzzification mechanism to map all 10 values returned by these functions to a risk band number. Two voting
based algorithms are used for de-fuzzification: One (Algorithm 1) uses the direction knowledge only and the other
one (Algorithm 2) uses both the direction and distance knowledge.

initialise an array v[10] with all elements set to 0
forall example x do
forall band j do
if M;(sl;,0l;) > 0.05 then
forall &£ > j do
| k] — v[k]+1
else if M;(sl;,0l;) < —0.05 then
forall £ < j do
| v[k] —vlk] +1
else if —0.05 < M;(sl;,0l;) < 0.05 then
ol [+ 1

choose v[i| with the maximum value
outputs 1 as the risk band number

Algorithm 1: Direction based de-fuzzification

The experiment setup is summarised in Table V. This experiment is carried out using the ECJ Framework v16
[8] and the default values are used for unmentioned parameters.

As before, 10 runs of the experiment using each of the 3 training sets are carried out and the best policy evolved
in each run is evaluated against on the same 2 testing sets. The average performance of the policies over 10 runs
are summarised in the Table VL.

In Testing Set 1, using only direction knowledge, the number of examples mapped correctly with the policies
learnt decreases to only 53.6% of the examples for the mapped triangle fuzzy membership approach and 64.1%
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initialise an array v[10] with all elements set to 0
forall example x do

forall band j do

if M;(sly,0l;) > 0.05 then

p—j+ M;(x)*10

k — min(|p+0.5],9)

v[k] — vl[k] + 3
if £ > p then

vk —1] «— vk —1] +2
vk+1] —ovk+1]+1
else

[k—1] —v[k—-1]+1
L vk + 1] — vk +1]+2
else if M;(sl;,0l;) < —0.05 then
p—J+ M;(x)=*10
k «— max([p —0.5],0)
v[k] «— v[k] + 3
if £ < p then
v[k+1] — vk +1]+2
v[k—=1] —vlk—1]+1
else

L vk +
v[k —
else if —0.05
v[j] < vJ]
vfj + 1] —wlj+1]+1

vlj—1]«—vj—1]+1

1] —vk+1]+1

1] —v[k—1]+2

< Mj(slz,0ly) < 0.05 then
+3

choose v[i] with the maximum value
outputs 1 as the risk band number

Algorithm 2: Direction and distance based de-fuzzification

Objective Search for the fuzzy membership functions for all bands, Vj €

[0,9], M; characterised by the examples in the training set

EXPERIMENTAL SETUP SUMMARY OF Fuzzy MLS POLICY INFERENCE FOR READ ACCESS USING FUZZY MEMBERSHIP APPROACHES

Terminal set T°

{sl,ol} U{r|—1.0 < r < 1.0}

Function set F’

{+,—, %, /, exp,log, sin, cos maz, min, ceil, floor}

Fitness function f; (%)

fitness;(¢) in (11)

Number of generation

500

Population size

1024 (default)

Population initialisation

Ramp half and half method with the minimum and maximum heights
of the tree set to be 2 and 6 respectively (default)

Genetic Operators (P)

Crossover (0.9), Reproduction (0.1)

Maximum height of tree

17

TABLE V
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Experiment Training set | Testing set Dlsotance frlom tar%et bil(; Mean distance
: I 507 | 264 | 115 | 11.4 0.868
2 40.5 | 33.0 | 13.1 | 134 1.076
Mapped triangle (Direction only) 2 ; igg ?{2 gé 122 (1)(8)§2
3 1 539 | 235 | 11.1 | 11.5 0.863
2 434 | 36.6 | 10.9 9.1 0.921
1 1 63.9 | 20.6 8.3 7.2 0.620
2 51.8 | 29.7 | 12.7 5.8 0.757
Mapped Gaussian curve (Direction only) 2 ; i?g 3(5)2 igg 1;2 ?Z;g
3 1 714 | 194 6.7 2.5 0.414
2 60.1 | 24.2 9.2 6.5 0.638
| 1 91.6 4.8 1.0 2.6 0.178
2 62.2 | 23.5 3.6 | 10.7 0.781
. 1 760 | 133 | 3.6 7.1 0.514
Mapped triangle 2 2 &1 239 48] 92 0.714
3 1 78.5 | 10.8 2.5 8.2 0.535
2 58.8 | 27.3 34 1105 0.782
| 1 655 | 144 9.6 | 10.5 0.696
2 52.6 | 18.8 | 12.7 | 159 1.013
. 1 62.6 | 14.6 9.2 | 13.6 0.916
Mapped Gaussian curve 2 2 479 | 176 | 119 | 226 1,492
3 1 65.4 | 14.5 9.0 | 11.1 0.707
2 503 | 19.7 | 123 | 17.7 1.097

TABLE VI
PERFORMANCE SUMMARY OF THE LEARNT POLICIES USING FUZZY MEMBERSHIP APPROACHES

of the examples for the mapped Gaussian fuzzy membership approach. Having said that, the performance in terms
of the mean band differences remain similar as before with 0.85 band difference for the mapped triangle fuzzy
membership approach and 0.60 for the mapped Gaussian fuzzy membership approach. With the use of additional
distance knowledge, the number of examples mapped correctly with the policies learnt using the mapped triangle
membership approach increases to 82.0% of the examples with mean band difference of 0.41. However, the number
of examples mapped correctly with the policies learnt using the mapped Gaussian approach remains similar as before,
64.5% of the examples with mean band difference of 0.77.

More importantly, the performance of the policies learnt using fuzzy membership functions on Testing Set 2
show some significant improvements. Using only direction knowledge, the policies learnt using mapped triangle and
mapped Gaussian fuzzy membership approaches map 43.0% and 51.2% of the examples to the correct bands with
the mean of band differences remain as low as 1.02 and 0.86 band differences respectively. These are significantly
lower than the 1.72 band difference using the ITF-THEN approach. With the use of additional distance knowledge,
the number of examples mapped correctly becomes 61.0% of the examples with mean band difference of 0.73 for
the mapped triangle fuzzy membership approach whereas the number of examples mapped correctly remains at
50.3% of the examples with the mean band difference degraded to 1.20 for the mapped Gaussian approach.

Overall, the experimental result does suggest that it is feasible for the fuzzy membership based approach to
work well on both testing sets without a diverse training set although issues like target membership assignment and
fitness evaluation still requires much more research. Also, the de-fuzzification method that uses both direction and
distance knowledge improves the performance of the experiments using the mapped triangle based fuzzification, the
mean distance from the target for all cases is reduced to less than 0.8. However, this new de-fuzzification method
degrades the performance of the experiments using the mapped Gaussian curve based fuzzification. This is because
the de-fuzzification method makes the assumption that the distance from the target increases linearly in respect to
the membership value. This is not the case in Gaussian curve based fuzzification. A possible further work is to
design a compatible de-fuzzification mechanism using both distance and direction for Gaussian curve fuzzification.
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VIII. CONCLUSION AND FURTHER WORK

We proposed a generic policy inference framework using the classification approach, implemented using Genetic
Programming. Two experiments are conducted to validate the proposal. The results show that the learning process is
largely independent of many parameters, but the training set and fitness functions do play crucial roles. A training
set has to be sufficiently diverse. This concurs with our intuitions that a machine cannot learn something that
it has not seen before. To address this issue, a new fuzzy set based approach is proposed and experiments are
conducted to test its feasibility. The result shows that such fuzzy models can achieve comparable accuracy with
their corresponding classic models yet depends less on the diversity of training sets, but more research is needed
on defining target fuzzy memberships and fitness evaluation function.

Also, the results indicate that the distribution of examples in the training set also matters. The fitness function
can lost its guiding feature in the absence of evenly distributed examples. Weights may be introduced into fitness
functions to “flatten” the distribution. However, it is not always possible to define appropriate weights. A radical
way to put this matter forward may be to employ multi-objectives genetic programming (MOGP).
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APPENDIX

In [2], the risk resulted from the “gap” between a subject’s and an object’s sensitivity levels (sl and ol) is
estimated using the following formula:

risk(sl,ol) = Val(ol) x Pi(sl,ol) (12)
Val(ol) is the estimate value of damage and is define in [2] as
Val(ol) = a®,a > 1

The object sensitivity level is considered to be the order of magnitude of damage and hence Val(ol) is defined as an
exponential formula. In our experiments we set a to be 10. P;(sl,0l) is the probability of unauthorised disclosure
and is defined in [2] as a sigmoid function:

1
Py (sl,ol) =
(sl o) = T SR ToL, ol) = mid)
T1I(sl,ol) is called the temptation index which indicates how much the subject with sensitivity sl is tempted to
leak information with sensitivity level ol; it is defined as:

a(ol—sl)

M —ol

The intuition for P (sl,ol) and TI(sl,ol) can be found in [2]. The value mid is the value of T'I that makes P;
equal 0.5; the value k controls the slope of P;. The value M is the ultimate object sensitivity and the temptation
T approaches infinity as ol approaches M the intuition is access to an object with sensitive level equals to or

more than M should be controlled by human beings and not machines. In our experiments, the maximum value
(SN Spaz) for sl and ol is 10; the settings for k, mid and M are k =3, mid =4, M = 11.

TI(sl,ol) =
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