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ABSTRACT

This paper extends mandatory access controls to meet multi-
organizationd commercid security requiremens. It definesa
universal access classthat can represent the security needs of
two or more independent organizations that may be
cooperating on ajoint proprietary project. It can distinguish
information that is proprietary to each of the organizations and
information that is shared between these organizations, but
must remain secret from dl others. The paper shows how the
current way the US Department of Defense (DoD) and
Department of Energy (DoE) share classfied information does
not sufficiently generdize for the commercid world. By
contrast, the new universal access class scheme can adequately
model both the commercia world and the requirements of the
DoD and DoE.

1.0 Introduction

For lattice security models to be successful in acommercia Internet environment, one
needs to support potentidly billions of different secrecy categoriesto alow each
corporation in the world to define a reasonably large number of itsown. Just asIP
Verson 4 had to expand its address representation in P Version 6 to support sufficient
network addresses, any kind of lattice security model must support billions of categories.
By contragt, asingle system that supports alattice mode might only support a smal
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number of categories. For example, Multics, the first commercid system to support a
| attice security modd permitted only eight secrecy levels and elghteen categories[7].
These numbers were chosen to meet the needs of the Air Force Data Services Center
(AFDSC), thefirg military organization to use Multics security to protect classified
information againgt potentidly hogtile attack. The categories were represented asa
ample 18-bit field, with one bit for each category. This number of categories was
aufficient to meet AFDSC needs, but even at thet time, this number was clearly
insufficient to meet the needs of an intdlligence agency that uses huge numbers of
categories.

Of course, any one machine would only need a smal number of categories, but world-
wide, there must be an unambiguous representation of such categories to ensure that
controlled sharing is possible between any two organizations. This requirement was first
elucidated in [6, chapter 10] andin [5]. In such aworld-wide lattice security model, there
could easily be millions of different categories, and the bit map with one bit per category
would quickly becomeimpracticd. Therefore, the category list representation was

proposedin [6, chapter 10].

This paper examines the requirements of both defense organizations and commercia
organizations and proposes a new scheme for inter-organizationa access classes that can
better modd the red world in which the lattice security mode of one organization may
not map well into the lattice security model of another organization, yet the two
organizations may gtill wish to connect to the Internet and ensure that their respective

| attice security policies are properly enforced. They may even wish to permit an
exchange of certain sengtive documents, in accordance with mutualy agreed upon non
disclosure agreements which in turn could result in documents that must be marked with

| attice attributes from both organizations.

2.0 What isReally Required?

2.1 Defense Requirements

Thetraditiond view of lattice security models has been based on the US Department of
Defense’s (DoD’ s) use of lattice security.  The DoD hasasingle set of secrecy levels.
Unclassfied, Confidentia, Secret, and Top Secret. They dso have avery large number

of categories, primarily used within the intelligence community, but also used to protect
nuclear war plans, cryptography, etc. Most datais so-cdled collateral datathat isnot in
any category a al, but some data may be in multiple categories. For example, asingle
document might be classified Secret with categories apples, bananas, and cherries'. To
read such a document, a person must have a secret security clearance, and further must be
authorized al three categories. A person with a Top Secret clearance but only authorized

! Since many real category names are themselves sensitive information, we use artificial category names for
this example.
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gpple and banana information, would not be alowed to read the document, because he or
sheis not authorized for cherry information.

The Department of Energy (DoE) Weapons Laboratories use asmilar security model,

but their secrecy leves are different from the DoD’ s, because they were authorized under
different legidation. DoE levels are Secret, L, Top Secret, Q Nonsengtive, and Q
Sendtive [2]. The DoE aso uses alarge number of categories. The most significant
point, however, isthat the secrecy levels are different from DoD levels. Secret and Top
Secret come from the DoD classification scheme, while L and Q are DoE-specific.? AnL
clearance implies access to DoD Secret information, and Q clearance implies access to
DoD Top Secret information.

When one looks &t lattice security modeds in internationd treaty organizations (such as
NATO), the lattice becomes yet more complex, as different countries have their own
definitions of secrecy levels.

The DoD lattice security model has undergone much evolution since the early 1970s

when the Multics representation was developed. Thelist of categories representation has
been adopted in the MISS| Access Control Concept [3] astheir Security Tag Type 2
(Enumerated Type). The Multics-style of one bit per category isthe MISSI Security Tag
Type 1 (Restrictive Bit Map Type).>

2.2 Commercial Requirements

Most commercid organizations have less wdl organized security models than do defense
organizations. However, most companies do recognize at least two levels of sendtive
information — Company Confidentia and non-confidentia information. Some companies
have more than two levels. For example, IBM used to have severd levels of confidentia
information (Internal Use Only, IBM Confidentid, IBM Confidential — Restricted, and
IBM Regigtered Confidentia), dthough that was recently reduced to just IBM
Confidentid. Few companies use forma categories, with the exception of personnd-
related data

However, if two or more companies are cooperating on a project, with mutua non
disclosure agreements covering confidentia information, this cooperation can be
expressed in a category-based security modd that identifies which documents contain
company A confidentid information, which contain company B confidentia information,

2 The purpose of this paper isNOT to criticize how DoD and DoE map their classification systems

together. The present scheme has been in use for many years and clearly meets the needs of these two
cabinet-level departments. The purpose of this paper isto show that the mapping scheme that DoD and
DoE have devised, while well-suited for their specific needs, does not generalize well to the broader
requirements of the commercia world.

3 MISSI al'so supports a Permissive Bit Map Type that are used for release markings and caveats and a Free
FormField that is used for informational purposes only. These types of markings are beyond the scope of
this paper. Examples of their use can be found in Appendix A of [3]
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and which contain information confidentia to both A and B. Category combinations
happen when documents contain confidentia information from multiple companies, just
as in defense gpplications.

2.3 Combining Defense and Commercial Requirements

Imagine a multi-application smart card carried by a DoD employee. It might contain
DoD dassified information, because it controls access to sengtive areasindde the
Pentagon. Since the employee works with nuclear wegpons, it might also contain DoE
classfied information. The smart card might dso be the employee' s government travel
card, carrying proprietary information of a corporate credit card company. It might aso
have a frequent flier gpplication with proprietary information of an airline. That
gpplication in turn works with applications that store proprietary information of three
different competing rental car companies and five competing hotel chains. The lattice
security modd on the card must encode security informetion for dl of these
organizations*

3. Universal Access Classes

To meet dl of these requirements, we must define aworld-wide lattice security model

that supports avery large number of organizations, a least thousands of categories per
organization, and recognition that the hierarchica levels of one organization may have no
meaningful mapping to that of another organization. Thislast requirement isthe primary
difference from the proposdsin [6] and [5]. Those proposed asingle set of levels
together with alist of up to 2°? categories. To meet dll of these requirements, we need a
more complex definition of an accessclass. (Note: al access classes will be assumed to
be secrecy access classes for the remainder of this document. Integrity access classes
will work the same, but for amplicity, this paper will only dedl with secrecy.)

A universal access class conssts of a set of one or more organizational access classes,
such that the organizationd 1D (defined below) of each organizationa access dassis
unique. Table 1 showsauniversa access classthat contains N organizationd access
classes.

4 The underlying assumption isthat thisisa VERY secure smart card whose operating system can
effectively protect DoD classified information from the frequent flyer applications that have been written
by completely uncleared programmers. The purpose of this paper isto examine what kind of lattice
security model would such a hypothetical, high-assurance operating system require. The exampleis smart-
card based, because this paper has been written as part of a secure smart card project. However, the model
isin noway limited to only smart card applications.
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Count of Organizational Access Classes=N

Organizationd AccessClass 1

Organizationa Access Class2

Organizational Access ClassN

Tablel. Universal AccessClass

We define an organizational access class as a 3-tuple conssting of an organizationd
ID, an organizational secrecy level, and alist of zero or more organizational categories.
An organizationa access classisshownin Table 2.

Organizationd 1D Organizationd
Secrecy Leve

Count of Organizational Categories =P

Organizationd Category 1

Organizationa Category 2

Organizationa Category P

Table2. Typical Organizational Access Class

Theorganization 1D should consst of two fields, a country code, and an organization
number, asshown in Table 3. These should be similar to those defined in 1SO/IEC 7816-
5[1]. Theorganizationd secrecy level can be asmal integer — 0 to 15 should be
sufficient, permitting it to be stored in only 4 bits.  Organizations within the US DoD are
known to aready need thousands of categories, so organizationa category numbers
should be preferably be represented as 32-bit integers. One could make a case that 24-bit
integers are sufficient, but 16-bit integers are clearly too srdl.
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Country Code Organization Number

Table3. Organization 1D

We reserve one access class with organizationd 1D O, organizationa leve 0, and zero
organizationd categoriesto bethe level sysem-low. Theleve sysem-highis an access
classwith one entry for each organizationa 1D, and for each organizationa 1D entry, the
secrecy leve isthe highest permitted, and the list of categoriesincludes dl categories
defined for that organization.

3.1 Comparing Universal Access Classes

Universal access classes form alattice that could be used in the Bdl and LaPadula modd
[4]. Two access classes can be compared as follows:

Universal access class A islessthan or equa to universal accessclass B if and only if:
For each organizationa 1D in A, there exigts a corresponding organizationd 1D in B, and
for each such pair of organizationd IDsin A and B, the organizationa secrecy leve of A
islessthan or equd to the organizationd secrecy leve of B, and the set of organizationd
categories of A isan improper subset of the organizationd categories of B.

Universa accessclass A isequd to universal access class B iff the set of organizationd
access classesin A and B are exactly identicdl.

Universal access class B is greater than or equd to universal access class A iff universal
access class A islessthan or equa to universal access class B.

If universal access classes A and B have neither aless than or equd to, equal to, nor
greater than or equal to relaionship, then they are digoint or incomparable.

3.2 Typical Usage

While these universal access classes can be very large, the typicd usage will actudly be
quite compact. Mo4 files contain information from only one organization. Filesthat
contain multiple organization’s data will be rdaively rare.  Furthermore mogt filesin the
US DoD have only asecrecy level and no categories. It isanticipated that most filesina
commercid context will have only one category.
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4.0 MappingtheWorld-WideModd intoaLimited Memory
System

The access classes defined in the world-wide model can potentidly require alarge
amount of space to represent. In any system with alimited amount of memory (such asa
smart card), it will be essentia to map those access classesto a very small representation
that could be stored with each file. Asfirst proposed in chapter 10 of [6], a system can
smply assgn ashort integer to each universd access classthat is actudly in use, and
awayslook up the integer whenever an access class comparison isrequired. A typica
system might only need a few dozen category combinations a any one time, o the sze
of the mapping table could be very smdl indeed. On asmart card system, the short
integer need be no bigger than asingle 8-hit byte, and the table of mappings could be
sored as asorted list in afile that only maps the access classesin actud use.

5.0 Using Universal Access Classes

5.1 Using Universal Access Classesin the DoD and DoE

Universal access classes can easily represent the current DoD and DoE classification
systems in what appears to be a clearer gpproach than the current mapping strategy. The
DoD and the DoE would each be assgned an organizationa 1D. The DoD’s secrecy
levdlswould be Unclassified, Confidentia, Secret, and Top Secret. The DoOE's secrecy
levelswould be L, Q nonsengtive, and Q sengtive. If desired, a DoE employee could
adminigratively be assgned auniversal clearance that contained two organizationa
clearances. If the employee had only an L clearance, then the employee could be granted
aDoD secret clearance. If the employee had a Q clearance, then the employee could be
granted a DoD Top Secret clearance. The new universal scheme could dso dlow for a
DoE engpl oyee who was not automaticaly granted DoD access, unlike the current
sysem.

5.2 Using Universal Access Classes Commercially

In acommercid setting, imagine afrequent flyer gpplication in which acar renta
company wishes to share certain selected information with a partner airline, but not with
another car rental company that is dso partnered with the same airline. Assume the car
rental companiesin question are Chegpo Rentas and Extravagant Rentds, and the airline
isNocturnd Avidion. The datathat Chegpo wishesto share with Nocturnad Aviation
would be marked with a universal access class containing organizationa access classes of
both Nocturnal and Chegpo. Processes running on the system would have to be cleared

® The current DoE scheme may allow for DoE-only clearances already. The author of this paper is NOT
intimately familiar with the DoE scheme, and does not mean to imply limitations that may not in fact be
present.
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for both Nocturnal and Cheapo information, and those processes would not have access
to Extravagant informetion.

6.0 Administeringthe Creation of Access Classes

Adminigtering the creation of access classes must be performed by some trusted third
party. 1SO/IEC 7816-5 [1] defines such an organization for smart card gpplication IDs.
This same organization could also administer access classes. 1t will be crucid that the
trusted third party provide digitally signed certificates to prove that a particular access
class together with its organizationa I1Dsis genuine. Application IDswill dso require
such digitd signatures, dthough the stlandard does not currently provide for them.

7.0 Conclusons

We have seen that to make effective use of mandatory access controlsin acommercid
environment, we need a more complex representation of access classes than has
traditionaly been used in military sysems.  However, asmple extenson of the military
systems to define auniversal access class that consists of a set of organizational access
classesresultsin alattice modd that meets al of the sandard requirements of the Bell
and LaPadulamode [4]. The primary difference between these new universal access
classes and previous dtrategies is the recognition that each organization may not only
have its own set of categories, but may aso have its own set of secrecy levels that cannot
be easily mapped to the secrecy levels of other organizations. The gpproach that the US
Departments of Defense and Energy have developed for mapping their classfication
mearkings does not sufficiently generalize to meet the needs of commercid organizations.
However, the new universal access classes can represent the current DoD and DoE
systems in a backwards compatible fashion.
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