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ABSTRACT 
 

This paper extends mandatory access controls to meet multi-
organizational commercial security requirements.  It defines a 
universal access class that can represent the security needs of 
two or more independent organizations that may be 
cooperating on a joint proprietary project.  It can distinguish 
information that is proprietary to each of the organizations and 
information that is shared between these organizations, but 
must remain secret from all others.  The paper shows how the 
current way the US Department of Defense (DoD) and 
Department of Energy (DoE) share classified information does 
not sufficiently generalize for the commercial world.  By 
contrast, the new universal access class scheme can adequately 
model both the commercial world and the requirements of the 
DoD and DoE. 

1.0  Introduction 

For lattice security models to be successful in a commercial Internet environment, one 
needs to support potentially billions of different secrecy categories to allow each 
corporation in the world to define a reasonably large number of its own.   Just as IP 
Version 4 had to expand its address representation in IP Version 6 to support sufficient 
network addresses, any kind of lattice security model must support billions of categories.  
By contrast, a single system that supports a lattice model might only support a small 
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number of categories.  For example, Multics, the first commercial system to support a 
lattice security model permitted only eight secrecy levels and eighteen categories [7].  
These numbers were chosen to meet the needs of the Air Force Data Services Center 
(AFDSC), the first military organization to use Multics security to protect classified 
information against potentially hostile attack.  The categories were represented as a 
simple 18-bit field, with one bit for each category.  This number of categories was 
sufficient to meet AFDSC needs, but even at that time, this number was clearly 
insufficient to meet the needs of an intelligence agency that uses huge numbers of 
categories. 

Of course, any one machine would only need a small number of categories, but world-
wide, there must be an unambiguous representation of such categories to ensure that 
controlled sharing is possible between any two organizations.  This requirement was first 
elucidated in [6, chapter 10] and in [5].  In such a world-wide lattice security model, there 
could easily be millions of different categories, and the bit map with one bit per category 
would quickly become impractical.  Therefore, the category list representation was 
proposed in [6, chapter 10].   

This paper examines the requirements of both defense organizations and commercial 
organizations and proposes a new scheme for inter-organizational access classes that can 
better model the real world in which the lattice security model of one organization may 
not map well into the lattice security model of another organization, yet the two 
organizations may still wish to connect to the Internet and ensure that their respective 
lattice security policies are properly enforced.  They may even wish to permit an 
exchange of certain sensitive documents, in accordance with mutually agreed upon non-
disclosure agreements which in turn could result in documents that must be marked with 
lattice attributes from both organizations. 

2.0 What is Really Required? 

2.1 Defense Requirements 

The traditional view of lattice security models has been based on the US Department of 
Defense’s (DoD’s) use of lattice security.   The DoD has a single set of secrecy levels:  
Unclassified, Confidential, Secret, and Top Secret.  They also have a very large number 
of categories, primarily used within the intelligence community, but also used to protect 
nuclear war plans, cryptography, etc.  Most data is so-called collateral data that is not in 
any category at all, but some data may be in multiple categories.  For example, a single 
document might be classified Secret with categories apples, bananas, and cherries1.  To 
read such a document, a person must have a secret security clearance, and further must be 
authorized all three categories.  A person with a Top Secret clearance but only authorized 
                                                                 
1 Since many real category names are themselves sensitive information, we use artificial category names for 
this example. 
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apple and banana information, would not be allowed to read the document, because he or 
she is not authorized for cherry information. 

The Department of Energy (DoE) Weapons Laboratories use a similar security model, 
but their secrecy levels are different from the DoD’s, because they were authorized under 
different legislation.  DoE levels are Secret, L, Top Secret, Q Nonsensitive, and Q 
Sensitive [2].  The DoE also uses a large number of categories.  The most significant 
point, however, is that the secrecy levels are different from DoD levels.  Secret and Top 
Secret come from the DoD classification scheme, while L and Q are DoE-specific.2  An L 
clearance implies access to DoD Secret information, and Q clearance implies access to 
DoD Top Secret information. 

When one looks at lattice security models in international treaty organizations (such as 
NATO), the lattice becomes yet more complex, as different countries have their own 
definitions of secrecy levels.   

The DoD lattice security model has undergone much evolution since the early 1970s 
when the Multics representation was developed.  The list of categories representation has 
been adopted in the MISSI Access Control Concept [3] as their Security Tag Type 2 
(Enumerated Type).  The Multics-style of one bit per category is the MISSI Security Tag 
Type 1 (Restrictive Bit Map Type).3 

2.2 Commercial Requirements 

Most commercial organizations have less well organized security models than do defense 
organizations.  However, most companies do recognize at least two levels of sensitive 
information – Company Confidential and non-confidential information.  Some companies 
have more than two levels.  For example, IBM used to have several levels of confidential 
information (Internal Use Only, IBM Confidential, IBM Confidential – Restricted, and 
IBM Registered Confidential), although that was recently reduced to just IBM 
Confidential.  Few companies use formal categories, with the exception of personnel-
related data.   

However, if two or more companies are cooperating on a project, with mutual non-
disclosure agreements covering confidential information, this cooperation can be 
expressed in a category-based security model that identifies which documents contain 
company A confidential information, which contain company B confidential information, 

                                                                 
2 The purpose of this paper is NOT to criticize how DoD and DoE map their classification systems 
together.  The present scheme has been in use for many years and clearly meets the needs of these two 
cabinet-level departments.  The purpose of this paper is to show that the mapping scheme that DoD and 
DoE have devised, while well-suited for their specific needs, does not generalize well to the broader 
requirements of the commercial world.   
3 MISSI also supports a Permissive Bit Map Type that are used for release markings and caveats and a Free 
Form Field that is used for informational purposes only.  These types of markings are beyond the scope of 
this paper.  Examples of their use can be found in Appendix A of [3] 
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and which contain information confidential to both A and B.  Category combinations 
happen when documents contain confidential information from multiple companies, just 
as in defense applications. 

2.3 Combining Defense and Commercial Requirements 

Imagine a multi-application smart card carried by a DoD employee.  It might contain 
DoD classified information, because it controls access to sensitive areas inside the 
Pentagon.  Since the employee works with nuclear weapons, it might also contain DoE 
classified information.  The smart card might also be the employee’s government travel 
card, carrying proprietary information of a corporate credit card company.  It might also 
have a frequent flier application with proprietary information of an airline.  That 
application in turn works with applications that store proprietary information of three 
different competing rental car companies and five competing hotel chains.  The lattice 
security model on the card must encode security information for all of these 
organizations.4   

3. Universal Access Classes 

To meet all of these requirements, we must define a world-wide lattice security model 
that supports a very large number of organizations, at least thousands of categories per 
organization, and recognition that the hierarchical levels of one organization may have no 
meaningful mapping to that of another organization.  This last requirement is the primary 
difference from the proposals in [6] and [5].  Those proposed a single set of levels 
together with a list of up to 232 categories.  To meet all of these requirements, we need a 
more complex definition of an access class.   (Note:  all access classes will be assumed to 
be secrecy access classes for the remainder of  this document.  Integrity access classes 
will work the same, but for simplicity, this paper will only deal with secrecy.) 

A universal access class consists of a set of one or more organizational  access classes, 
such that the organizational ID (defined below) of each organizational access class is 
unique.   Table 1 shows a universal access class that contains N organizational access 
classes. 

                                                                 

4 The underlying assumption is that this is a VERY secure smart card whose operating system can 
effectively protect DoD classified information from the frequent flyer applications that have been written 
by completely uncleared programmers.    The purpose of this paper is to examine what kind of lattice 
security model would such a hypothetical, high-assurance operating system require.  The example is smart-
card based, because this paper has been written as part of a secure smart card project.  However, the model 
is in no way limited to only smart card applications. 
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Count of Organizational Access Classes = N 

Organizational Access Class 1 

Organizational Access Class 2 

… 

Organizational Access Class N 

Table 1.  Universal Access Class 

We define an organizational  access class as a 3-tuple consisting of  an organizational 
ID, an organizational secrecy level, and a list of zero or more organizational categories.  
An organizational access class is shown in Table 2. 

Organizational ID Organizational 
Secrecy Level 

Count of Organizational Categories = P 

Organizational Category 1 

Organizational Category 2 

… 

Organizational Category P 

Table 2.  Typical Organizational Access Class 

 The organization ID should consist of  two fields, a country code, and an organization 
number, as shown in Table 3.  These should be similar to those defined in ISO/IEC 7816-
5 [1].  The organizational secrecy level can be a small integer – 0 to 15 should be 
sufficient, permitting it to be stored in only 4 bits.   Organizations within the US DoD are 
known to already need thousands of categories, so organizational category numbers 
should be preferably be represented as 32-bit integers.  One could make a case that 24-bit 
integers are sufficient, but 16-bit integers are clearly too small. 
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Country Code Organization Number 

Table 3.  Organization ID 

We reserve one access class with organizational ID 0, organizational  level 0, and zero 
organizational categories to be the level system-low.  The level system-high is an access 
class with one entry for each organizational ID, and for each organizational ID entry, the 
secrecy level is the highest permitted, and the list of categories includes all categories 
defined for that organization.   

3.1  Comparing Universal Access Classes 

Universal access classes form a lattice that could be used in the Bell and LaPadula model 
[4].  Two access classes can be compared as follows: 

Universal access class A is less than or equal to universal access class B if and only if:  
For each organizational ID in A, there exists a corresponding organizational ID in B, and 
for each such pair of organizational IDs in A and B, the organizational secrecy level of A 
is less than or equal to the organizational secrecy level of B, and the set of organizational 
categories of A is an improper subset of the organizational categories of B. 

Universal access class A is equal to universal access class B iff the set of organizational 
access classes in A and B are exactly identical. 

Universal access class B is greater than or equal to universal access class A iff universal 
access class A is less than or equal to universal access class B. 

If universal access classes A and B have neither a less than or equal to, equal to, nor 
greater than or equal to relationship, then they are disjoint or incomparable. 

3.2 Typical Usage 

While these universal access classes can be very large, the typical usage will actually be 
quite compact.  Most files contain information from only one organization.   Files that 
contain multiple organization’s data will be relatively rare.   Furthermore most files in the 
US DoD have only a secrecy level and no categories.  It is anticipated that most files in a 
commercial context will have only one category.   
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4.0 Mapping the World-Wide Model into a Limited Memory 
System 

The access classes defined in the world-wide model can potentially require a large 
amount of space to represent.  In any system with a limited amount of memory (such as a 
smart card), it will be essential to map those access classes to a very small representation 
that could be stored with each file.  As first proposed in chapter 10 of [6], a system can 
simply assign a short integer to each universal access class that is actually in use, and 
always look up the integer whenever an access class comparison is required.  A typical 
system might only need a few dozen category combinations at any one time, so the size 
of the mapping table could be very small indeed.  On a smart card system, the short 
integer need be no bigger than a single 8-bit byte, and the table of mappings could be 
stored as a sorted list in a file that only maps the access classes in actual use.   

5.0 Using Universal Access Classes  

5.1  Using Universal Access Classes in the DoD and DoE 

Universal access classes can easily represent the current DoD and DoE classification 
systems in what appears to be a clearer approach than the current mapping strategy.  The 
DoD and the DoE would each be assigned an organizational ID.  The DoD’s secrecy 
levels would be Unclassified, Confidential, Secret, and Top Secret.  The DoE’s secrecy 
levels would be L, Q non-sensitive, and Q sensitive.  If desired, a DoE employee could 
administratively be assigned a universal clearance that contained two organizational 
clearances.  If the employee had only an L clearance, then the employee could be granted 
a DoD secret clearance.  If the employee had a Q clearance, then the employee could be 
granted a DoD Top Secret clearance.  The new universal scheme could also allow for a 
DoE employee who was not automatically granted DoD access, unlike the current 
system.5 

5.2  Using Universal Access Classes Commercially 

In a commercial setting, imagine a frequent flyer application in which a car rental 
company wishes to share certain selected information with a partner airline, but not with 
another car rental company that is also partnered with the same airline.   Assume the car 
rental companies in question are Cheapo Rentals and Extravagant Rentals, and the airline 
is Nocturnal Aviation.  The data that Cheapo wishes to share with Nocturnal Aviation 
would be marked with a universal access class containing organizational access classes of 
both Nocturnal and Cheapo.  Processes running on the system would have to be cleared 
                                                                 
5 The current DoE scheme may allow for DoE-only clearances already.  The author of this paper is NOT 
intimately familiar with the DoE scheme, and does not mean to imply limitations that may not in fact be 
present. 
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for both Nocturnal and Cheapo information, and those processes would not have access 
to Extravagant information.   

 

6.0 Administering the Creation of Access Classes 

Administering the creation of access classes must be performed by some trusted third 
party.  ISO/IEC 7816-5 [1] defines such an organization for smart card application IDs.  
This same organization could also administer access classes.  It will be crucial that the 
trusted third party provide digitally signed certificates to prove that a particular access 
class together with its organizational IDs is genuine.  Application IDs will also require 
such digital signatures, although the standard does not currently provide for them. 

7.0 Conclusions 

We have seen that to make effective use of mandatory access controls in a commercial 
environment, we need a more complex representation of access classes than has 
traditionally been used in military systems.   However, a simple extension of the military 
systems to define a universal access class that consists of a set of organizational access 
classes results in a lattice model that meets all of the standard requirements of the Bell 
and LaPadula model [4].  The primary difference between these new universal access 
classes and previous strategies is the recognition that each organization may not only 
have its own set of categories, but may also have its own set of secrecy levels that cannot 
be easily mapped to the secrecy levels of other organizations.  The approach that the US 
Departments of Defense and Energy have developed for mapping their classification 
markings does not sufficiently generalize to meet the needs of commercial organizations.  
However, the new universal access classes can represent the current DoD and DoE 
systems in a backwards compatible fashion. 
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