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Abstract
Web hosting services provide access to their server farms on behalf
of large numbers of di erent customers. The users who connect to
the Web sites of those customers drive the comsumption of a variety
of resources, like network bandwidth, that are shared by the entire
server farm, sometimes to the advantage of one customer's Web site
and the detriment of others. A system has been devised that uses a
front-end controller to monitor and throttle traÆc, as necessary, to
avoid such problems. Once contention for resources is detected, the
controller uses admission controls to avoid overloads. It will also slow
down delivery of data on individual network connections, if necessary.
Network traÆc passes through this controller only when it arrives
at the server farm, not when it leaves, and the control system requires
no changes to the software on the servers themselves. These factors
create problems in establishing control of the traÆc, and the servers.
At the same time, they reduce the load on the front-end controller
and its performance impact on the system as a whole.

1 Introduction
With the increasing number of Web sites, the use of Web hosting services
becomes more and more popular. Service providers host and manage a large
number of Web sites for di erent customers. The customers are freed from
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the technical details required to establish and maintain their own Web sites
and rely on the service providers to handle those details. From the service
providers' point of view, maintaining separate hardware and software systems
for individual customers is not cost-e ective. They would rather establish a
large system, referred to as a Web server farm, which can be shared by the
Web sites of multiple customers. Such a high performance Web server farm is
often constructed as a cluster of many smaller-sized systems for managementand cost-e ectiveness.
A Web hosting service will generally be provided on a contractual basis.
Each customer and service provider agree on and generate a service level
contract. A core part of this service contract is a guaranteed level of performance. For example, customers may request a certain level of server and/or
network bandwidth to be guaranteed for their Web sites. In other cases,
they may want a certain number of users to be allowed to access speci c
applications on their sites at the same time.
While advantageous in many ways, providing a Web hosting service on a
cluster-based Web server farm gives rise to new challenges in system management. Most of all, it should support dynamic sharing of the resources while
enforcing the service level agreement. For this, it is necessary to collectively
monitor and control the resources spread over di erent component systems.
In this paper, we describe a resource monitoring and controlling system for
a clustered Web server farm.
There have been many research e orts to provide guaranteed services on
the Internet [4, 6, 14, 19, 25]. Our work makes an additional contribution
to these e orts by providing control for resource sharing on the front end
of a clustered system. Our system monitors the load on back-end servers
by intercepting incoming packets at a front-end node. It throttles traÆc to
the servers by delaying or rejecting packets depending on the load and the
resource utilization. Such front-end control makes it possible to collectively
manage resources across di erent servers. This approach also avoids unnecessary waste of system resources, since the control decision is made at an
early stage.
There are challenges in developing a front-end controller. Most of all, the
control system su ers from lack of information. Since the controller resides
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on a separate node from back-end Web servers, it is hard to acquire the exact
knowledge of resource utilization. In addition, the controller cannot extract
detailed knowledge about the contents of packets or the connections because
packets are intercepted before they fully go through the TCP/IP stack.
The rest of the paper is organized as follows. Section 1.1 delineates the
contributions of this paper and describes its relationships to earlier works.
Section 2 describes an architecture for a cluster-based Web server farm and
front-end resource control. In section 3, we describe the policy for bandwidth
sharing. In Section 4, we describe the system implementation.

1.1 Contributions and Relationship to Earlier Work
The main focus of our work is to provide a front-end resource controller for
a cluster-based Web server farm. It should be able to globally manage the
resources in a cluster. The performance requirement is speci ed per groups of
connections to Web servers or applications (called a service group, which will
be de ned later). The resource controller should be able to increase resource
utilization while guaranteeing the speci ed minimum level of performance
for each service group.
In the context of a group of TCP ows, a leaky bucket rate control method
has been proposed in [19]. It proposes a way to share a common token bucket
among multiple TCP ows controlling and sharing the aggregate bandwidth
within a group. Our study is di erent in two aspects. First, the method
in [19] is a source-based control, which assumes detailed knowledge of the
application and that of the TCP ow is available. On the contrary, our objective is to provide a controlling system which can be put on the front-end
of a large, cluster-based web server farm. Source based control on each server
(component node in a cluster) is not suÆcient to orchestrate the bandwidth
across the cluster system. Second, while the work in [19] focused on guaranteeing the aggregate bandwidth and fair sharing among each ow within
a group, we have an additional objective of fair sharing of slack bandwidth
across di erent service groups.
Several proposals have been made for rate-based control of TCP data
ow. Application-based rate control [17] provides high accuracy, but at the
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cost of modi cation to the server code itself. This limits it to those servers
whose code happens to be available, and requires additional coordination
when di erent servers are used, and even more so in a server farm. Most
relevant to our work is the ACK-based pacing in [14]. In [14], enforcement of
a rate allocated for each ow is achieved by modifying the ACK number and
receiver window elds in the ACK header and by modulating the ACK rate.
While our objective is to guarantee the aggregate rate for a service group, a
similar ACK-pacing is used for each ow within each service group.
Many research e orts have been put on measurement-based admission
control [9]. The traÆc models in that work are usually di erent from ours in
that each ow has a bandwidth requirement, possibly time-variant. Therefore, the focus in that work is to guarantee the bandwidth requirement by
limiting the number of admitted ows while increasing system utilization. In
contrast, in our work, the admission decision of each ow is made in a much
simpler way since each ow does not have a bandwidth requirement. We use
rate-controlling mechanisms to guarantee the bandwidth requirement given
to groups of ows.

2 Architecture
Figure 1 shows a Web server farm on a cluster system. Web hosting service
providers maintain such a web server farm and host multiple web sites for
di erent customers.
Each customer establishes a Service Level Agreement (SLA) with a service
provider. This SLA speci es that the provider guarantees for a service a
certain level of performance. Here, the unit of a service can be a group
of connections from clients and is referred to as a service group. A service
group may be composed of a whole Web site, a group of URL's, or a group of
applications. For example, an e-commerce site from a company may provide
two di erent services, one for special promotions and the other for products
on regular sale. In this case, the company may specify in SLA two service
groups on the same Web site with di erent levels of service guarantees. For
example, it may want at least 10 clients to be able to access the service on
regular sale and at least 20 clients on the promotion sale.
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Figure 1: Web Server Farm on a Cluster System
There is also evidence that end users have expectations about what sort
of performance a request should have, and that failing to meet those expectations can have a signi cant, negative impact on user satisfaction[1]. Requests
perceived as more complex are granted greater leeway, while apparently simple ones are expected to be fast. Slow responses to requests buried in the
middle of a sequence of requests leading to a purchase are especially annoying. Assignment of di erent types of requests to di erent service groups can
therefore become critical to the success of a web site.
The service guarantee may be speci ed on di erent performance measures. Some of them specify the performance measures for bandwidth, such
as guaranteed bandwidth per service group. Beyond this guaranteed level,
more bandwidth, if available, can be allocated as a best-e ort service. The
SLA may specify di erent charges for guaranteed and best-e ort services,
with lower charges imposed, for example, for bandwidth that will only be
provided at the convenience of the service provider. There is, as well, likely
to be a maximum amount of bandwidth that the customer is willing to pay
for. Server performance can also be speci ed. For example, a guaranteed
connection rate may be set for a particular service group. As in bandwidth,
best e ort service can be speci ed when connection requests arrive at a rate
higher than this guaranteed rate. This best e ort service may further include
a di erent priority level (e.g. higher priority to HTTPS). Also, the number
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of connections which it is guaranteed can be opened concurrently can be
meaningfully included.
The service provider should assign resources (e.g. servers or communication link bandwidth) on the web server farm to host di erent web sites. This
allocation can be done in di erent ways. First, each resource can be statically partitioned and each part can be dedicated to di erent web sites. For
example, a back-end node can be dedicated to Customer 1's site and another
to Customer 2's. In contrast, the resources may be partitioned and shared on
demand among di erent web sites and applications without static partitioning and allocation. This is refered to as dynamic partitioning and allocation.
For example, each request can be directed to a back-end node which is dynamically chosen depending upon the resource availability. Lastly, a mixture
of static and dynamic allocation is possible.
Comparing the di erent methods, static paritioning and allocation is easier to implement. However, the level of system utilization it can achieve will
be less than the other two methods. That is because the unused resource
capacity allocated to a speci c customer can not be used by any other customers even when they lack the same resources. Static partitioning may also
be very costly, as it would be to provide separate incoming communication
lines for each customer. In addition, once the partition and allocation are
done, the system is not resilient to environmental changes. Whenever new
customers are added or existing customers withdraw their contracts, the system should go through recon guration. Similarly, the system may go through
gradual upgrades. It is also likely that even a steady customer will change
the level of guaranteed service speci ed in the SLA.

2.1 Front-End Cluster Control
Resource control on a clustered Web server farm is possible at multiple points
(Figure 2). Control actions can be taken on incoming data packets or outgoing packets. The control on the incoming packets can be made at the
front-end controller or on each server. Similarly, actions on the outgoing
data packets can be taken at either a server or a common node, if any, on
the data return path.
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Figure 2: Control Points for a Web Server Farm
Control on the out-bound packets can achieve more accurate control than
that on the in-bound packets. This is because by the time the out-going data
packets are generated, the system has acquired all the related information
for the requests, such as URL, data size, number of CPU cycles consumed,
etc. However, it cannot be used to avoid an overload of resources, since it
has already used up the required server resources. On the contrary, incoming
packet control is e ective to reduce the overload condition but lacks required
information about the requests.
There have been many reseach e orts for the control on the server side;
see, e.g., [19]. However, control on the servers is not suÆcient to share
resources on a clustered environment, since the resource sharing on a cluster
system requires global knowledge and control of the system resource accross
di erent servers. The focus of this paper is a front-end controller which makes
possible such global orchestration of the system resources. Such a front-end
controller is advantageous in avoiding unnecessary waste of resources because
the control decision and action is made at an early stage of the system, before
the data packets enter the servers and thereby consume any resources.

3 Bandwidth Sharing
EÆcient bandwidth management while enforcing the SLAs in a clustered
Web server farm results in two levels of bandwidth sharing. In the higher
level, the farm's bandwidth is shared among di erent service groups. In the
lower level, the di erent connections in the same service group share the
bandwidth allocated to the service group. Therefore, separate bandwidth
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control mechanisms are provided for the two layers.

3.1 Sharing Among Service Groups: Macro-level Sharing
The sharing of bandwidth proceeds in three steps: forecasting future demand,
allocating bandwidth among priority levels, allocating within priority levels.
We now discuss each of those steps.
3.1.1

Demand forecasting

The traÆc to Web sites has been successfully represented by an ARIMA
model with daily, weekly, and annual trends [13]. We assume that our observation intervals will be short, on the order of a few seconds to, at most, a
minute. This allows us to model the bandwidth demand during the upcoming observation interval as being equal to the demand during the previous
interval plus some random noise .
Forecasting the traÆc is thus reduced to estimating the distribution, or
at least the moments, of . Although the expected value of  should be near
zero, it is estimated using an exponentially-smoothed moving average, in
order to capture any short-term trends that the observation interval is not
short enough to lter out. The variance of  is not particularly convenient to
estimate in a similar fashion. Instead, we have observed in various data sets
that the standard deviation of  is strongly correlated with max(0; ). We
therefore use an exponentially-smoothed moving average of the max(0; ) as
an estimate of the standard deviation of . Based on that, our estimate of
the most bandwidth that a service group is likely to demand during the next
observation interval is  =  + 1 23 ~, where  is the moving average of  and ~
is our approximation of the standard deviation.
3.1.2

Bandwidth allocation

Our system supports SLAs that specify, for each service group, the bandwidth
guaranteed to be available whenever it is demanded. Given the SLAs in
hand, we know by construction that the guaranteed level of service of all
8

of the customers can be met simultaneously. Each service group that is
demanding that much, or more, bandwidth will be initially allocated at least
that much bandwidth. At the same time, those service groups forecasted to
demand less bandwidth will receive a smaller initial allocation, covering just
their forecasted demand. Thus, each service group will almost certainly at
least get what it has been guaranteed, within the limits of accuracy of our
forecasting.
The priorities speci ed in each SLA is then taken into account. We take
the remaining, unallocated bandwidth, and give to each service group as
much more than their initial allocation as they are forecasted to want, starting with the highest-priority group. Thus, service groups that have paid more
for better best-e ort service will get a better e ort. If the SLA speci es a
maximum allocation of bandwidth to a service group, that limit would be
applied at this point.
There may then be some residue of unallocated bandwidth. This is split
equally among all of the service groups, again within any limits on maximum bandwidth imposed by the SLAs. In recognition of the fallibility of
the forecasting, an alternative that might o er better compliance with the
guarantees would be to weight the distribution of this residue based on the
sizes of the forecasted possible increases.
This is a somewhat rigid partitioning of all available bandwidth, at least
for the duration of each observation interval. Similar decisionmaking could
instead be made as each packet is processed, determining its fate on the
basis of what has transpired up to the moment of its arrival. This would,
unfortunately, greatly increase the cost of handling each packet in return for
what we believe would be, at best, a marginal improvement in the fair use
of available bandwidth.
3.1.3

Fairness

Among those groups of equal priority, the allocation of extra bandwidth over
and above what had been guaranteed to those groups is all that has been
forecasted that they might each desire, if there is suÆcient bandwidth. When
there isn't, the allocations are proportional to the amounts forecasted such
that precisely all of the available bandwidth is consumed. This choice is
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actually fairly arbitrary, and max-min fairness could just as well have been
used.

3.2 Admission Control
Once an aggregate bandwidth is assigned to a service group, the threshold
on the number of admitted connections is decided. The main purpose of the
admission control is to guarantee the minimum level of bandwidth for each
ow. This minimum bandwidth may be speci ed in SLA. Otherwise, it is
selected by a system administrator. Without such a minimum bandwidth
for each connection, the system can nominally admit an in nite number of
connections and still satisfy the aggregate bandwidth requirement. This may
result in very slow connections opened for a long time, causing signi cant
waste of resources in the system. The threshold can be computed from
the assigned aggregate bandwidth and the chosen minimum bandwidth per
connection.
In a more elaborate case, connections from di erent clients can be classied by looking at source IP addresses and assigned di erent minimum bandwidths.

3.3 Sharing within a Service Group: Micro-level Sharing
The objective of micro-level sharing is rst to control the bandwidth of the
service group to the bandwidth limit that was set at the macro level. At
the same time, it should achieve fair sharing of the bandwidth among the
di erent connections in the service group. Lastly, since micro-level sharing
involves packet level control, the trade-o between the e ectiveness of the
control scheme and the system overhead should be considered.
At one extreme, we may simply focus on controlling the aggregate bandwidth without any separate treatment of each connection. This will result
in a blind sharing of bandwidth. Although cheap, this simplistic method
may result in unfair treatment of connections. At the other extreme, we may
allocate bandwidth di erently for each connection and realize a fair sharing
10

of bandwidth. However, this will require separate control of each connection
and induce an excessive system overhead.
One practical issue to be considered for a fair sharing in micro-level is the
nature of the connections. When slow connections (for example, from clients
using modems) and fast ones are mixed for a particular web site, equal allocation of bandwidth over the slow and fast connections are not meaningful.
Also, when data rate excesses the allocated aggregate bandwidth, penalizing
both slow and fast connections equally can be considered unfair.
The scheme we propose considers the nature of each connection as mentioned above. At the same time, it can be realized with relatively little
overhead. We impose a delay that varies with the size of the packets. This
is done to all packets for all connections in the service group whenever the
currently measured bandwidth exceeds the assigned aggregate bandwidth for
the service group. For this, we maintain the integral of the errors, i.e., E =
E + (S - B), where S is the current bandwidth consumption and B is the
target rate of bandwidth consumption. Then a delay per byte of a(S-B) +
b*E, with an appropriate selection of constants a and b, gives a type 1 feedback control system [23]. (The integration term (bE) is for the elimination of
steady-state error.) This will result in reasonable treatment of connections,
because slow connections will see suÆciently small additional delays that it
will be in the noise. In contrast, fast connections will see the delays that are
really keeping things under control.
This method does not require the maintaining of separate packet queues
for individual connections, resulting in a signi cant reduction in system overhead. However, it still requires some computation for every packet. For a
further reduction in the overhead, one might let through immediately those
packets whose round-trip time, based on the time of the last acknowledgement packet, seems large enough relative to the delay being imposed.

3.4 EÆciency
Figure 3 shows the diurnal variation of workload at a commercial web site,
which we will refer to as Customer 1. (The gap at 17 is due to a break in
the trace, not to a break in the activity at the web site.) As seen in the
11
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Figure 3: Customer 1's Diurnal Workload Variation
gure, the number of requests varies signi cantly over time, ranging from a
few thousands per hour to more than 50 thousand.
To evaluate the eÆciency of our bandwidth allocation method, we compare it to the worst and best possible alternatives. The worst method of
allocating bandwidth is to statically assign as much bandwidth to each service group as that service group will ever want. As can be seen in gure 3,
even during the course of a single day that will leave large amounts of network capacity idle most of the time. The best possible method is to employ
an oracle that can predict the precise amounts of bandwidth that will be
consumed and to assign bandwidth budgets that precisely match those predictions. Our method must fall somewhere in between, since we track the
actual consumption, but must leave some cushion in our budgets to allow for
errors in our predictions.
Figure 4 shows the eÆciency of the bandwidth forecasting and allocation
described above for the log data from Customer 1. In addition, it shows
the results from another commercial web site, which we will refer to as Customer 2. The gure plots the amount of unused bandwidth bandwidth made
available to other service groups. The results are scaled such that the best
possible results, as provided by the oracle, have a value of 1, while the worst
possible method, static assignment, never frees unused bandwidth and has
an eÆciency of 0. For example, when the polling interval is 5 seconds, about
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Figure 4: EÆciency of the Bandwidth Forcasting and Allocation
55% eÆciency is achieved for Customer 1 and about 90% for Customer 2.

4 Implementation
The system has been prototyped on the AIX operating system for the IBM
RS/6000 as a combination of a kernel extension based on the IBM Network Dispatcher and a user-level program. It is mainly composed of three
modules: Connection Monitor, Resource Controller, and Resource Manager.
Also two types of queues, Connection Queue and Acknolwedgement Queue,
are maintained in the system. These queues are governed by the Resource
Controller.

4.1 Major Data Structures
The following kernel data structures are maintained in the system.
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Connection Records hold the dynamic information
about each connection in the system. For each connection, it identi es the
address of the back-end node to which the connection is dispatched. It also
keeps track of the connection status, such as Active, Finished, Pending, etc
and holds the list of Service Groups to which each connection belongs.
Connection Record:

For each service group, a Connection Queue is maintained for pending connection requests (SYN packets). A connection request
can belong to multiple Service Groups and therefore to multiple Connection
Queues.
Connection Queue:

Acknowledgement Queue is used to pace ACK
packets to enforce the allocated rate. The way in which an Acknowledgement
Queue is maintained depends on the micro-level bandwidth sharing policy.
When rate enforcement is imposed per ow, the Acknowledgement Queue is
maintained for each ow, whereas if rate enforcement is done on a service
group basis, a single Acknowledgement Queue is maintained for each service
group.
Acknowledgement Queue:

4.2 Resource Controller
The Resource controller is the major component of the system and is realized as kernel extension modules. When a new SYN packet arrives, it looks
into the destination IP address and the port number and identi es the service
groups which the requested connection belongs to. If the corresponding Connection Queues are empty, it selects and dispatches the connection request
to one of the back-end nodes. The selection is done in a weighted roundrobin fashion [10], to balance the load over those nodes that are assigned to
that service group. More requests are assigned to nodes with higher weights,
which, by their static setting, accounts for nodes of di ering speeds and, by
their dynamic adjustment, accounts for load imbalances due to di erences
among the requests. Then, a Connection Record is constructed and used to
forward any follow-up packets belonging to the same ow. The SYN packet
is queued in the corresponding Connection Queues, if any of them are not
14

empty.
When a received packet is an ACK packet, the controller identi es the
corresponding Acknowledgement Queues of the appropriate Service Groups.
It then either queues or fowards the packet to the back-end node depending
on if the Acknowledgement Queues are empty.

4.3 Connection Monitor
The Connection Monitor is another component implemented in the kernel
space. The main function of the connection monitor is to keep track of the
status of each connection as well as that of resource utilization on each backend node. It allocates a Connection Record whenever a new connection is
opened between a client and a server, and deallocates it whenever the connection is terminated. It also maintains the statistics such as connection rate,
number of open connections, etc, for each service group, and the bandwidth
consumption for each open connection and service group. This is done by
observing the acknowledgement numbers in the arriving packets. The bandwidth consumption rate of each service group is periodically reported to the
Resource Manager.
Apart from the Connection Monitor, the system also gathers related information from the respective back-end nodes. The connection and resource
information can be more accurately monitored in back-end nodes than in
front-end nodes. In addition, the information gathered at the front-end can
also be obtained by combining data from the respective back-end nodes.
However, collecting part of it directly from the front-end is still meaningful.
The report from a back-end node incurs signi cant cost to both back-end and
front-end nodes due to the requirement of inter-node communication. Therefore, the reporting frequency is limited, possibly resulting in untimeliness of
the information.

4.4 Resource Manager
The Resource Manager is the only user-level program in the sytem. The
statistics being gathered by the Connection Monitor are read, periodically,
by the Resource Manager. They are then used in the macro-level sharing
15

Figure 5: Resource Manager in Operation
calculations performed by the Resource Manager. The resulting bandwidth
budgets and admission control settings are passed back down to the Resource
Controller.
In a server farm that includes multiple front-end controllers, each has
its own Resource Manager. They all communicate with a global Resource
Manager, which is responsible for allocating bandwidth among all of the
front-end controllers. It polls the local Resource Managers at each front-end
controller periodically, computes the new, global budget, and passes back
to each local manager its own budget. The polling by the global Resource
Manager, using TCP/IP, is much more expensive than that by the local
Resource Managers of their own Connection Monitors, using a system call
exported by the kernel extension, and is therefore signi cantly less frequent.
This is illustrated in the screen shot in Figure 5. The window for the
global manager, on the left, shows the average bandwidth consumption of
each local manager (white), the peak consumption (gray), the bandwidth
guaranteed to be available (green), and the bandwidth budget given to that
local manager (red). Time progresses from left to right, each bar representing
16

an observation and update cycle. The other two windows show the operation of the local managers, showing the activity and limits on each service
group. In this example, 10.10.10.10:11 has the highest priority but the lowest
consumption; 20.20.20.20:22 has the next lower priority; and 10.10.10.10:33
has the lowest priority. Because the demands of 10.10.10.10:11 are so low,
the excess, available bandwidth is given to 20.20.20.20:22, whose demands
are suÆciently large and erratic that it receives a generous cushion of excess
bandwidht, leaving little for 10.10.10.10:33, which often only gets exactly
what it was guaranteed and no more.
As indicated in section 3.4, the eÆciency of the bandwidth sharing mechanism increases as the observation interval is shortened. This must be traded
o against the overhead of running the resource manager more often. The
performance of the resource manager was therefore measured on a relatively
slow machine (160MHz). These measurements indicate that the overhead
for the resource manager grows to about 1observation interval is about 2
milliseconds. This is signi cantly shorter than the time necessary for the
estimation of bandwidth consumption, and so is of no further concern.
To see if admission control alone was e ective, the system was run with
an arti cial workload based on httperf[21]. One change was made to httperf,
to limit the bandwidth consumption of each client. In this test, it was set
to 5KB per second per client, of which there were 10, while the resource
manager was given a bandwidth budget of only 20KB per second. As such,
there was certainly always suÆcient demand to consume the entire budget.
Therefore, underutilization is as much of an error as overutilization, which
makes the square root of the mean-squared-error an interesting measure of
success. Use of admission control alone led to an MSE error of about 5KB per
second. This is about as good as we had hoped, given the poor granularity of
the individual clients relative to the budget. It does, however, point up the
value of adding ACK pacing. This allows us to admit enough more requests
to ensure that a drop in demand per client will not leave us underutilized
(we add 50 percent to the connection limit) while also keeping increases in
demand per client from blowing consumption way past the budgeted amount.
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5 Conclusions
The use of a front-end control node in a Web server farm is e ective in
the management of shared resources like bandwidth. Admission control at
the front-end node limits consumption of resources at the server load while
allowing a suÆcient number of jobs into the system to keep overall utilization
high. Providing the front-end node with TCP rate control allows the actual
bandwidth consumption among the admitted connections to be ne-tuned
to the prescribed levels. Adding some simple forecasting allows occasional,
periodic adjustments to the control settings to be made with reasonable
accuracy and fairness without undue cost.
As it stands, our front-end control node operates solely on the basis of
information directly available to it. In the future, we intend to integrate
it with other sources of information, which may in uence the sharing of
resources in a variety of ways. We are also considering how this system will
interact with other system management tools, to which reports must be made
and whose control directives must be followed.
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