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ABSTRACT

Virtualization has become much more important throughout the computer
industry both to improve security and to support multiple workloads on the same
hardware with effective isolation between those workloads. The most widely
used chip architecture, the Intel and AMD x86 processors, have begun to support
virtualization, but the initial implementations show many problem areas. This
paper examines the virtualization properties of the Alpha architecture with
particular emphasis on features that improve performance and security. It shows
how the Alpha’s features of PALcode, address space numbers, software handling
of translation buffer misses, lack of used and dirty bits, and secure handling of
unpredictable results all contribute to making virtualization of the Alpha
particularly easy. The paper then compares the virtual architecture of the Alpha
with Intel’s virtualization technology for x86 and, AMD’s virtualization
architecture. It also comments briefly on Intel’s virtualization technology for
Itanium, IBM’s zSeries and pSeries hypervisors and Sun’s UltraSPARC
virtualization. It particularly identifies some differences between translation
buffers on x86 and translation buffers on VAX and Alpha that can have adverse

perfor mance consequences.

1 Introduction

The purpose of this paper is to examine the features
of Digital Equipment Corporation's (DEC's) Alpha
processor [3] that are specifically designed to
support virtual machine monitors (VMMs) and to
reflect on how these features might apply to
virtualization of other CPUs. These features were
designed into the Alpha architecture from the very
beginning of the Alpha design, but rationale for
those features was never documented, in part
because DEC's VMM project was canceled [33].
HP Labs did eventually implement a special
purpose hypervisor [39] on the Alpha, but this was
never intended for general deployment. The
virtualization features of the Alpha processor were
designed primarily by Paul A. Karger, Andrew H.
Mason, and Timothy E. Leonard.

The virtualization features of the Alpha processor
were developed, based in large measure on DEC’s
experience in virtualizing the VAX architecture

[16]. The VAX virtual machine monitor is
described in [33] and the specific processor
architecture features are described in [26] and [32].
Both the VAX and Alpha virtualization changes
were designed to support self-virtualization, and
both solved the problem of virtualizing multiple
protection rings with ring compression. Ring
compression avoided the need for an extra
protection ring by choosing a pair of adjacent rings
and mapping them into the same real protection
ring.

This paper will particularly highlight how the Alpha
processor’s use of PALcode (defined below in
section 2.1) and it’s unique handling of
UNPREDICTABLE results (defined in section 3)
made the Alpha architecture particularly well-suited
to supporting secure hypervisors.

After presenting the Alpha virtualization approach,
this paper briefly compares it to the virtualization
strategies employed by Intel and AMD on their x86
processors, and points out some problems in the x86



approaches. It also briefly compares the Alpha to
virtualization approaches by IBM on zSeries and
pSeries, by Intel on Itanium, and by Sun
Microsystems on UltraSPARC. The purpose of
these comparisons is NOT an in-depth analysis, but
rather to suggest where some lessons learned on the
Alpha virtualization could be applied to improve the
performance and security of hypervisors on other
processors.

All of the information presented in this paper is
based on publicly available specifications for the
various processors in question.

2 PALcode

One of the key aspects of the design of the Alpha
processor was the ability to emulate some of the
complex instructions from the VAX on the new
RISC processor without using microcode by instead
implementing new or complex instructions in
Privileged Architecture Library code or PALcode.
These PALcode instructions proved very useful for
virtualization, as will be shown in this section.
PALcode instructions are very similar to Alpha
native instructions, but they run in a special mode
called PALmode. Unlike microcode, PALcode
would be used only for these specia or complex
instructions. Most Alphainstructions would be
directly implemented by the chip. PALcode
instructions would trap to a specia mode in which
regular Alphainstructions, as well as special
processor-model -specific instructions could be used.
These processor-model-specific instructions would
allow direct access to internal processor registers
that were unique to that particular model of Alpha
processor, rather than architected to be identical on
all processor models. An example of such an
instruction might allow access to the memory
bus interlock registers, so that a PALcode
routine could implement complex instructions
like the VAX interlocked queue instructions
that were extensively used inthe VAX/VMS
operating system [34]. Implementing those
instructions on Alphawould make porting the
operating system much easier. PAL code was not a
new concept in Alpha. PALcodeisvery similar to
extracode that was part of the Atlas computer
system [35].

2.1 Sensitive Instructions and
PALcode

The most essential requirement for a CPU
architecture to be virtualizable is that all sensitive
instructions trap to the virtual machine monitor.
This requirement was first identified by Goldberg in
[24] and [46]. In essence, the requirement is that all
sensitive instructions and all references to sensitive
data structures trap when executed by unprivileged
code. A sensitive instruction is one that either
reveals or modifies the privileged state of the
processor.

Most modern CPUs do not meet this requirement.
The first virtualizable CPUs were a specially
modified IBM 7044 [45] and a specially modified
IBM 360/40 [18, 37]. The IBM System 360/67 met
these requirements for the first commercially
available virtual machine monitor, CP67/CMS [40],
as do the current generation IBM zSeries
mainframes for zZVM. However, the VAX
architecture did not meet the requirements and had
to be modified [26, 32]. Similarly the Intel x86
architecture does not [47, 48], although Intel [9] and
AMD [5] are deploying modified processors to
support virtualization. PowerPC did not originally
support virtualizability, but now does [20]. Itanium
also did not support virtualizability [31], but Intel
has developed modifications [13].

The need for trapping al the sensitive instructions
can easily lead to performance problems for the
virtual machine monitor. If the sensitive
instructions are executed very frequently, then the
cost of trapping and emulating the instructions can
lead to extreme levels of performance degradation.
Section 1X of [33] discusses the evolution of the
VAX VMM and where some of the performance
issues were found. Asaresult, amaor goa of the
Alpha architecture design was to be virtualizable
from the beginning and to ensure that the overhead
for trapping and emulating sensitive instructions
would be minimized.

By requiring that all sensitive instructions be
implemented in PAL code, the basic trapping
overhead for those instructions was made part of the
basic machine architecture, rather than extra
overhead solely for virtual machine monitors. Asa
result, the CPU designers would be naturally
encouraged to reduce that overhead to a minimum.
However, PALcode was not just a benefit for virtual
machine monitors. Aswe have aready seen,



PAL code was conceived first to help implement
some of the complex instructions inherited from the
VAX architecture. However, PALcode gave
additional benefits. Alphawas intended to support

the OpenVMS, the DEC OSF/1* and Windows NT
operating systems. PAL code allowed special
custom instructions that were unique to a particular
operating system3.

Trapping into PALmode can be very fast, because
the typical Alpha processor implementation has a
small number of extra registers dedicated for
PALcode. For example, the 21264 Alpha chip [2,
section 6.6] has eight extra registers, called shadow
registers. Other Alphaimplementations could have
different extraregisters. Inthisway, PALcode can
minimize the need to save and restore registers
belonging to the current process. Only asmall
number of extraregisters are provided, because
most PAL code routines are small and do not need
large amounts of state. Only those PALcode
routines that require additional registers or further
context switches need save and restore the regular
registers.

An Alphahypervisor can handle the guest operating
systems PALcode in several different ways.
Idedlly, the hypervisor devel opers should have
access to both the source code and specifications of
the PAL code routines for each guest operating
system. Thisis so that the hypervisor PALcode can
handle the various special instructions and handle
the tranglation buffer misses properly, as discussed
in section 2.2 below. Either the hypervisor hasto
implement the same functions, or if the source code
for the guest PALcode is available, the hypervisor
could just modify that code. The hypervisor also
needs to know which virtual machine is running
which operating system, but that is easily
determined at virtual machine boot time. If the
guest operating system PAL code is completely
unknown and unspecified to the hypervisor team,

1 OpenVMS was the successor to the VAX/VMS
operating system.

2 DEC OSF/1 was Digital Equipment Corporation's
brand for their version of the UNIX operating system,
based on the OSF/1 operating system from the Open
Software Foundation.

3 For example, the VMS operating system PAL code
included the interlocked queue instructions from the
VAX. However, DEC OSF/1 had no need for such
instructions, so they were omitted from the DEC
OSF/1 PALcode. By contrast DEC OSF/1 PALcode
included instructions for reading and writing process
unique values that OpenVM S did not need.

there are two other options. The hypervisor could
implement ajust in time (JIT) compiler for guest
PALcode, similar to what isdonein VMware [19]
or the hypervisor could run the guest PALcodein a
less privileged ring, just as the guest operating
system. In this case, the special processor-specific
instructions would trap, and the hypervisor's

PAL code could emulate them This approach would
lose the performance benefits of PALcode, but
would certainly handle all possible cases.

2.2 Virtual Memory and PALcode

Handling the translation buffer of a processor is
extremely critical to both the performance and the
security of a virtual-memory operating system and
even more so for a virtual machine monitor. The
Alpha architecture borrows another idea from the
Atlas computer system [35]. Unlike more recent
virtual memory systems, the Atlas did not specify a
page table structure. The Atlas hardware simply
had an associative translation buffer, and address
translation misses in the translation buffer trapped
to software. Similarly, the Alpha processor has
only a translation buffer, and misses in the
translation buffer trap directly to PALcode routines.
This simplifies the hardware of the processor, as it
does not have to include circuitry to walk a
sequence of page table entries. (Of course, the
translation buffer miss handler must carefully avoid
causing recursive translation buffer misses.)
However, the benefits go beyond processor
simplification. Each operating system on the Alpha
processor can choose its own page table
organization structure that optimizes how that
operating system uses virtual memory. One OS
could have a single linear page table, another could
have a series of cascading page tables, and a third
could even support a hashed or inverted page table,
such as first implemented in the IBM System/38
[29] and the IBM RT/PC [49].

2.2.1 Address Space Numbers

The cost of refilling the translation buffer after
context switching can be reduced by storing entries
from more than one address space simultaneously.
Essentially, the lookup tag in the translation buffer
would be extended by an address space number
(ASN) that would be assigned by the operating
system or hypervisor to each distinct address space.
Address Space Numbers were first used in the MUS
computer system [41, 42]. Their first wide-spread
commercial use was in the IBM System/370 where
the translation-lookaside buffer (TLB) could be



searched based in part on the segment-table origin
address of the current process [10, p. 59]. In
particular, the IBM System/370 Model 168 [7, p.
62], which first shipped in 1973, supported a 6-entry
segment table origin address stack (STO-stack) that
essentially allowed the TLB to store entries from up
to six different processes or virtual machines at a
time.

The CPU would provide a current address space
number on every search of the translation buffer.
Assuming that the operating system switches from
one address space to another and then back to the
first, entries could remain in the translation buffer to
be re-used after the switch back. Of course, as
Clark and Emer point out [23], the translation buffer
must be quite large to make address space numbers
worthwhile. Declining memory costs make such
large translation buffers more feasible.

An address space number would be assigned
dynamically to each process, as it was scheduled to
run. To prevent the tag in the translation buffer
from getting too large, the number of ASNs must be
limited. The Alpha architecture supports a model-
specific maximum number of ASNs. A limit of 256
ASNss or an 8-bit extension to the tag might be
reasonable for current technology.

Since there can only be a limited number of ASNs,
the system will eventually run out of them. When
that occurs, the operating system completely flushes
the translation buffer and recycles all the ASNs.
However, these complete flushes will occur much
less frequently than in a processor without address
space numbers.

2.2.2 Used and Dirty Bits

Most virtual memory machines have both used and
modified bits in the page table entries (PTEs) that
are set by the hardware whenever a particular page
is used or modified. With these bits, an operating
system can construct a close approximation to a
least recently used (LRU) algorithm for selecting
pages for removal from primary memory, and can
keep track of which of such pages must be written
to backing store.

The VAX architecture eliminated the used bit from

4 Used and dirty bits do not have to be stored in the
page table entries. The IBM mainframes have stored
the used and dirty bits with the physical pages, rather
than in the PTEs. They can only be referenced with
privileged instructions which makes virtualization
significantly easier.

the page table entry as a way to simplify the virtual
memory hardware and to reduce the size of each
page table entry (PTE) that must be stored in the
translation buffer. A VAX operating system can
still approximate a least recently used page
replacement algorithm by moving pages from a list
of pages currently in use to a list of free pages on a
first-in first-out (FIFO) basis. FIFO page
replacement algorithms are usually much less
optimal than LRU algorithms, so a VAX operating
system does not automatically remove such pages
from primary memory. Instead, it marks the page as
being in transition and if a page fault is taken on
such a page, the page is immediately moved back to
the list of currently in use pages without having to
read the page from the backing store. This
algorithm in the VAX/VMS operating system is
described in detail in [34, section 15.2.1.2].

The Alpha processor takes this one step further and
eliminates the modified bit from the page table
entry as well. Instead an Alpha operating system
can determine when a page has been modified by
marking the page as read-only, and marking the
page as modified when a write protection trap
occurs.

By eliminating both the used and modified bits, the
Alpha processor eliminates the need for circuitry to
set those bits, and by making the page table entries
smaller by two bits, the amount of memory needed
for the translation buffer is reduced. Reducing the
gate count could either reduce the cost of the chip or
allow the use of additional gates for some other
performance critical function. The two bits that
have been freed from every page table entry could
also be used to implement address space numbers.
From a software perspective, the operating system
already has to handle used and modified pages.
Eliminating the bits from the hardware does not
change this software requirement, and it can
significantly simplify how the hypervisor handles
shadow page tables.

2.3 Security and PALcode

Developing truly secure computing systems has
always been very difficult, and the security
community has developed standards for evaluating
how secure a particular system may be. Achieving
the highest levels of security requires drastic
reduction of complexity, so that independent third-
party evaluators can sufficiently analyze the system
to determine it’s security. The VAX VMM security
kernel [33] was designed to be evaluated at Al
under the US Department of Defense Trusted



Computer Security Evaluation Criteria (the so-
called Orange Book) [6]. Al evaluation did not
require evaluation of processor microcode.
However, in reality, processor microcode can also
be a source of security vulnerabilities, and the VAX
8800 microcode was larger and more complex than
the VAX VMM security kernel. Furthermore, the
VAX 8800 used horizontal microcode that was very
difficult to read, understand, or evaluate, even if the
A1 evaluation had required it.

By contrast, PALcode on the Alpha processor is
simply normal Alpha assembler code with some
additional instructions. In theory, you could even
write PALcode in a higher level language. This
code is much simpler to read and understand and
could easily be evaluated as part of the evaluation of
an Alpha VMM security kernel.

The net result is that a high assurance evaluation on
an Alpha processor could cover more of the security
critical code. Of course, the question of evaluating
the chip layout itself remains.

3 Unpredictable and
Undefined

Many CPU specifications include operations whose
results may be unpredictable or undefined. For
example, the result stored as the quotient of a divide
instruction would be unpredictable if a divide by
zero occurred. Requiring a specific result in such a
case might be an unreasonable burden on the CPU
designer. Undefined refers to particular
configurations that only privileged software, such as
an operating system or hypervisor could control.
For example, some combination of settings in an
interrupt vector might be undefined.

3.1 Unpredictable

However, the usual definition of unpredictable
permits a security violation, because the CPU has
access to data to which the currently running
process should not have access. For example, the
VAX definition says, “Results specified as
UNPREDICTABLE may vary from moment to
moment, implementation to implementation, and
instruction to instruction within implementations.
Software can never depend on results specified as
UNPREDICTABLE.” [16, Section 1.2.2] This
definition does not prohibit a VAX implementation
from storing as the quotient of a divide by zero
operation, the value of a cryptographic key that
belonged to some process other than the one

currently executing on the processor, simply
because that cryptographic key might still be stored
in an internal processor register. Such a result
(however absurd) would be a very serious security
violation.

To resolve this problem, the Alpha Architecture [3]
defines unpredictable in section 1.6.3 as quoted
below:

e Results or occurrences specified as
UNPREDICTABLE may vary from moment
to moment, implementation to
implementation, and instruction to
instruction within implementations.
Software can never depend on results
specified as UNPREDICTABLE.

e  An UNPREDICTABLE result may acquire
an arbitrary value subject to a few
constraints. Such a result may be an
arbitrary function of the input operands or
of any state information that is accessible to
the process in its current access mode.
UNPREDICTABLE results may be
unchanged from their previous values.

e An occurrence specified as
UNPREDICTABLE may happen or not
based on an arbitrary choice function. The
choice function is subject to the same
constraints as are UNPREDICTABLE
results and, in particular, must not
constitute a security hole. Specifically,
UNPREDICTABLE results must not depend
upon, or be a function of, the contents of
memory locations or registers that are
inaccessible to the current process in the
current access mode.

e Also, operations that may produce
UNPREDICTABLE results must not:

0 Write or modify the contents of
memory locations or registers to
which the current process in the
current access mode does not have
access, or

O Halt or hang the system or any of
its components.

e For example, a security hole would exist
if some UNPREDICTABLE result
depended on the value of aregister in
another process, on the contents of
processor temporary registers left
behind by some previously running



process, or on a sequence of actions of
different processes.

The net effect of this definition is to say that
security holes created by an unpredictable result are
violations of the Alpha architecture. As long as the
unpredictable result does not cause a security hole,
as defined in section 1.6.2 of [3], then the CPU
designer has total freedom. However, if the
unpredictable result actually creates a security hole,
then the CPU is not a legal Alpha processor and the
hole must be fixed, thereby avoiding the types of
problems seen with the infamous Pentium FDIV
bug [25].

3.2 Undefined

UNDEFINED results can only be caused by
privileged software (running in kernel mode).
Unprivileged software can never cause an
UNDEFINED result. The Alpha Architecture [3]
defines undefined in section 1.6.3 as quoted below:

e  Operations specified as UNDEFINED may
vary from moment to moment,
implementation to implementation, and
instruction to instruction within
implementations. The operation may vary in
effect from nothing to stopping system
operation.

e UNDEFINED operations may halt the
processor or cause it to lose information.
However, UNDEFINED operations must
not cause the processor to hang, that is,
reach an unhalted state from which there is
no transition to a normal state in which the
machine executes instructions.

Given that unprivileged software can never cause an
undefined result, the concern over security holes
does not apply to UNDEFINED.

4 Comparison with Other
Processors

4.1 PALcode and IBM zSeries
Millicode

IBM mainframes, starting with the Generation 4
(G4) processor [53] of the ESA/390 architecture and
continuing with the newer zSeries processors [28]
have used an approach similar to PALcode or
Extracode, called millicode to implement more
complex instructions. Millicode consists of zSeries

assembly instructions together with specialized
millicode-only instructions.

From an architectural point of view, there are three
major differences between PAL code and zSeries
Millicode. All of these differencesliein
reguirement specifications rather than
implementation. First, the zSeries Principles of
Operation manual [17] does not mandate which
instructions shall be implemented in millicode.
Second, millicode is not required to be replaceable
so that it might not be customizable for each
operating system and/or hypervisor. Neither of
these differences were significant for IBM, because
the IBM mainframe processors have along tradition
of supporting virtualization (going back to 1966).
By contrast, when the Alpha architecture was
developed, Digital Equipment Corporation had no
such tradition of supporting virtualization, and
difficultiesin getting the architected virtualization
changes into various VAX processor
implementations (documented in [33]) made
mandating such requirements essential. Third,
millicode is not required to be present at all in a
particular zSeries processor, nor isit documented
for end-users. By contrast, DEC chose to document
[1, 2] how to write PALcode for any given Alpha
processor. Note that the special instructions used to
write PALcode could completely vary from one
Alphachip to another. Thiskind of documentation
was made available by DEC to alow other
organizations to write Alpha operating systems.
These differences for IBM are much less
significant, because IBM’ s support for hypervisors
in mainframes was a non-negotiabl e requirement,
while at the time the Alpha chip was under design,
several VAX processor development groups
explicitly chose not to implement the changes to
support virtualization. Making the PAL code
regquirements explicit in the Alpha architecture
meant that no Alpha processor development group
could simply refuse to support virtualization.

The IBM zSeries processors are clearly very well
suited for virtualization. After all, the very first
commercia hypervisors were implemented for the
IBM System/360 Model 67. However, they are
much more complex processors than the Alpha, and
that makes passing a high assurance security
evaluation that much more difficult.



4.2 Intel VT-x Virtualization
Technology for x86

Intel has been modifying the x86 architecture to
support virtualization [12]. To achieve this, Intel
specified a virtual-machine control data structure
(VMCYS) that can be used to store the state of each
virtual processor. Each VMCS is defined to be a 4
kilobyte region that stores the state of the virtual
machine. Intel calls the traps that cause the
processor to leave a virtual machine and transfer
control to the hypervisor VM Exits. VM Exits are
caused by the execution of a variety of sensitive
instructions or by a variety of exceptions and
interrupts. Whenever a VM Exit occurs, the state of
the virtual machine is stored in the VMCS for
access by the hypervisor. This can be a serious
performance problem, because VM Exits can occur
very frequently, and having to store 4 kilobytes of
data on every VM Exit could become prohibitively
expensive. To address this issue, Intel allows
particular processor models to implement the
VMCS in registers. As a result, Hypervisors are
forbidden from using normal memory reference
instructions to access the fields of the active VMCS.
Instead, the hypervisor is supposed to use the
special instructions VMREAD and VMWRITE, so
that regardless of whether the VMCS is
implemented in memory or in registers, the way to
access the fields remains the same. There are also
special restrictions on VMCS memory in
hyperthreaded processors and in symmetric multi-
processors. Intel also defines special instructions
VMLAUNCH and VMRESUME to start and
resume a virtual machine.

Questions have been raised [19] about the
performance of Intel’s VT-x technology. This
section compares Intel’s approach with the Alpha
approach and suggests some possible sources of
problems.

A large number of extra registers are required to
store all the VMCSs, particularly in hyperthreaded
processors. These registers are only used if the
processor is actually running a virtual machine
monitor or hypervisor. The registers (which use
very valuable chip real estate) go to waste on a
processor that is only running a single operating
system in a single partition. This cost could be
reasonable, if you expect almost all processors to be
running virtual machines, but that is not likely to be
the case in the near term. IBM now ships PR/SM
on all zSeries processors, because its use has
become so popular. However, that popularity took
many years to develop, and it is not clear how
quickly the Intel desktop and server markets will

adopt the use of virtual machines. By contrast, the
VAX and Alpha virtual machine support did not
dedicate such a large number of registers to store
the virtual machine state information. Instead, the
choice was made to let the hypervisor itself decide
how much state information must be saved on any
particular trap from the virtual machine. For many
such traps, the hypervisor need only use one or two
machine registers and then return immediately to
the virtual machine. A good example of this is in
Section IX of [33] which describes how the VAX
instruction to set the Interrupt Priority Level (IPL)’
required extremely frequent traps to the hypervisor,
and how that particular VM Exit and resume path
was specially optimized. In the x86, the counterpart
is the Task Priority Register (TPR), and Intel
defines a special TPR-shadow to optimize its
virtualization.

By avoiding a large VMCS, the valuable chip real
estate could instead be devoted to a larger cache or
larger translation buffer, etc. In the case of the
Alpha chip, such trap routines would be in PALcode
which had a small number of extra registers for
private use anyway. If the hypervisor needed
frequent access to portions of the virtual machine’s
state, such memory locations would naturally
remain in the cache. However, if no hypervisor was
in use, then the additional cache space could be
used for normal program data.

The VMRESUME instruction is a good example of
complexity in the Intel virtualization strategy that
may not be needed. In the prototype of the VAX
virtual machine monitor, described in section IX of
[33], DEC implemented special instructions, similar
to VMRESUME, to dispatch exceptions and
interrupts to the virtual machine. When DEC
moved from the prototype VAX-11/730 to the
product implementation on the VAX 8800, it
became clear that these special instructions required
large amounts of microcode to implement and saved
little if any performance over the hypervisor just
using a standard return from exception or interrupt
(REI) instruction. Section 7.2 of [26] discusses this
in additional depth, and agrees with Olbert’s
conclusions [44] that special microcode should only
be used after the software (in this case, the
hypervisor) has been implemented, optimized and
performance monitoring indicates the need for
further optimization.

Neiger, et. al. [43] suggest the directions that Intel
may be taking in the future to deal with some of

5 Thisinstruction was actually aMoveto Privilege
Register (MTPR) instruction with the IPL register as
an argument.



these issues. In particular, Intel may be adding
address space numbers to the translation buffer,
which would certainly improve their performance.

4.3 Shadow Page Tables and
Translation Buffer Invalidation

Many of the recent hypervisor developments for
x86 processors have complained about the difficulty
of implementing shadow page tables efficiently.
Adams and Ageseon [19] report that VMware has to
mark page tables read-only so asto trap all changes
to the page table entries. Barham [21] similarly
reports in section 3.3.3 that Xen [21] hasto trap all
changes to page table entries and that this leads to
performance problems. However, Karger, et. al.
[33] report no such problem in their implementation
of shadow page tables for the VAX architecture.

A careful examination of the specifications for the
VAX trangdlation buffer [16, p. 5-22] and for the Intel
x86 trand ation lookaside buffer [8, p. 3-46] reveals
the problem. Inthe VAX architecture, “The
trandation buffer must not storeinvalid PTEs.
Therefore, the software is not required to invalidate
trandlation buffer entries when making changes for
PTEsthat are already invalid.” By contrast, in the
x86 architecture, “Whenever a page-directory or
page-table entry is changed (including when the
present flag is set to zero), the operating-system
must immediately invalidate the corresponding
entry in the TLB so that it can be updated the next
time the entry isreferenced.” These two approaches
to translation buffer invalidation are exact
opposites. The VAX explicitly requiresthat invalid
PTEs never be stored in the tranglation buffer. This
means that the hypervisor need not track every
change to a PTE, but need only wait until the guest
operating system flushes the corresponding
tranglation buffer entry (either by flushing that one
entry or the entire buffer). The Intel x86 specifies
the exact opposite. Every time the guest operating
system changes a PTE, even if the pageis not
present (equivalent to invalid in the VAX), the guest
must immediately flush the corresponding
trandlation lookaside buffer (TLB) entry. This
reguirement, even for pages that are not present
makes shadow page tables much more expensive to
maintain, as every write to a PTE must be tracked.
The Intel x86 architecture does not explain why this
requirement exists for pages that are NOT marked
present. Storing such PTEs in the TLB would seem
to simply waste space in the TLB, because such
entries will ALWAYS cause a missing page fault.
It is interesting to note that the AMD specification

for their implementation of the x86 architecture [4,
Section 5.5.2, p. 173] does not contain a similar
requirement. The AMD specification is ambiguous
about whether invalidating the TLB for PTEs that
are not marked present is or is not required. As a
result, it is very hard to tell whether the Intel
requirement is simply a design error or whether
there is some subtle, but undocumented, reason for
allowing PTEs for pages that are not present in
memory to be stored in the TLB.

4.4 AMD Secure Virtual Machine
(SVM) Technology

The AMD Secure Virtual Machine (SVM)
Technology, described in chapter 15 of [4], is
conceptually very similar to Intel’s VT-x
virtualization technology, although some specific
details are different. AMD supports a 4 kilobyte
virtual machine control block (VMCB) much like
Intel’s VMCS. However, AMD already supports
address space numbers in the translation buffer,
which will help their performance. Because the
AMD and Intel approaches are so similar, the
concerns over the cost of traps into the hypervisor
raised above in section 4.2 all hold for AMD just as
for Intel.

4.5 Intel VT-i Virtualization
Technology for Itanium

Compared to the approach for virtualizing the x86
processor, Intel’s approach for virtualizing the
Itanium processor [13] is actually much closer to
that taken in the Alpha processor. In particular,
Itanium has a processor abstraction layer (PAL)
described in chapter 11 of [11] that bears some
resemblance to the Alpha’s PALcode. This is not
surprising, considering that Compaq (who had
previously acquired DEC) sold the Alpha
intellectual property to Intel [55] and Intel hired
many of the Alpha designers to work on Itanium.

4.6 IBM POWERS LPARs

Virtualization on IBM’s POWERS processors is
implemented in firmware, and the high-level
features are described here [20, 22]. The POWERS
hypervisor makes extensive use of
paravirtualization. The term was first used in the
Denali project [54] to refer to the use of special
system calls to the hypervisor to improve
performance, rather than relying solely on
trapping and emulation. However, the
technique of using special system calls to the



hypervisor was not new to Xen. As early as
CP-67/CMS Version 3.1 in 1971, the
System/360 DIAGNOSE instruction was used
as a hypervisor call instruction to provide I/O
performance enhancements [50]. What is
different in Xen and in the POWERS
hypervisor is that the paravirtualization
hypervisor calls are not just to improve
performance. They are required to support
virtualization at all, because some sensitive
instructions do not trap on POWERS.

As a result of the use of paravirtualization,
many of the issues of saving the state of the
virtual machine do not arise for POWERS5,
except when actually scheduling a different
VM. However, the use of paravirtualization
requires changes to the guest operating systems.
This is easy for IBM, because there are only
three operating systems supported on the
POWERS hypervisor — AIX, i5/0S, and Linux.
IBM controls the source code for the AIX and
15/0S, and Linux is open source software, so
making the necessary modifications is easy.

4.7 UltraSPARC

Sun Microsystems has devel oped a hypervisor
mode for their UltraSPARC Architecture [14,
15]. While this architecture seems to support
hypervisors well, there are remaining issues
with the SPARC register window architecture
that can pose both performance and security
problems. SPARC optimizes subroutine calls
by maintaining alarge set of register windows,
so that few, if any, registers have to be saved
and restored on each procedure call. However,
thislarge set of registers led to performance
problems on process switches, because all the
windows had to be saved and restored. In
subsequent versions of the SPARC architecture,
some of these problems were reduced by
tagging register windows that could not be
referenced in the next process context and by
dedicating some of the register windows to
interrupt handlers and to different processes.
Some of these changes are summarized in [27].
However, Wall [51, 52] showed that you could
achieve the same performance gains by clever
allocation of registers without requiring the

CPU to actually implement so many register
windows. Furthermore, the mechanism that
SPARC uses to protect register windows
between contexts could become a covert
communication channel [36, 38]. SPARC has
privileged registers, CANSAVE,
CANRESTORE, and CLEANWIN that indicate
how many register windows can still be saved
without having to save past windows, how
many are currently in use, and how many can
be saved without having to be cleaned. Ina
single machine environment, the trusted
operating system can use these registersto
optimize the saving and restoring of register
windows. However, in avirtual machine
environment, where the individual guest
operating systems are NOT trusted, the values
of these registers cannot be allowed to pass
between virtual machines without creating a
covert communications channel. It will bea
genuine challenge for the hypervisor to
simultaneously prevent a covert channel and
make the best possible use of the register
windows without requiring excessive register
saves and restores.

Covert channelsin CPUsisamagjor topic itself,
and the interested reader should see HU' s work
[30] on countermeasures to such channels.

5 Conclusions

The Alpha processor architecture combined the
simplicity of a RISC architecture with strong
support for virtualization and unique security
features that make it particularly attractive for
secure hypervisors. By using PALcode for all
sensitive instructions and requiring that PALcode be
modifiable, by avoiding the used and modified bits
in the page table entries, and by handling translation
buffer misses in software, the Alpha makes it very
easy to implement a high performance hypervisor
without the use of complex microcode or firmware.
The Alpha’s specification of security requirements
for unpredictable processor results eliminated many
categories of security vulnerabilities that could be
present in other CPU architectures, without forcing
the chip designers to over-constrain their designs.
While the Alpha processor is no longer in
production, designers of virtualization support for
other processor architectures should look carefully
at the Alpha features to improve both the
performance and the security of their hypervisors.
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