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Abstract analysis may be directed towards audit or business

. controls and may be relevant at different grantyari
Travel -and Entertainment (T&E) expenses are undesvels (in what follows, the elements of each slatel,
increasing scrutiny as one of the largest contotdla e.g., individuals, organizational subunits such as

indirect expenses in a firm. This involves interaallits accounting centers and divisions are referred to as
and analysis by business controls personnel totif§ien entities.

fraud and misuse and to take appropriate corrective

actions. We have developed a set of statisticaletsod The audit and business control functions serveeuifit
identify suspicious behavior for further investigat Our purposes. Audit refers to checks that are performed to
Behavioral Shift Models (BSM) leverage domairascertain the validity and reliability of the T&E
knowledge in the form of simple, generic templafest information. For example, an audit could examine a
represent classes of fraud and abuse. The empbasis specific subset of travel expenses claimed by an
robustly detecting repeated, out-of-the-norm betravas employee. Such an audit could uncover fraud, error
opposed to single instance occurrences. In ttpgpave the claims process (e.g., incorrect expense typd ts
describe the application of these models and cteiae categorize a claim), or misuse (e.g., bypassing the
their detection capabilities empirically. We alseegent expense approval process by inappropriately spitti
validated results and insights generated by ourcamh transactions into ones of smaller, less conspicuous
when applied to production data from multiple firfles amounts). Business controlssncompass activities that
several T&E scenarios. examine and analyze data from expense claims and
expense approval processes for excessive violatidns
relevant corporate policies and guidelines. Famepxle,
1 Introduction exc_essive approval_ of_viola'gions of.business ctaemel
policy by an organization within a firm could triggan
Travel and Entertainment (T&E) expenses are consitle investigation and potential action to improve coiamte
one of the largest controllable indirect expenses firm.  with business travel policy. Currently, the int@raudit
The recent emphasis on business integrity anghd business controller roles are being emphasized
compliance in conjunction with a tight businessnany organizations due to an increased focus on
environment and constant attention to the bottome li corporate business integrity. A decision to aislinot
have led to a renewed focus on the implementation gimply viewed in terms of balancing the cost of tuelit
effective management and controls for T&E. Thita#® against the costs due to the abuse. An audiedgiéntly
multiple dimensions, including improvement of imar pursued if there is adequate evidence and sometimees
controls and related business processes, expemggestigation exposes the “tip-of-the-iceberg” whehe

monitoring and timely auditing, and improved vendosame entities are involved in violations in othemains
procurement and management. beyond T&E.

Keywords Audits, business controls, fraud and abuse.

The problem we address in this paper is that ofyaimg  Detection of candidates for auditing and/or busine
transaction data logged through a T&E system fer thcontrol actions is a critical and challenging task
purpose of effective audit and business contrdie data typical approach relies on the deep knowledge ofaln
consists of expense and approval records, but @ielpl experts (auditors and business controls personmel)m
lacks historical information on the outcome of anyt specific scenarios that reveal potential mecmasifor
subsequent actions. Unfortunately, it is rather mmm fraud, errors and misuse of policy. Clearly, suwah
practice in the audit & business controls domain tapproach makes for a highly non-uniform process of
process candidates deemed worthy of attention withoidentifying candidates depending on the method and
documenting the results of the investigation wittite expertise of the individual domain expert. In thEtext
original T&E environment. This poses an interesté®&y of a T&E software system, this approach entailgurimgy

of challenges for the analysis of the data andidenasbly and updating all possible scenarios describing
reduces the number of options among the techniquagechanisms for fraud and misuse as they are digedve
developed to date (see Section 2). The outcomeeoft At the opposite end of the spectrum, an ambitious
approach is to try to detect entities for further
investigation without explicit domain knowledge abo




fraud and abuse mechanisms. This approach isuv&hati Learning, Neural Networks, etc. A comprehensive
new and has been less explored in the literatuia tire overview of outlier detection is provided by Hodged
commercial space. Austin (2004). Using the taxonomy proposed in thatk

as our reference, we note that methods that fathén
In our work we have adopted a middle path, by¥ype 1 (i.e., unsupervised clustering) or Type 2.(i
developing a set of Behavioral Shift Models (BSMg,, supervised classification) categories do not off@table
statistical models that identify suspicious behawvitiile solutions to our problem: an a priori proximity metto
relying only partially on domain knowledge. Thetdatis be used for clustering would be difficult to conjee and
used solely to define a set of simple, generic tatap labeled data is unavailable. The closest to opragth
that represent classes of fraud and abuse thatbmaf are the Type 3 methods (i.e., semi-supervised tietgc
interest. The parameters of our statistical moftglany that model normality and use it to pinpoint abndrma
given template are learned from the data. We cmhte cases.
that our models provide a balance between the amafun
detailed domain knowledge required and the robgstn
of the insights generated (e.g., few false posjive

eThere has been extensive research done on outlier
detection methods to identify observations (or [®)ifn
n-dimensional space that deviate from other obsiens
\A}:or example, statistical and data mining methodgHis

task are compared by Williams et al (2002). Such
methods do not address the problem of analyzingatep
l:(),jlehavior that is of interest in our domain. We are
iterested i identifying entities with outlying Hoevior

and the data contains varying numbers of behavioral
gtservations for each entity.

In this paper, we present two models that coves t
classes of scenarios. The first model is appleabl
cases that involve positive real-valued variablegy.(
categorized expense amounts, time durations such
payment delays). As an example, consider tip esgen
of individual employees incurred during business/et.
These expenses tend to be paid in cash and may R
require receipts for reimbursement. A typical gs@l A comprehensive review of statistical fraud detattis
scenario would seek to detect those employees wighovided by Bolton and Hand (2002). Their expositi
significantly high tip claimsSection 3 describes our first on unsupervised methods is clearly relevant to the
model, its empirical characterization, and restiftan  problem addressed in this paper. The notion afgusi
scenarios in this class (referred to EBgpense Amount statistical profile of the normal behavior has besad in
Scenarioy using production T&E data from multiple earlier works. The computer intrusion detectiorrknvoy
firms. The second model is applicable to scenarid@enning (1987) is an example that uses this approac
involving count data (referred to aEvent Count One of the statistical models used by Denning for
Scenario} for events like business rule exceptions. Forepresenting the normal profile consists of the
example, organizations typically have well-definedsummarization using the mean and standard deviation
business rules regarding the class of air travelad for ~Any single observation is tested and scored foiadien
business trips. They also have a business prdoess from this normal characterization. The more recenitk
approving exceptions to this rule. From a businessn peer group analysis by Bolton and Hand (2001)
controls perspective, it is important to monitodassess incorporates a key refinement by using local models
whether an organizational unit is lax in its busmke the form of peer groups that define normal behafoor
controls by excessively approving this type of g@tm. any entity being analyzed for deviant behavior.weweer,
Section 4 describes the details of our second madel in both examples the normal profile is used to edbe

the corresponding results. The remainder of theep&p deviation of a single observation. As mentionadier,
dedicated to the background for this work (Sect®)n our problem requires analyzing multiple observatifor
discussion (Section 5) and our conclusions (Se@&)on each entity to determine entities with repeated and

significant outlying behavior.

2 Background Formulations developed in the area of Scan Stisti
(Kulldorff 1997, Glaz et al 2001, Huang et al 20@r§
Our work touches upon a multitude of aspects, somgell-suited to the problem at hand. The approactoi
generic and some domain-specific. Broad topics likgse hypothesis testing (Lehmann 1986) using the
outlier identification, statistical inference, ahgpothesis | jkelihood Ratio Test (LRT) to scan for clusters of
testing are examples in the former category. Amslgé abnormality that stand out within the entire spatedata
transaction data in T&E systems for purposes such gonsidered. The expanding body of work in thisaare
reporting, monitoring, and compliance are represem® includes development of models suited for various
of the latter. In this section we attempt to narrd@wn underlying distributions and applications to vagou
this rich field starting from the problem we arging to  domains. Our work could be viewed as an adaptatfon
solve and its desired (if not required) outcomes ais approach to the problem of identifying suspisi
described in the previous section. behavior for audit and business controls purposes.

Outlier detection pertains to the detection of aalmus  Qur resulting solution is novel in the T&E domair fat
observations (outliers) in data sets. The abnotynai |east two essential reasons: (a) it uses a rolmsing
typically defined with respect to other sampleshwitthe  mechanism that considers the magnitude of abnaymali
same data set. A broad spectrum of techniques é&s bwithout requiring specification of boundaries begwe

developed for different applications on a variethormal and abnormal; (b) it emphasizes the repatidf
theoretical backdrop that includes Statistics, M@eh abnormal behavior as an important metric in



characterizing outliers. In T&E both aspects anecial.
For example, expenditure limits are set throughcped
and exceptions to these trigger alarms. Howevergtis
considerable room for fraud under these limits Whitay
not always be caught through additional thresh¢sde
Section 3). Capturing repetitiveness is also oéess: it
corresponds to the amount of evidence to justifyaadit
and the cost of the corresponding follow-up in\gegion
and it may reveal integrity gaps that may poinbtber
problems. The importance of gathering sufficientlia
evidence has been highlighted in other financiaharby
Beasley et al (2001).

The importance of financial

National Business Travel Association (NBTA). NBTA

controls and policybeing targeted by the analysis.
adherence in the T&E domain is emphasized by theovariates according to domain knowledge.

Through empirical analysis of many expense amount
scenarios across datasets from multiple firms, owend
that the exponential model developed in a recemk g
Huang, Kulldorff and Gregario (2007) on a spaticérs
statistic for survival data provides an excellent
characterization for the majority of T&E baselirefter
proper normalization. In addition, we observedt tima
practice it has good power for a broader class of
distributions (e.g., Gamma) which is in line withet
observations of Huang et al (2007).

For each scenario we specify the entity space,(e.qg.
employees, department, divisions, and businesss)unit
We also speci®y th
Refgrrin
back to our tip example, the entities are individua

a leading forum in the business travel domain and employees and the location where the tip expense wa
source for information about the domain, includingncurred is the only covariate. The target vaeaisl the

commercial service and product providers in thiacep
Commercial packages typically provide

amount of tip expense claimed. Categorical cotesia

reportingare handled directly by determining a normalization

functions that summarize and sort the data based fattor F for each combination of covariate values.

domain knowledge of the important metrics in tipace.

Typically, this factorF is the mean (or max) value for

However, to the best of our knowledge our model antthat combination of covariate values over all théties.

method represents the first analysis in this donthat
evaluates each entity based on the magnitude ddtitmv
from normal and the repetitiveness of the behaaiter
appropriate normalization.

3 Expense Amount Scenarios

In this section we describe our method as it appie
scenarios that involve positive, real-valued vddab
Consider the tip expenses scenario introduced dtic®e
1. A typical analysis scenario would seek to detiease
employees with significantly high tip claims. Theare
two important aspects we consider: (a) repetitigene

Normalization of an individual value simply becontks
ratio of the raw value an&. For example, each tip
expense can be normalized by dividing it by the miga
value for the location where the expense was iecurr
Consider an entity¢ with M normalized values which

sum up toS. Let the total number of normalized values
over all the entities b&l and their sum b&. The test
statisticY (€ ) for the exponential model is given by:

Y(g)=m™ xlogﬁ%@w\l —M)Mog%%% -N XIO% —% )

Following the methodology used with most scan stiat

we are interested in candidate entities (individugKulldorff 1997, Huang et al 2007), a p-value is

employees in this case) that exhibit a profile itgva of
repeated excessive tipping (in contrast with meshibht
focus on finding isolated outlier tip amounts); afig

computed by performing a numbé&r of Monte Carlo
experiments. In each experiment, the entity valaes
determined by sampling from the baseline and the

significance: to properly quantify excessiveness weaximum test statistic achieved by any entity is
incorporate domain knowledge that helps us normalizomputed. We use sampling with replacement instéad

the range of our variables. For tips, the amounstne

the permutation approach used by Huang et al (2007)

normalized by the location where the tip expense wéince in our domain a small number of extreme \sahre

incurred. The template for this scenario wouldc#ye
the expenses to be analyzed (tip expenses), treiates
structure for normalization (location where expemnses
incurred), and the target entities (employees).

3.1 TheModd

deleted from the baseline. The p-value for thé\erg is

computed using the formula_€1)/Z, whereL is the
number of Monte Carlo experiments with a maximust te
statistic exceedingY (& ). Entities with p-values that

reject the null hypothesis at the prescribedlevel are
considered candidates for further investigation i@mked

To analyse expense amount scenarios, we applydecreasing order of their test statistic vales

hypothesis testing using the LRT formulation.
compare the distribution of values for a given tgnf

We

3.2 Empirical Characterization

with that of the baselin® of values Computed from all We will ana|yse the power of our model empiricdtﬁy a

the entities:
(HO: null hypothesis) E[&] = E[B]

(H1: alternate hypothesis) E[ & ] > E[B]

range of Gamma distributions that are based on our
characterization of production T&E data. Our
experimental procedure for this empirical charazédion

is sketched in Figure 1. Specifically, we reportome set

of experiments each of which simulates 1000 estitie

where E[] denotes the expectation (mean) operator. ASach entity has varying number of data items

previously explained, the values considered in tRT
must be normalized by taking into considerationtiad
relevant factors (determined through domain knogégd

representing the expense claims submitted. Thebaum
of data items for an entity is modeled by a Gamma



distribution (7,) with shape parameter 1.0 and scalglass of experimental cases in which the targetyenas

parameter 16 (i.e., mean = 16).
characterized by various two-parameter
distributions (,). In each case, without

generality, we choose the value distributions tweha

loss o

The data values Z#etected by our method from those in which it wat n
GammBigure 2 shows both these classes with the x-axis
frepresenting the number of data elemenfg {n the

target entity and the y-axis representing the tetaless

mean 1.0 (the test statistic is invariant undefdded to the target's values\ (). The points marked

multiplicative scaling).

The following values wereWith a “+” are instances of the class where the target

considered for the Gamma shape parameter: {0.25, 0€Ntity was detected at the givea level. A linear
1.0, 2.0, 3.0, 4.0, 5.0, and 6.0}. In each experitna Cclassifier was generated using a training set caepof
single target entity is chosen to have its valmeseiased 25% of the data using an SVM formulation (Christian
by a percentage that is varied in the range [10, 400].2nd Shawe-Taylor 2000). The accuracy on the test se
Note that the test statistiy is not sensitive to the (fémaining 75% of the data) was 95% in this case

distribution of the increase across individual eslufor
the target entity since it is based only on the sfial its
values.

This empirical analysis provides a characterizatamrthe
ability of our method to detect a target entityhiitflated

values at a givern level for p-values. Similarly, we also
determine the number of non-target entities tha a

indicating that this linear discriminator is a reaable
characterization of the target detection achievedbr
method. The equation for the linear discriminant is
A=0.513 ¢+ 13.2¢ and it characterizes the amount of

excess that is detectable by this model. For elgnap
target entity with 40 data entries is detected dfjlpn
average, its values are increased by 84% of thenmea
Value. In the limit, as the number of values ia thrget

detected at the givea level and we use the two resultingentity increases. the excess has to be 51% of ¢z for
characterizations to quantify the performance of Oy; to pe detected. The relatively high value fue excess

model in terms of false negatives and false paestiin
this idealized experimental setup.

Input: N number of entities in the population
Nb number of baselines
Nexper NUMber of simulation experiments for each baseline
TI'{shape, scale}for the distribution of the number of expense
items across entities
T>{shape, scale}for the distribution of expense amounts
across entities the population (mean = 1)
Output: statistics regarding successful identification of engineered increases
Algorithm:

Generate N; random numbers according to I'1 distribution; these represent the
number of expense items for each entity

for each baseline 1.. N» do
generate data for this baseline according to I"z distribution; this data
represents the amount of each expense for every entity
for each o amount of percentage increase do
for each experiment 1..Nexer do
select an entity £* to be engineered
apply a 0% increase to each expense amount in &*
run BSM model and compute p-values and detection statistics
record entities with p-values below chosen a level & detection statistics
end for
end for

end for

Figure 1. Experimental procedure to evaluate the
detection capabilities of BSM.

needed in this case is due in part to the skewadaaf

the exponential distribution (i.e., Gamma shapeaupater

of 1.0). The relatively long tail for values evender
“normal” circumstances results in the need to have
sizeable excess before it is deemed significantur O
experience with production T&E data summarizedha t
next subsection shows that even with this consieevat

performance our model detects many interesting
candidates for further investigation.
Value distribution: gamma shape parameter = 1
250 T T T T
200+ 5 Ly 4
g e g
c 150+ |
z A A ;
5 100} T o+ 1
5
8 e
50 ' A
O0 20 40 E;O Bb 1(;0 12‘0 140

Number of data elements in the target entity (¢)

Figure 2. Detection of target entity for Gamma shape
parameter of 1.0

Repeating the analysis by choosing other Gamma
distributions for the baseline (i.e., choosing Bamma
shape parameter), we can characterize the detection
ability of our model using the linear classifieataed for
each Gamma distribution. The linear discriminafiots
the various Gamma distributions are shown in Fige

For illustration, we usex = 0.01. First, we consider the and 4. The SVM accuracy is higher than 93% irthadl
experiments done with the Gamma shape parameter galses confirming the validity of these charactéidrs.

1.0 for the value distribution. We use a clasaifitn

model (Duda, Hart and Stork 2001) to discrimindte t

The skewed value distributions when the shape peteam



is <1.0 result in larger excesses being required fdathe experiments. The tradeoff between sensitigityl
detection (Figure 3). The tighter distributionattimesult false positives can be illustrated if compare theseilts

as the Gamma shape parameter is increased leadwith those for a=0.05. The number of experiments
detection with much smaller excess (Figure 4). Fdexpressed as a percentage of the total numbevhich
example, when the shape parameter is 6.0, a tangéy non-target entities were detected is given for bath
with 40 data entries is detected if, on averageydiues levels (0.01 and 0.05) in Table 1. At= 0.05non-target

are increased by as little as 25%. entites are detected when the baseline Gamma

150

distribution has shape parameter values of 2.03alhd In
each instance, when a non-target entity was deteothy

T — e one such entity was detected. The detection seitisi$i
shepe pami=0.50 025~ for the two o levels can be compared by considering the

shape parm = 1.00 4

A corresponding equations for the linear discriminaRbr
“al the value Gamma shape parameter value of 1.0
05 considered earlier, the equation for the lineacritisinant

50

i iS A =0.342x$ + 13.0C at a = 0.05 indicating the increase in
L sensitivity compared to the equation= 0.513x ¢ + 13.2¢

- 1 we had fora=0.01. The user can control this tradeoff
//”/ . ' between detection sensitivity and false positivie fiay
T el the choice of thea level.

Total amount of excess in target (1)

The empirical characterization with the idealizean@na
distribution for the baselines indicates the magtet of
excess that is detectable by our method while kegtie
false alarms rate in check. We show the utilityoof
method in the next subsection with results obtaibgd

Il | Il
20 40 60 80 100 12(

Number of data elements in the target entity (¢) applylng our methOd tO prOdUCtion T&E data‘
Figure 3. Linear classifier resultsfor Gamma shape Gamma  -level =0 01 a -level =0.05
parameter values 0.25, 0.5, and 1.0.
. L . Shape | Target | Target | Target | Target
The previous characterization indicates the abdityhe Parameter not detected  not
model to detect the target for a wide range of Gamm detected , iccted detected
distributions for the baseline values though thgmitade
of excess needed is quite high when the baseliné.25, 0.5, 0 0 0 0
distribution itself has a long tail. 1.0
2.0 0 0 6.4% 6.7%
I shape’parm= 2 30 O 0 90% 103%
shape parm = 3
==t : 40,50,| 0 0 0 0
40 shape parm = 6 4 6.0

©
o
T

©
=]
T

Total amount of excess in target (1)
— N <)
= S 5
T T

=)

3

Figure4. Linear classifier resultsfor Gamma shape

Next, we consider the detection of non-target ierstit
which gives us an indication of the false positiate. At
a =0.01, non-target entities were not detected in any o

; / Table 1. Percentage of instances with non-target entity
detection

3.3 Application to Production T& E Data

We applied our model to production T&E data from
multiple firms in an enterprise expense reporting
environment (GERS) and we reviewed the results of
various scenarios with audit and business control
professionals. The reviews were of a qualitatinet

guantitative nature, i.e., they did not provide a
gquantitative assessment of false positive and false

= - - - — - negative rates, but. thgy did confir_m the usefulradssur
Number of data lerments i ki bargek entity 4) model. The top significant candidates detected by o
technique in each scenario were found by the angdttm
be interesting targets for further investigation.
Interestingly, most of the candidates identifiedrevaot
previously known to the domain experts as suspiiou
cases. In addition, we also did a few controlled
experiments in which known cases were added todkee
tP confirm that BSM correctly detected them as

parameter values 2.0, 3.0, 4.0, 5.0, and 6.0.



candidates for further investigation. In this smttwe limit across the population is intuitive, a dispoofionate

present some of our analysis results. All thesengk@s increase in counts near the limit for any particula

are based on data for one year. Other time perdds employee would be worthy of detection. Figure 6veh

interest include calendar month and quarter. Inoall the corresponding expenses for the top three erapioin

analyses p-values were estimated ugirrg 9999 Monte firm A identified by BSM in this scenario. The

Carlo experiments. disproportionate concentration of expenses nealirtie
value of $25 is clear for these three employees.

3.3.1 Receipt limitsscenario

250

. . . . [ JRank1 ‘
This scenario focuses on employee behavior witheras I Rark 2

to business rules that set limits for travel exgsns R
Specifically, we consider a rule that states thady ahe
actual expenses should be claimed and that thdslim
should not be viewed as an entitlement. Under riis,
we explore expenses incurred that do not requieipes
to be submitted since they are below the correspgnd
specified limits. We seek to detect individuals wdue 100} 1
likely violating this business rule and, in partan we
are looking for those who are trying to exploit tieeeipt
limits by claiming expenses just below them (i‘8yjing sor ]
just under the radar” behavior). Specifically, wél

consider expense types that require a receipt abage . i N H JH“JH" H
Note that the converted US$ value will be presented o s 0 ense amoun 5 » s
this paper even when the expense was incurredoithen

currency. We will also focus the analysis on expens
paid with cash (not by corporate credit card) oxeyne
year time period. No covariates are used in thayais.

We present the results from two different firms {B}  considering the second firm B, the receipt limit$a5 is

200 B

150 - b

Counts

Figure 6. Histogram of expensesfor thetop three
employees (in firm A) identified by BSM

for this scenario. applied to expense categories like employee mbats),
ground transportation, tolls/parking, tips and kiyn
' — ' : : ' The data analyzed corresponds to a subset of the
007 F Histogram i . . ! A
—— - employees in the firm B. The analysis considergaKl
Do) EEN | expenses that were submitted by 3.6K employeese Th
N histogram of these expenses is shown in Figurélfie
0051 — — H . . . . . . .
B maximum likelihood estimate for a Gamma distribatio
Zam} \ ] 1 fit to these expenses has parameters {shape = 4c@k
a L] = 4.98} and the corresponding probability density
oo I function is also plotted in Figure 7.
nmt N
0o 7 o1 — [ ] g::;.?«?rn;LE it
EIEI 5 10 15 20 25 008 —-— 4

Expense Amount [5)

Figure5. Histogram of expensesin firm A subject to

$25 receipt limit and the corresponding Gamma fit ooaf 1
In the first firm A, the receipt limit of $25 is pled to Dol
expense categories like employee meals, busineaksme
ground transportation, parking, tips and tolls. Our "5 5 0 s 20 =

Expense Amaunt (5]

analysis was performed on 660K expenses of thgmesty
that were below the $25 receipt limit. These espsn
were claimed by 27K employees. The histogram e$¢h
expenses is shown in Figure 5. The maximum likelth

estimate for a Gamma distribution fit to these e88 Figure 8 shows the corresponding expenses fordpe t
has parameters {shape = 2.63, scale = 4.52} and thfee employees in firm B identified by BSM in this
corresponding probability density function is ajglotted  scenario. Again, the disproportionate excess
in Figure 5. The histogram shows an increase @ tigoncentration near the limit of $25 for these emipts is
counts near the maximum value of $25. It is impatto  clearly worthy of further investigation. Interewly, the
note that the p-Value Computa'[ion described in I@EEC'[ top emp|0yee in this case also has a Concentraﬁm

3.1 samples actual expense amounts and hencesfmtorexpenses (all corresponding to tips). We haverubsdea

the increased counts at the limit that occur acthes yariety of expense amount patterns for the entities
firm. While this phenomenon of increased countshat

Figure 7. Histogram of expensesin firm B subject to
$25 receipt limit and the corresponding Gamma fit



identified by BSM. These would not be easily degdddy insight on the identified entities. We have fountb be

simple filters considering disproportionate behavio very useful to break down an identified entity’sessive

fixed expense amount windows below the limit. deviation from the normal baseline by the covariate
segments. For example, a single location is respkmn
for almost all of the excess exhibited by the secon

250 : : : : ranked entity. An excess of around 30% was chabyed
=l this entity at this location based on the data faihthe
s relevant hotel vendors. This kind of diagnostic

200p il information can help focus the further investigatand

corrective action.
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Figure 8. Histogram of expensesfor thetop three
employees (in firm B) identified by BSM
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3.3.2 Procurement analysis scenario

— Baseline ||
Rank 1

01F

An important feature of our approach is the abildaydo
the analysis focusing on targets at different levef Qe
granularity. Scenario 2 will utilize this capabhilitoy Location normaized hotel oo rate

analyzing vendors, specifically hotel chains, teniify
those that are significantly more expensive evder af
normalization for location is done. The analysiasw
done by considering the hotel room rates paid durin
business travel over a period of one year. Thatiog
(country, city) of the hotel was considered as wacate L .
for normalization. The average hotel room ratedgai  3-3-3 ~Submission delay scenario

each location was used as the normalization fd€{@®., Thjs scenario illustrates the application of BSMotber

a normalized expense of 1 implies that the cormesy  ynes of positive real valued quantities besidesiado
location’s average room rate was paid). The amlyshmounts, for example, delays in submitting expense
conS|der_ed 523K expenses for hotel room nights thalzims for approval. Organizations typically haae
were paid to roughly 300 hotel vendors. The tafkedl psiness rule specifying the maximum allowed tiroe f
hotel vendor identified by BSM had significant usag g pmission after the expense was incurred. Howéver
(39K room nights) and a total excess charge of 8% g igelines typically suggest making an effort toser
normalization by location. ~ The second ranked hOt"‘grompt submissions.  Habitual delays in submission
vendor identified by BSM had much less usage (alouright indicate issues worthy of investigation evethe
2K) but a significantly higher percentage exces8®8%  mayimum delay limits are not always violated. This
compared to the location based normalization factor  s.enario identifies employees with repetitive esoes

The baseline of normalized room rates considerihtpa ~ Claim submission delays. The analysis was perfdrfoe
vendors and locations can be visualized using tHEm B and focused on expenses charged to the catgo

cumulative distribution function (cdf) shown in Eig 9. credit card.

The maximum likelihood estimate for a Gammarhe analysis considered 414K individual expense
distribution fit for this b_aselme has parametesha{pg = submissions from 4K employees over a period ofa.ye
7.78, scale = 0.129}. Figure 9 also shows the cafiW The average delay in claiming expenses was aroond 1
d!str|but|on function for the top two hotel vendorsdayS for the baseline considering all 4K employe®ke
discussed above. Note that the ranking by BSMstakgjaim submission delay distribution was characetiby
into account both the repetitiveness and the madeivf 5 Gamma  distribution  with maximum  likelihood
excess compared to normal but the visualizatidrigre parameters {shape = 1.25, scale = 7.82}. The te$ot

9 only depicts the latter. the top three employees ranked by BSM for having

In addition to the filtering of significant entiseand their repetitive excessive delays are given in Table @ an
ranking, the BSM approach lends itself to providing'early show the repetitive deviation from the norm
diagnostic information that can help the user darther

e Rank 2
‘

Figure 9. Cumulative distribution function for
normalized room rate (baseline and BSM ranked top
two hotel vendors)



BSM Number of| Average submission for entity & for the combinatiorF of categorical values
Rank claims delay for the covariates, respectively. The expected remal

target event occurrencex () for an entity & is

1 94 122 calculated using indirect standardization as:
2 74 128
HYVERE E

3 426 38 :

X(&)= Z %7"@0(&:)]-
Table 2. Expense claim submission delays for the top %Z o(&", R 0
three employeesin firm B identified by BSM H =

. Following Kulldorff 1997, the test statistit(¢) for

4 Event Count Scenarios Poisson model is given by

In this section we consider scenarios involvingcite

: av()Od OU-YE
occurrences of events such as approvals of exeept® W(E )= Y(E )xlog +(U-YE ) xlo ,
specific business rules. A typical template woailah to Bx@) Hu- X(€ I
Counts fo a specified vent type given the cofarshe. TS Y(9) represens the aggregate number of target
opportunities for the events.  For example, cagrsttie event occurrences for entify over all combinations of
scenario from Section 1 to identify organizationaits categorical covariate values addepresents the total
with excessive approval of exceptions to the pibedr Number of occurrences of target events over all the
class of air travel. Clearly, for this scenario weuld entities and the covariate value combinations.
need to consider, for each organizational unithbbe
number of air travel expenses claimed and the numbe
air travel class exceptions that were approvedmidtht
seem intuitive to consider some attribute of thetraivel

The p-value is computed by performing a numbeof
Monte Carlo experiments, where, in each experinteat
target event counts for an entity are determined by

. ; ; . sampling from a Poisson distribution with mean edqoa
as a covariate, e.g., international versus doméstie!. e expected coun((z). As before, the p-value for the
However, our experience is that business controps1 P ' ' P

professionals do not make accommodations for su@ftity & is computed using the formula+1)/Z, whereL
attributes (beyond any use of such attributes i@ tHS the number of Monte Carlo experiments with a
corresponding business rule) when assessing if &mximum test statistic exceedig £). Entities with p-
organizational unit is being lax. There are ofwanarios values that reject the null hypothesis at the pilesd o
where the use of covariates is more appropriataie Olevel are candidates for further investigation aae
such example is the approval of exceptions to thanked in decreasing order of their test statisiciesW.
business rule that defines when receipts have to Wée behavior of the LRT model using the Poissonehod
submitted for T&E expense claims. There could bhas been well-studied given its wide usage in domai
different reasons provided for why, on occasioreeeipt like public health and epidemiology. In the next
is missing (e.g., receipt lost, receipt not avddabThe subsection we present results on production T&E dat
rates of occurrence and approval of missing receigiat demonstrate its applicability to this domain.
exceptions clearly varies by expense type. Fomgia,

itis typically the case that missing receipt exieprates 4.2  Application to Production T& E Data

for hotel room expenses are low. On the other hand . o ) )

missing receipt exception rates for ground trartspion As described earlier in _Secnon 3.3, we appliedroodel
expenses like cab fares are much higher. Therefloee for event count scenarios to production T&E datarfr

expense type is an appropriate covariate when we dpultiple firms in an enterprise expense reporting
trying to detect organizational units with excessivenvironment (GERS) and reviewed the results ofousri

scenarios with audit and business control profesdso
In this section we will present results from twothése
41 TheModd scenarios. The chosen scenarios will also illtstibe
ability of our approach to do the analysis at ddfe
Our approach to detect entities with excessive (@rganizational levels. This is important featuiace
insufficient) counts for specific events is simitar the business controls are typically exercised by mainitp
one for expense amount scenarios in the use diRie expenses for organizational units that are morealsigi
The LRT based on a Poisson model is well suited tor expense management and policy guidance.
model event counts that are proportional to known
opportunities with possible categorical covariatébe 421 Hotd limit exceptions scenario
LRT using the Poisson model has been used extéysive o ) .
in various surveillance applications (especiallypimblic This scenario is rela_ted to the business rulespatl_fles
health) following the work on the spatial scanistatby UPPer limits by location on hotel room rates angurees
Kulldorff 1997. Indirect standardization was pospd in Management approval of exceptions to this rulee gael
that work as one approach to handle categorich the analy3|s is to identify Qrganlzatlonal urtl’uat are
covariates. LeO(E,F) and V(& F) represent the count @PProving exceptions to this rule excessively. The

of opportunities and the count of target event aemces anglysis was dpne for _firm B targeting 15 OrgaM|
PP 9 units. In the time period of the year considerdsbre

approvals of missing receipts exceptions.



were 4.6K exception approvals (events) for
underlying hotel expenses (opportunities) implyiag
baseline event rate of 10.7%.
organizational units
significantly excessived = 0.01) exception approvals are
listed in Table 3. Clearly, the counts of approsa¢nts
and opportunities indicate patterns of excessiye@als
in these three organizational units that warramthér
investigation.

BSM | Number | Number of hotel Poisson
Rank of hotel| limit exception test
expenses approvals statistic W
(expected number)
1 777 235 (83.2) 99.75
2 609 144 (65.2) 35.96
3 1371 247 (146.8) 29.43

Table 3. Resultsfor thetop three organizational units
identified by BSM as having excessive hotel limit
exception approvals

422 Missingreceipt exceptions scenario

This scenario addresses the business rule thatreequ
submission of receipts based on the expense cgtagdr
amount. The goal of the analysis is to identifprapers
who are approving exceptions to this rule excesgivas
discussed earlier, the rates of occurrence ancaabof
missing receipt exceptions across the firm cleadsies
from one expense category to another. Thereftre, t

expense category is an appropriate covariate far th

analysis.
BSM | Number of Number of Poisson
. . test
Rank | exception exception Statistic
. approvals
opportunities W
(expected
number from
indirect
standardization
1 403 245 (22.4) 363.5
2 1255 375 (72.5) 314.7
3 624 234 (25.7) 309.1

Table 4. Results for the top three approvers identified
by BSM as having excessive missing receipt approvals

43kKafter normalization by expense categories.

Table 4

clearly indicates the repeated approvals by these

The top threapprovers and its excessiveness when compared to
identified by BSM as havingexpected numbers based on behavior across all\agpro

Examining the diagnostic information for the tomked
approver in Table 4 led to the actionable insiglatt the
dominant expense categories for the corresponding
exceptions were employee lunch and dinner andthbsto
one employee was the main contributor.

5

The diversity of the application areas for frauded&on

has been pointed out by Bolton and Hand (2002)ltoBo
and Hand also stress that operational and data
characteristics of the application domain determine
suitable fraud detection methods and tools. Anslgé
expense claims for audit and business controlsqsepis

an application domain with specific characterista®d
requirements. The models and methods presentttsin
paper address the following needs in this domain:

Discussion

Conservative analysis that identifies entities for
further investigation when significant evidence
is available.

Entities analyzed at various levels of granularity
in the firm based on the scenario and the
corrective action that will follow.

Analysis that can handle the data and operational
characteristics like lack of labeled data,
significant tails in the value distributions, impac
of business rules (e.g., limits), and the need for

normalization considering one or more
covariates.
* Provide detailed evidence for the entities

identified to help audit and business controls
professionals determine if an investigation is
warranted and to bootstrap it if the investigation
is pursued.

Our simple and intuitive template structure hasnbesed
to create over 50 specific scenarios for the aimlgé
T&E data in an enterprise expense reporting enwiremt.
Our scenarios utilize only the structured data éabn
the expense claim process. Unstructured datahfer t
entities identified like explanations for triggegin
exceptions are presented as part of the eviderex: fos
further investigation. Including the unstructuréata in
the automated analysis is unlikely to be useful thuis
unreliable nature (inconsistent and possibly ineateuor
even misrepresented information).

Future work also includes utilizing the BSM scoriafy
entities based on their outlying behavior to imptet
controls and management actions for selected estiti
within the travel expense management system.

The analysis was done for firm A considering thd he BSM model has also been applied to other damain

exception approvals over a one year period. Tladysis
considered 18K exception approvals by 12K approve
that resulted from 159K opportunities for this extben.

like procurement (one such scenario was illustrated
gection 3.3.2). Our ongoing work in other domains
suggests that BSM can be a valuable part of a itdolk

Table 4 shows the results for the top three appsoveldentifying entities with outlying behavior in vats
identified by BSM as having excessive approval satedomains.



6 Concluson Bolton, R. J. and Hand, D.J. (2001): Unsupervised

Profiling Methods for Fraud DetectioiGredit Scorin
We have described a set of Behavioral Shift Model&nd Crgdit Control VI Edinburgh, UK. @ 9

developed in the context of Travel and Entertainmen

(T&E) expense management for efficient auditing ane’;hristianini N., and Shawe-Taylor, J. (2008upport

business controls. Our models combine recent a@ang;qctor M’achi’ne,s Cambridge I’Jniversity Press
in unsupervised statistical analyses with T&E domaiCambridge. '
knowledge to profile and rank entities in a firnsed on

the deviation of their travel spending behaviomirthat Denning, D. E. (1987): An Intrusion-Detection Mogdel

of the general population. The focus is on repeat§gter Transactions on Software Engineeringol. SE-
suspicious behavior as opposed to a one-time ogtlyi 13(2).

case, in line with the domain practice of conseveat
filtering that takes into account the amount ofdevice 44 RO Hart P.E.. and Stork. D.S 20(RAttern
available. We have modeled two broad classes af: dablass’ificallti(.)'n John Wiléy& Sons » DS (

one for continuous, real-valued variables and ome f '

discrete, Poisson-type variables covering a largmber GERS: IBM Global Expense Reporting Solutions,

of scenarios in the T&E domain. We characterizes trhttp'/lwww—935 ibm.com/services/us/index.wss/
discriminating power of our method using a SyStd"matoffe.ring/igs/alo'090.35 '

simulation approach that evaluates the detection

capability of the BSM for different data distribomis with Glaz, J., Naus, J., and Wallenstein, S. (20@®dan
different amounts of engineered deviations from thgtatiéticsySpring’er-\/’erlag New York.

population norm. Lastly, we have presented several '

example scenarios with validated results of oulyses Hodge, V., J., and Austin, J. (2004): A Survey afti@r

of T&E data from several firms. Detection MethodologiesAl Review 22 , 2004, pp. 85-

126.
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