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Abstract

Policy is a key component in the interoperations among
multiple heterogeneous domains of networks with different
routing metrics and preferences. IDRM is a recent pro-
tocol that enables policy-based inter-domain routing over
mobile ad hoc networks (MANETs), supporting dynamic
network topology and diverse intra-domain routing pro-
tocols. Notwithstanding a protocol to interoperate multi-
domain MANETs, there are fundamental challenges to sup-
port dynamic networks - how can network administrators
formulate practical inter-domain routing policies consider-
ing MANET-specific characteristics. This paper studies this
issue with illustrating examples, and discusses potential so-
lutions.

1 Introduction

Policy makes the internetworking possible. In order for
multiple heterogeneous networks to interoperate together
they must agree on a common policy mechanism and al-
low network administrators to specify policies for routing,
data forwarding and other services and the quality of such
services. In the Internet, connected gateways of different
domains exchange route announcements of reachable des-
tinations in the network. Inter-domain routing policies will
be translated as the decisions for filtering and route selec-
tion operations at the gateways of each domain. Typically,
different domains usually have distinct local policy consid-
erations related to security and performance concerns. The
study of policy-based interactions among heterogeneous
domains has been an active research area in the network-
ing research community [1, 2].

IDRM [3] is a recent protocol to enable inter-domain
routing over mobile ad hoc networks (MANETs), with care-
ful considerations of the dynamic network topology and di-
verse intra-domain routing protocols in MANETs. IDRM is
based on a path vector protocol, which can support policy-
based interaction among domains; however, the policy as-

pect has not been studied at length previously. Complemen-
tary to [3] this paper presents a discussion on the fundamen-
tal challenges of supporting policy-based inter-domain rout-
ing over MANETs, i.e., how can network administrators
formulate practical inter-domain routing policies consider-
ing MANET-specific characteristics? We study this issue
with illustrating examples, and discuss potential solutions.

2 Policy-based Interactions in MANETs

Mobile ad hoc networks (MANETs) can enable effec-
tive communications in dynamic operation environments
such as a coalition military operation, emergency opera-
tion for disaster recovery, and on-the-fly team formation for
a common mission, e.g. search and rescue. In these sit-
uations, multiple groups and organizations need to come
together, communicate, and collaborate to achieve a com-
mon goal. For example, in a disaster recovery scenario,
the local police force may need to coordinate with fire
fighters, military forces, and medical crews by sharing in-
formation and communicating with each other regardless
of the particular networking technologies that each group
uses. Such application scenarios call for development of
a technology to enable end-to-end communications over
heterogeneous MANETs governed by distinct administra-
tive domains. However, different domains are usually man-
dated by distinct policies, such as security and performance
concerns. Therefore, facilitating policy-based interactions
among multiple heterogeneous domains is a very important
and practical problem in dynamic wireless networks.

In the Internet, the Border Gateway Protocol (BGP)
[4] provides a standard mechanism for policy-based inter-
domain routing among heterogeneous domains, called au-
tonomous systems (AS). The basic idea that we borrow
from the Internet is that they enable opaque interoperation,
where each domain has the administrative control over its
intra-domain routing protocol and inter-domain routing pol-
icy, which is not known (or opaque) to the other domains.
However, the dynamic and wireless nature of MANETs in-
troduces two major challenges. First, in MANETs, the net-



work connectivity changes frequently, thus a policy-based
inter-domain routing protocol must be able to cope with
such changes as network partitions and merges and connec-
tivity changes. Second, MANET environment has spawned
out a new breed of routing protocols [5] that are specialized
for dynamic networks, and they require special handling to
participate in inter-domain routing. In order to cope with
these challenges, a novel inter-domain routing protocol for
MANETs called IDRM has been proposed [3]. In the fol-
lowing, we briefly review the main components of IDRM,
and discuss the policy issues using the framework of IDRM.

2.1 Design of IDRM

IDRM (Inter-Domain Routing Protocol for Mobile Ad
Hoc Networks) is an inter-domain routing protocol that has
specifically designed to enable interoperation among mul-
tiple MANETs. It employs a path vector routing proto-
col, where each domain enumerates the entire domain level
path to a destination. Using a path vector routing protocol,
IDRM can potentially support a policy-based routing in a
similar manner to BGP if the network topology is relatively
stable. In this paper, we are mainly interested in the issue
of supporting policies for inter-domain routing when the
inter-domain and intra-domain network topology changes
dynamically. We refer the reader to [3] for detailed opera-
tions of IDRM.

3 Supporting Policy Routing in MANETs

IDRM provides a basic mechanism for inter-domain
routing, and the specification of inter-domain routing pol-
icy by network administrators is a key component in the
policy-based interactions. In this section, we first review
different approaches that are used in practice for specify-
ing routing policies, and discuss how we can accommodate
these specifications in dynamic networks.

In the network community, the common approaches to
specify inter-domain routing policies have been as follows.
Next-hop Specification: A simple approach to specify
inter-domain routing policies is based on the next-hop do-
mains in the routes to a specific destination, and ignored
the rest of downstream domains. The next hop specifica-
tion is widely used in practice to denote the mutual com-
mercial relations among Internet service providers, which
are coarsely classified as customer-provider or peering rela-
tions. A common practice by the Internet service providers
is that the routes from customers are preferred to peers and
providers, and routes from peers are preferred to providers.
Enumerative Specification: A more sophisticated ap-
proach that enumerates all possible routes of the domains
in the network, and ranks those routes by a complete or-
der of preference. For example, domain A may specify

the following ordered list (A�D, A�B�D, A�C�D,
A�C�B�D) for a destination domain D. Routes with a
higher rank will be selected if available, and backup routes
will be given a lower rank, which will only be selected
when no other routes are available. This approach is fea-
sible when only simple routes are considered.
Cost-based Specification: A more practical and flexible
approach is to assign a numerical cost, which is subjective
to a local domain, to all other domains. The subjective cost
captures the local evaluation of the reward or penalty of for-
warding packets through the respective domain, such as hop
counts, available bandwidth, reliability of the path. In this
case, the routes with the minimum total subjective cost of
all the downstream domains will be selected.
Forbidden-set Specification: Another practical approach
is to specify local policies is to identify a set of forbidden
domains to traverse. The forbidden set captures the secu-
rity concerns as to traversing insecure domains. Only the
routes consisting of domains that are not from the forbidden
set will be selected among available ones. Usually, an ad-
ditional tie-breaking mechanism (e.g. random tie-breaking
or lexicographical tie-breaking) is required for selecting a
route among multiple candidates.

It is important to address the issue of heterogeneous
inter-domain routing policies, because the policies of differ-
ent domains may not be consistent. For example, consider
a route A�B�C. Domains A and B may treat domain C
differently in their local routing policies.

In this framework, inter-domain routing policies are de-
scribed by an abstract formalism called path algebra [6],
and one can reason the properties and behaviors of policy-
based interactions. In particular, it is known that earlier pol-
icy algebras (e.g. [7, 8]) can be subsumed by path algebra.

The basic idea of path algebra is that the inter-domain
routing process can be captured by two operations:
1, Translation process of potential routes, represented by
operator ⊗.
2, Selection process of potential routes, represented by op-
erator ⊕.

For example, consider the network topology of Fig. 1.
There are two potential routes to destination D from domain
C; one direct path (represented as C ⊗ D) and another via
domain B (represented algebraically as C ⊗ B ⊗ D). The
selection process of domain C is represented algebraically
as (C ⊗ B ⊗ D) ⊕ (C ⊗ D).

We provide some concrete instances of policy specifica-
tions in the formalism of path algebra as follows:
Next-hop Specification: Define translation operator ⊗ as
retaining only the next-hop domain ID of a route (i.e., C ⊗
B ⊗ D = C ⊗ B, C ⊗ D = D), and selection operator
⊕ as picking the most preferable route according to a pre-
specified preference with respect to only next-hop domain
ID.
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Figure 1. An example of path algebra.

Enumerative Specification: Define translation operator ⊗
as a dummy operator with no translation, and selection op-
erator ⊕ as picking the most preferable route according to a
pre-specified preference with respect to all routes from ev-
ery node.
Cost-based Specification: Associate with every route with
a subjective cost. Define translation operator ⊗ as translat-
ing a route to its subjective cost defined by the left domain
in the operation, and selection operator ⊕ as picking the
minimum cost route.
Forbidden-set Specification: Define translation operator
⊗ as filtering routes that contain a domain in the forbidden
set of the left domain in the operation, and selection opera-
tor ⊕ as picking a unfiltered route.

While the above definitions and instances are introduced
in an informally manner, the formal definitions of path al-
gebra and concrete construction of instances from inter-
domain routing policies can be found at [6–8].

Useful theorems about policy-based interactions can be
proven by considering suitable algebraic properties of path
algebra. For instance, one of the most important property
is the existence of consistent interactions without oscillat-
ing behaviour, which can be proven under suitable algebraic
properties known as monotonicity or positivity [6, 7].

4 Dynamic Policy Refinement

Inter-domain routing policies will be long lived com-
pared to the dynamics of MANET topology changes.
Therefore network administrators will need to specify the
inter-domain routing policies a priori to the operations of
MANETs (although on demand policy modification will be
supported). As discussed earlier, a salient characteristic of
MANETs is the dynamic nature of network topology due to
node moiblity. Thus we need to examine how the aforemen-
tioned approaches of policy specifications can be supported
in the dynamic MANET environments.

The path vector routing protocol relies on the unique-
ness of domain IDs1 to specify policy-based inter-domain

1Although we use domain ID and MANET ID interchangeably in this
paper, by domain ID we refer to an ID assigned to a logical group, whereas
by MANET ID we refer to an ID assigned to a group of network devices
the same network.

routes and identify the existence of cyclic paths. To cope
with the challenge of dynamics in MANETs, IDRM gate-
ways generate new MANET IDs for a partitioned network
when a topology change is detected. Now the question is
how we can translate the static policy that administrator de-
fined for the original network configuration when such net-
work change occurs. In other words, we need to address
the policy refinement problem where a static routing policy
must be dynamically translated into a more specific policy
for the new network configuration. As presented earlier,
when IDRM generates a new domain ID, it retains the orig-
inal domain ID, and this characteristics is useful when writ-
ing a meta-rule for the policy refinement. We now explain
the necessary policy refinement procedures using a simple
illustrative example.

Domain A

Domain B

Domain C

Domain A2

Domain B

Domain C

Domain A1

Topology 
Change

Figure 2. A network partition in MANETs of
three domains.

Consider Fig. 2 with MANETs consisting of three do-
mains A, B, C. Because of ad hoc mobility, there is a
change in the underlying network topology, such that nodes
in domain A are partitioned into two sets, each of which
falls outside the wireless communication range of each
other. However, by traversing the nodes in domains B, C,
nodes in domain A1 and domain A2 can still communicate
with each other.

After the partition, the use of inter-domain connectivity
(e.g. through domains B, C) to enable intra-domain com-
munications (e.g. between two partitions of domain A) may
be necessary. Inter-domain routing policies for MANETs,
therefore, also need to specify the actions for this situation.

Firstly, let us consider the next-hop policy specification.
Assume that domain B had a next-hop policy for domain C
that reads C ≺ A ≺ others, where x ≺ y means x is more
preferable to y. Now after the partition of A, it can refine the
original policy into C ≺ A1 ∼ A2 ≺ others, where ∼ de-
notes a equivalent relation. This is a straightforward trans-
lation and one can specify this rule using a standard policy
refinement logic, e.g. [10]. In other words, for the next-
hop policy, we can specify a meta-rule that simply replaces
the original domain with new subdomains. We present this
meta-rule in a pseudo code format below. Note that it is not
straightforward to specify the preference between A1 and
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A2 in the next-hop policy because their preferences cannot
be determined a priori.

Meta-rule 1 Refinement for Next-hop Specification

event: X
partition−−−−−−→ X1, ..., Xn

replace X with (X1 ∼ ... ∼ Xn), ∀ policies with X

One can see that the same type of policy translation is
possible in the forbidden set specification. For example, if
domain A was forbidden in the original policy of domain
B then both A1 and A2 will be forbidden in the new topol-
ogy. However, we conjecture that the forbidden set may
be relaxed in order to establish intra-domain connectivity in
certain situations. This can be implemented by dividing the
forbidden set into a weak forbidden set and an strict forbid-
den set. The domains in weak forbidden set may be allowed
to traverse if there is no other way to connect the network
partitions, whereas the domains in absolute forbidden set
are disallowed to traverse under any condition.

Furthermore, we note that dynamic network topology
has an impact on the network performance. Considering
Fig. 2, the network partition of domain A will create two
transit points for other domains. Hence, domains B, C will
need to re-evaluate the subjective costs for domain A in the
cost-based specification, which may be attained by adver-
tisement or revelation from domain A about its network
topology 2. Hence, it requires an operational evaluation
mechanism to convert the information of dynamic network
topology into subjective costs from time to time. For exam-
ple, if the cost is based on the number of hop counts, then
smaller domains are favorable and the cost for A1 and A2

will likely be lower than that of A. Thus policy rules involv-
ing A should be modified accordingly. On the other hand if
the cost is based on the availability of alternate paths then it
is likely that the cost of A1 and A2 will be higher than that
of A. This refinement is presented in meta-rule 2.

Meta-rule 2 Refinement for Cost-based Specification

event: X
partition−−−−−−→ X1, ..., Xn

modify ∀ policies with X using cost(X1), ..., cost(Xn)

We can see that similar translation techniques can be
used for the case when a network merge happens. The only
difference in this case is that the merge may happen among
only a subset of partitions (i.e. not all sub-networks of a
domain are connected). When multiple topology changes
have been detected by the gateway this policy refinement
rules can be applied sequentially. In order to ensure the cor-
rectness of policy refinement in this case, the meta-policy

2Note that the default setting of inter-domain routing is not to reveal
the internal topology of a domain to other domains, and the new cost may
be advertised by the newly created domains

rules should be defined as declarative rules and there should
not be any dependencies among them.

5 Conclusion

In this paper, we have studied the problem of policy-
based inter-domain routing over MANETs, with particular
attention to policy specifications in dynamic wireless en-
vironments with frequent network partition and merging.
To address the issues of dynamic wireless environments,
various ideas for policy refinement have been proposed for
common policy specifications that are widely used in inter-
networking. We believe future studies of policy semantics
(e.g. extending path algebra), with the interactions between
policy and MANET dynamics, are important to the practical
deployment of inter-domain routing in MANETs.
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