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Abstract—In this paper, we present “HealthKiosk”, a family-
based healthcare system, to provide rich contextual inforration Deviees  [Abcessletwork)  SensorProxy  VijdpArpa  App Catoway & s Cinoroeoson
and alerting mechanisms for continuous monitoring of healh pli 3y o L
conditions. HealthKiosk significantly improves the reach ad o © ——— A 7o and Traco
quality of regional and community healthcare services, andould & el
potentially minimize the efforts of care professionals for the #. ) A recor

chronical illness, not only applicable for the elderly but dso

children and young fitness trainers. The proposed architeatre Fig. 1. A system diagram for the proposed HealthKiosk systetrere (1)
leverages the RESTful design style, nevertheless introding a biomedical sensors send the sensor readings to the sensyr (2) the sensor
novel development of the “sensor proxy”, both in a stationay readings are processed and sent to the kiosk via Etherpetng3(4) the data

PC style and as a mobile widget. The sensor proxy behavesare further analyzed by the back end server, and (5) thentesrtsuggests
not only as a bridge between the raw sensor readings and the &€ sent to the sensor proxy.

kiosk controller, but also as a data processing logic to intgrate, o . o .

correlate, and transform a variety of data from multiple data Monitoring of their training outcomes. Hence, a family-as
sources to an integrated XML format. We demonstrate the system should provide theollaborative interactive andlong-
system performance by showing two complete case studies forterm supports to the all users, based on the powerful data
both stationary and mobile sensor proxies used in the deveped  ,5cegsing and analysis units; but such kind of system ejyars
HealthKiosk system. Finally, the proposed solution has bee . s .

piloted and deployed at the Peking University People’s Hosal exists within the research community.

(PKUPH) for diabetes patients, via building an evidence-bsed  In this paper, we present “HealthKiosk”, a family-based
clinical care solution focusing on chronic disease managemt in healthcare monitoring system that leverages the existngss
China. networks and biomedical sensors. As shown in Fig. 1, biomed-

ical sensors collect personal data of their health conubtand
other vital signs, and report them to the sensor proxy, where

One of the major challenges around the world recently hie latter serves as a bridge between the sensor netwotk (e.g
been the continuous increase of the elderly population, ai@ WiFi, Bluetooth, RS232) and the kiosk controller. Weenot
thus the delivery of quality care while reducing the headtiec that the sensor proxy will also maintain some data procgssin
costs is highly needed [1]. Particularly with the contirgiinlogic, like correlating the blood pressure data with thequdts
advances in sensors and sensor-supporting technologiesSgfial security card meta data. Then, the developed kiosk
cluding pervasive computing and communications capasilit system automatically connects to a variety of backend serve
we are witnessing an emergence of a variety of promisiti§€ clinical supporting system in major hospitals via wide
applications from the integration of sensing and consum@fea network (WAN, e.g., the Ethernet) for further treattaen
electronics, allowing people to be constantly monitoreld [2 FOr instance, after receiving the personal medical dag, th

Family-based healthcare services [3], [4] render the ptgie application may deqde to remeasure the blood pressure, and
full freedom at home, which dramatically reduces the ned@® Sensor proxy will command the sensor accordingly.
and waiting time for face-to-face contact with the care pro- We believe that the proposed solution provides a universal
fessionals, where the healthcare providers remotely mioniféSearch asset to enhance the clinical process for strgaimen
the patient's physical conditions 24/7, even when the patidhteractions among care professionals and patients. s a
is mobile. Furthermore, if the measurements show certaifrth noting that the HealthKiosk system has been piloted
deterioration of the patient's well-beings, alerts areegated a@nd deployed at the Peking University People’s Hospital
and sent to the patient's mobile phone. The care profession4PKUPH') since Feb. 2010, and has shown its success so far.
help could also be invoked immediately as the part of the The rest of the paper is organized as follows. In Section I,
service requirement. Not only the elderly and chronically iwe highlight related research activities. Section Il bEthes
but also the working parents may derive benefits from these
systems for delivering high-quality care services for thej “PKUPH, one of the biggest hospitals in China, founded in 198ising
babies and little children. Also, the benefits can extend ore than 2,400 staff and admitting more than 40,000 inp&ti@ year. It

] ’ ) i i eives more than 1,560,000 outpatients, and more tha@aB@&mergency
the young fitness trainers who are interested in continuotiSes annually.

|I. INTRODUCTION



a formal model of our system. Section IV describes the

Process Services
design of the sensor proxy and related technical challenges :gj:;emem ‘ [ M- AR e ‘
and solutions, and Section V presents the HTTP interface| service 1:[

used between the kiosk controller and the sensor proxy. Two
complete case studies are presented in Section VI, followed

by the conclusions and future work in Section VII. CamgUETER U U
Data Capture Transport

Services
. . HTTP/Web
Healthcare systems using either mobile or other equipments| Failure Detection Services
has been proposed and studied for over a decade to provide
convenient and constant monitoring of patient’s healthdéon Fig. 2. A functional design architecture for the sensor prox
tions [5], [6], [7], [8]. It has been identified as an importan
branch of research of the machine-to-machine (M2M [9]) or .
. . i the backend (if needed), or they are locally consumeeVsho
the Internet of Things (IoT [10], [11]) that aims to connec ( ) y y

hysical sensors to the Internet for better monitoring aral-a bn an easy-to-use touch-screen user interface (Ul) at the

psé Recently. low cost and effective Sensors suc?h asdblokc;osk. We also allow the interaction between the backend
ysIS. Y: ! ... supporting system and the patients. If his/her medical data
pressure and heart rate sensor [12], make their availatulia

larae number of individual and families possible for heei shows the deterioration of his/her health condition detct
soI%tions P by the clinical decision supporting system, alerts are geed

aﬁg sent to the sensor proxy, like the patient's mobile phone

There are several case studies that take.advantage_of I% ecessary, the care professional’s intervention coldd be
above development to offer healthcare solutions to pdaticu.

! A ) invoked immediately as part of the service requirement. We
groups .Of pa“e_”‘s in limited regions. For example, quumb'next describe the functional designs and the challengdseof t
University monitors thousands of diabetes patients in tgre%nsor proxy in Section IV.
New York area [13]. There are also evaluation and actual fie
deployment to confirm that mobile Internet devices such ls ce
phone can be used as gateway to connect body area networks
to the Internet [14], [15], [16]. Furthermore, efforts haveen ~ With the proposed HealthKiosk system, the sensor proxy
taken to define standard for mobile healthcare systems [173€rves as an important design element bridging different
In this paper, we emphasize our architecture and framewdtiomedical sensors with the kiosk controller, either vassly
that can accommodate various sensors, wide range of Intef@fe wired connected. Furthermore, it also provides certain
connectivities, and comprehensive sharing and analydiseof degree of sensing event processing and sensor management
data. We provide a middleware appliance, named “sendgnctionalities. A functional design architecture is shmoin
proxy” that can speak the languages of both the physicaldvoffig. 2, and composed of five core elements:
and the Internet, to bridge the gap and mediate the interacti 1) Data Capture Module:lt is a wrapper with which dif-
between them. It can be deployed as a standalone boxf@ient agents connect to the biomedical sensors via uridgrly
part of broadband modem/routers and mobile handsets. Memmmunication channels (e.g. RS232, Bluetooth). An “agent
importantly, we design its interface to be RESTful such thatanager” is implemented to load these agents and transfer th
its data can be obtained and shared to multiple partiesyeadilata from medical sensors to a common business event of the
This reduces the efforts and power requirements on senseefsor proxy.
since they do not have to provide such kind of interfaces,[18] 2) Internal Event Pub/Sub Engin®ue to the instability of
and consequently make them even more portable and enetfgy/wireless conditions between the sensor proxy and biemed
efficient. ical sensors, the data uploads might be blocked or delayed
from the sensor agents. From the user experience perspectiv
they may feel uncomfortable keeping waiting for the resgons
The overall architectural view of our proposed HealthKioskom the sensors. Therefore, we develop a lightweight firae
system is shown in Fig. 1, where patients can use their ladtalpub/sub engine” (see Fig. 2), to decouple the data from
biomedical sensors (e.g. glucose-meter, blood presstiet@t multiple physical sensors. In our design approach, thega®c
take measurements. Then, the data are sent to the sensgr psexvice module subscribes the interested type of medi¢al da
via existing access networks like 3G, WiFi and Bluetoothe Thand the sensor agents publish the medical data whenever
sensor proxy can be an small server or even an applicationitimarrives. Upon receiving an event from the data capture
the mobile handset, and it holds certain data processirig lognodule, the internal event pub/sub engine will dispatchti i
to integrate multiple pieces of the raw data from a varietye process service module for further processing. After th
of the physical sensors to a common format prepared for theocessing is completed and the data is sent back to theatter
uploading to the application gateway (or the “kiosk cor&nl pub/sub engine, the latter will choose a transport sengag (
in our design). Then, either the transformed and integrated TP) to publish the event to the kiosk controller. Therefor
data are relayed to the healthcare service supportingmsystdie user experience is significantly enhanced by our design.

Monitoring { Internal Event Pub/Sub Engine J

Upgrade Agents Manager

II. RELATED WORK

HEll

IV. SENSORPROXY DESIGN

IIl. SYSTEM MODEL



k?xml version="1.0" encoding="UTF-8"2>

<!--Sa
<PHMReport xmlns="http://cda.ibm.com/accelerator/phmr" zmlns:xsi="http://
<id»999021</id>

le ¥ML file generated by XMLSpy v2007 (http://www.altova.com)——>
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The Message is delivered
using pub/sub mechanism

<effectiveTime><value>20100507093047</value></effectiveTime>
<confidentialityCode msi:type="CEV">
<code>N</code>
<codeSystem>2.16.840.1.113883.5.25</codeSystem>
</confidentialityCode>

<actors>

Social security card
information

<author>
<id>996-756-495</id>
</author>
<custodian>
<id>996-756-495</id>
</custodian>
<subject>
<identification>
<id>996-756-495</id>

o E

Fig. 3. The illustrative functional diagram for data aggréon, transforma-
tion, and encryption.

.
;Z?: </identification>
N </subject>
</actors>
<medi
<title>Medical Equipment</title>
<text></text>
<device>
<deviceId>1A-34-46-78-9A-BC-DE-F3</deviceId>

calEquipment>
Blood pressure
information

<systemType xsi:type="CEV">
<code>MDC_DEV_SPEC_PROFILE BP</code>
<codeSystem>2.16.840.1.113883.6.24</codeSysten>
<codeSystemName>MDC</codeSystemiame>

<displayName>Blood Pre:

3) Process Service Modulett provides a micro engine
to handle the event processing step by step, for example, &
typical community healthcare service will require the sens
prOXy. to Correlatte the paugnt’s meta data from hIS/h(_:‘r:ﬂochi 4. The combined data with social security card and blpoessure
security card with the patient’'s sensor data, and then segg%{sor information in one XML data format.
the combined data through an XML format to the remote
repository (like the kiosk database). Therefore, a reesdhta
processing and transformation capability must be providedand thus the application developer can “mash-up” these data
convert potentially a variety of data formats to a commoand show them in the mobile phone or desktop for patients.
interface so that effective integrations among domainsbean 5) Device Management Service Moduleprovides a com-
performed. mon infrastructure to configure, deploy, monitor, and updat
To achieve the design goal, we develop a lightweigipther modules. In different use cases, the sensor proxytmigh
process engine, called the “micro process engine” (see2fig. connect to different medical sensors, transform the sestestar
which runs a simple data processing logic, and defines soiit® different formats and expose the data by different ways
reusable data operations. As shown in Fig. 3, the processitgrefore, the device management service will configure and
logic is composed of an aggregation operatiof’)* a trans- deploy different agents in data capture module, and differe
form operation (T"), and a security operation§’). When the Processes in the micro process engine for these use cases.
logic receives any data, it first aggregates them together (b

) . . V. HTTP INTERFACE
using the A’ operation) and then calls for ar” operation q ibe the a few | intert
to transform the combined data in certain format and useWe next describe the a few important HTTP interfaces con-

the security operation §") for encryptions. Fig. 4 shows a necting the kiosk controller and the sensor proxy, inclgdire

snapshot of the real XML code obtained after combining tH@Ming and addressing, initialize and obtain sensor readin
social security card data and the blood pressure measutemgn Get Naming and Addressing

. . . We use the HTTFGET method by calling the URL http:

4) ‘Transportation Service ModuléVhile the data capture | hostname:port/healthcare/namingaddressing, to robtae
module copnects the senjolr proxy to thﬁ sensor network, ing and addressing information of the sensory proxy and
transportation SErvice mo ue_connectst € sensor proteto o connected biomedical sensors. Since multiple physical
Internet, and.ultlmately the kiosk controller. We leveralle ;0 o dical sensors connect to the sensor proxy simultane-
RESTYul design approach [19], [20], where the sensor Pro¥sly, we need an efficient naming and addressing mancinism

behaves as a HTTP server (\{vhile leaving ot_her methpds, &8 that the sensor readings are able to be identified, and the
MQTT [21], for future extensions), and receives the instru ontrol commands are able to reach the physical world. We
tions from the kiosk server by HTTP request and metho erage the RESTful style [19], [20] as:

(like GET and PCST). In the mean time, the sensor proxy 162 Sensor proxy namingiWe name the sensor proxy 1 as:
also acts also as a HTTP client and uploads the measured dat

and its associated patient'’s meta data to the kiosk coetroll ~ <sensor _proxy name="proxy_1">

database where the relational database is stored. Théedetai 2) Biomedical sensors namingfor instance, the following
HTTP interface from the kiosk server to the sensor proxy al
backwards is described in Section V. Besides the fundarhe
capability of delivering the data back to the backend seiter
is worth noting that the sensor proxy itself can also have cer
tain exposure for the medical data in a web-friendly manner,

ure Monitor</displayName>

eudocode shows the naming mechanism of a social security
8rd reader connected with the sensor proxy 1.

<sensor _proxy name="proxy_1">
<sensor type="social _ security card">



3) Biomedical sensors addressingMe use a URL-like
address to hierarchically differentiate multiple sensass

<sensor type="bl oodpressure">
<start_address>
htt p: // host name: port/ heal t hcare/
bl oodpr essure/
1A- 34- 46- 78- 9A- BC- DE- F3/ st art
</start_address>

]

—
_—
-
=
-
—
—_—

i "l"

B. Start Blood Pressure/Glucose Reader

We use the HTTHPOST method by calling http://hostname:
port/healthcare/glucose/devicelD/start, to start thensse

reader, e.g. devicelD=1A-34-46-78-OA-BC-DE-F3 umque'¥il%) 5. An illustrative case study where (a) the overall systomposed of

denotes the blood pressure sensor. The request compli@s Wiouch-screen kiosk, a sensor proxy, a social security xader, a height
the RESTful [19], [20] style, and the following returns mayand weight sensor, and a blood pressure sensor, and (b)eagiod of IBM
be generated: Eaerzearch - China is taking blood pressure measurement isigiobial security

(1) 200: OK, if the sensor is successfully started.

(2) 404: Not Found, if one cannot find the correspondln%) 400: Bad Request, if there are other errors in the request

sensor.
; ; : format.
®) :>(<)|(s),t Bad Request, if other errors in the request formﬁ) 500: Internal Server Error, identified in the sensor grox
(4) 500: Internal Server Error, identified in the sensor grox (%) 200- OK with body of the combined XML data.
C. Get Social Security Card 1D VI. CASE STUDIES

We use the HTTRGET method by calling http://hostname: To better illustrate the rich set of functionalities our teys
port/healthcare/socialsecuritycard/1A-00-00-00-0860-01/ is able to provide, we present two complete case studies in
data, to obtain the social security card ID from the kiostis section; one is the stationary HealthKiosk system wizer
controller, once the data is available. If not, the sens&C-like sensory proxy is developed to connect the biomédica
proxy will return 200 but with an empty response body;sensors (see Fig. 5 and Fig. 6), while the other one is to ese th
nevertheless, for the successful data fetchin@08 return mobile handsets behaving as the sensor proxy, or the “mobile
will be generated with the body efid hasCard="true>996- HealthKiosk”, for the support of mobile healthcare solago
756-495/id>. The sensor proxy can also returmid (see Fig. 7).
hasCard="false™, which indicates that there is no card in ) .
the card reader. The following items summarizes the passil- Stationary HealthKiosk

returns: Fig. 5(a) demonstrates an implementation of the
(1) 200: OK with body eithekid hasCard="true%>996-756- HealthKiosk system, composed of a kiosk touch-screen
495</id>, or <id hasCard="false™, or empty. Ul, a social security car reader to leverage the meta data
(2) 404: Not Found, if one cannot find the correspondirgf the patients, a height and weight scaler, and a blood
device. pressure sensor. Fig. 5(b) shows that a colleague of IBM
(3) 400: Bad Request, if there are other errors in the requé&search - China is taking blood pressure measurement with
format. his social security card inserted into the card reader. The

(4) 500: Internal Server Error, identified in the sensor groxdetailed touch-screen Ul is demonstrated in Fig. 6, where
Fig. 6(a) shows the welcome page, and by clicking the “next”
D. Get Blood Pressure/Glucose Data button, the user will be directed to the choice of taking
We use the HTTRGET method by calling http://hostname:either height and weight measurements, or blood pressure
port/healthcare/bloodpressure/devicelD/data, to olite data measurements. The measurements of each sensor are shown
from blood pressure and glucose sensors. Based on patiet'’sig. 6(b) and Fig. 6(c), respectively. It is also worthingt
current vital sign, the kiosk controller tries to get bloodhat our stationary HealthKiosk system has been piloted and
pressure data from the sensor proxy, where the messageldployed at the PKUPH for diabetes treatments by building
flowing from the kiosk controller to the sensor proxy. Then evidence-based clinical care solution focusing on dhron
obtained measurements uses an XML format and embeddediease management. Extensive training has been offered
the body of HTTP response. The following items summarizéy the IBM Research - China, and the current contract will
the returns: be largely extended to the next year, where more systems
(1) 200: OK with empty body. and complicated offerings will be provided. Famous Chinese
(2) 404: Not Found, if one cannot find the correspondingewspapers including China Daily, Reuters, and ZDNet have
device. covered the news.
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Fig. 6. The developed Ul, where (a) the welcome page, (b) #ighh and weight measurement, and (c) the blood pressursumezaent.

B. Mobile HealthKiosk i R

To take advantage of the mushroom popularity of the mobile = ] = T mmm—
devices, we also implement @mobile HealthKiosk system, y p PSTEEs—
complemented to the previougtationary sensor proxy, as ‘ i e ] amosroamr o
shown in Fig. 7. Different from the stationary sensor proxy, 4 - Ty Emmmm———
we use the mobile handsets to behave as a sensor proxy; and | » ‘ » ) 201148155134 95309
the developed lightweight process service module peradigic & L = L R bl

ID_-)| DISPLAY_NAME $ | DOCTOR_ID3 | NAME 3 | PASSWORD s | PHOTO_ADDR % |PHONE NUMBERS! | VERSION &

listens to the wireless connections of the biomedical sBsnso [~"i==
to obtain the newly arrived medical data. Then, the procesy ==
engine helps with the data processing, e.g. to transform -
enrich the data into a suitable format for upload. Apart from| du=
all these, further applications developed include the kios | "

Jessica javaua fimagesfiessica png 13671374460

wenjiajia javaua imagestwenjiajia png 13671374460

testa javaua fimagesitest3 png 13671374460

18liuhf liuht jjavaua fimagesfliuhtpng AAEREERREN]

applications and a community widget. The kiosk applicagion | ..,.cm
provide an easy-to-use user interface for patients toaoter | =ww
with the biomedical sensors. The community widget renderg i:::
the patient to leverage the resources from the mobile health eanoranrsan EanoraniaEs pmagssengeingny 2z
Communlty’ e.g. the Care professlonals and hosp'tal eqUIp 20/000a20928400 /000220928400 000220828400  [imagesiwenjiajiapng 130012345670

ments, where patients are able to receive good tips fronr othe o '
patients or doctors. Fig. 8. Historical records of blood pressure measuremendstize relational

. . database containing the patient information.
Fig. 7(a) shows the welcome page summarize the func-

tionalities we provide in a user-centric and service-dgen
manner, where patients are able to set their personal g&ttin S
take blood pressure and glucose and browse some heagﬁyl o . i
. . : . : : riven and service-oriented, and provides a user-friemaily
tips and community suggestions. A typical scenario using oHerface for visible patient care. HealthKiosk could poiglht
deployed system is described as follows. James is a fifty-yea )

old man, who has suffered high blood pressure for two yeaE!nlmlze the efforts of care professionals, not only apilie

S . ) )
Provided by our mobile healthcare system, he owns a blo og the elderly but_also children and young fithess t_ralners.
. e proposed architecture leverages the RESTful desidm sty

pressure sensor and glucose-meter. Furthermore, hisnadrsg

mobile phone has installed our developed widgets and & . . .
mobile sensor proxy application. Every day, James is able R both in the PC style and as a mobile widget. The

periodically take measurements by himself; then, his neobif < 1o0" Proxy behaves not _onIy as a bridge between the raw
sensor readings and the kiosk controller, but also as a data

phone obtains the medical data from the blood pressure senso

: Processing logic to integrate, correlate, and transforrtiphel
and glucose-meter. Fig. 7(g) shows a measurement result, pieces of data to an XML format. We demonstrated the system
118/89mmHg for blood pressure and 76 times/min for puIsB' ' y

and Fig. 7(h) shows the received tips from the Comnmmpérformance by showing two complete case studies for both

group members. Fig. 8 shows the relational database Storeéatlonary and mobile sensor proxies used in the proposid en

the patient’s personal information and all historical meas to=end HealthKiosk system. Finally, the proposed solutiaa
menris P been piloted and deployed at the PKUPH for diabetes patients

via building an evidence-based clinical care solution &g

on chronic disease management in China. In the future, we

are planning to investigate an integrated mobile monitprin
In this paper, we presented a novel family-based healthcgiatform across multiple industry domains, like healtlecand

monitoring system, called “HealthKiosk”, with its detalle logistics, and make it applicable in real scenario deplayisie

igns and case studies. The proposed solution is patient-

VIl. CONCLUDING REMARKS



miCare miCare

Settings

Server

“Port

App Name T2

Username’

Parewerd

COM Port of BP Monitor [ CIEL
oM Port of Glucometer ELICINNRS

ood Glucose

miect o the plucomatengather,uploal
roview the test dats,

Healthy Tips
1, Beine 4 vevst Yo G BEESE K
10 iy o

=

Community
Scal |atest top ten (opics that
rolated to you keyword.

‘s

Blood Pressure Tes Blood Pressure Test

Your BP Meter Is connected ,you can start
the test and keep the BP Meter always
power on.

Your test result:

systolicc 118 mmHg
diastolic: 89

Puise: 76

mmHg

times/min

You can upload your result or abort
test by buttons blow.

(e)

miCare

Hide the Chart

Start Date

Start Date - 2
End Date o

End Date

miCare

2010-05-05 00:00:00

Start each dinner with a mixed green salad.
Not only will it help reduce your appetite

exercize is important,
in the United States about 42% of
pregnant women exercise, the

2010-05-05 00:00:00
Reject foods and drinks made with com

majority of women walking,
swimming or participate in other
exercises.

o

—

Community

nutritionally empty

() (h)
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