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Overview

This document outlines an architecture for a Workload Centric Cloud (WCC) built on
top of an extended OpenStack cloud. A Workload Centric Cloud serves primarily to
deploy, manage, update, and delete Virtual Resource Topologies (VRTS). The Workload
Centric Cloud accepts requests at its level of abstraction and serves them by manipulating
the infrastructure APIs (Software Defined Compute, Storage, and Networking) of an
underlying OpenStack+ installation. By OpenStack+ we mean OpenStack as we plan to



augment it; thisincludes, for example, better Software Defined Networking (SDN)
functionality, and extensions to improve visibility into Software Defined Compute.
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See Figure 1 for an overview picture. A box drawn with a heavy line represents a set
of processes. An arrow shows information flow; ared bar indicates model
transformation. A cylinder shows a section of database contents. A sun-shape shows a
pub/sub topic.

The picture and this text focus on the handling of requests to do something. There are
also requests for information, which are handled by querying the relevant database
contents; al the information in the database can be queried, although some can only be
gueried by administrators.

Many do-something requests are handled by a collection of distinct processing steps.
Steps in distinct processes are connected by logical work queues. A logical work queue
is datain the database plus usage of a pub/sub topic to work around the fact that we do
not have confidence in database trigger technology. “Queue’ is abit of a misnomer here
because we do not use FIFO ordering. These logical work queues all have the same
pattern for how work isinserted: after committing a DB transaction that inserts work the
inserter publishes a prod message to alert workers and, upon crash recovery, the inserter



publishes prod messages to cover (possibly making a big over-estimate) for ones that
were missed due to the crash. In particular, this design has the following work “ queues’.

¢ Requests awaiting placement decisions.

¢ VRTswith updated target state awaiting execution and reading into placement
agent effective state.

¢ VRTswith abandonment bits awaiting incorporation into placement agent
effective state.

VRTs

A VRT isaninfrastructure-level description of a collection of virtual resources that are
to be deployed, managed, updated, and deleted as a unit. These virtual resources are
things like VM instances, virtual storage volumes, and various sorts of networking things.
By virtual here we really mean “manageable by software”, not necessarily, e.g., “hosted
by ahypervisor”. If, e.g., OpenStack+ can do a*“bare metal” deploy of a machine image,
we consider that deployed image to be a VM instance.

The virtual resourcesin a VRT are organized into atree of groups. Various sorts of
policy statements can be attached to groups. Examples include: mutual co-location or
anti-co-location constraints to be applied among all members, or declarations of the
presences of certain licensed software products. Relationships between groups, and
between groups and individuals, can be declared. Example relationships include network
reachability, co-location or anti-co-location, network bandwidth or latency requirements,
and limits on network hop count. Each policy or relationship is independently marked as
ahard constraint or as a preference.

We suppose that the real containers that host the virtual resources are arranged into a
hierarchy. Thisisadmittedly an approximation, but we hope it will serve uswell enough.
Each co-location or anti-co-location statement about virtual resources is parameterized by
alevel inthe physical hierarchy

Requests
(Remember that we are explicitly discussing only requests to do something.)

There are two sorts of requests, and they come from two sorts of clients. There are
Virtual Resource Topology (VRT) requests and administrative requests. There are
administrative clients, and regular clients.

A VRT request, which is allowed from any sort of client, asserts the desired virtual
state of aVRT. The VRT has an identifier that is unique in the system, as does each of
the VRT’s components. The virtual state of aVRT is everything that aregular client is
concerned with regarding that VRT. Thisincludes VMs and storage volumes, and their
relationships --- including networking. This does not include physical resources.

In this design we augment each VM with a bit indicating whether recovery from crash
of that VM (i.e., its (late) hypervisor can not continue running the VM) can be effected
by a new launch of that VM --- using the same prescription, including startup stuff, as
before. For each storage volume, we presume there is no automatic crash recovery. For



each network relationship, we presume restoring the relationship is always an effective
recovery. Thisdesign aimsto effect automatic crash recovery when no help from higher
layersis needed.

An administrative request is accepted only from administrative clients and is one of
these sorts:

¢ Quiesce or un-quiesce a given physical resource
e Set part of the configuration of WCC
e Set afudge factor

A request isimplicitly alicense for WCC to make necessary changes. But what
exactly does “necessary” mean? Can the system go through an arbitrary set of
intermediate states to get to afinal state that satisfies the request? We say “no”. The
allowed intermediate states are in between the current state and the final state chosen to
satisfy the request. For example, if aVM is*“currently” running and the request is for
that VM to be running, then that VM must be running in al the intermediate states.
Further, in every intermediate state that VM must run on either its “current” host or the
host chosen to satisfy the request. This severe restriction isimposed for the sake of
simplifying the job of the planner. Thisrestriction rules out many solutions, and thus
changes some problems from solvable to unsolvable. We accept that cost, anticipating
that it will rarely appear.

Does arequest to add some load imply alicense to move existing load (either in the
same VRT or not)? Thisdesign isintended to support such license; if and when to use
that license is an available degree of freedom.

Parts of the System

The WCC implementation consists of processes, a database, and a lightweight pub/sub
system. There are also processes involved in the implementation of the database, the
pub/sub system, and perhaps the process monitoring involved here --- but those processes
receive no further attention here.

The Database

There is one highly available database, which is divided into four sections:
configuration state, request state, target state, and observed state. The database can do
ACID transactions of arbitrary scope. In case of concurrent transactions that conflict, the
database will detect the conflict and report it in some way that the client (WCC) can
identify as indicating a concurrency conflict. In the case of pessimistic concurrency
control, we are not sure how promptly we can expect the database to detect a deadlock.
To avoid unnecessary challenges for the database, we aim to keep database transactions
relatively small.

Configuration State

The configuration state is the runtime-variable part of the configuration of the WCC
implementation (as opposed to the underlying cloud it is managing). For example, it may



include the desired number of API servers, the desired number of placement agents, and
so on.

Request State

The request state holds requests and some of their processing status, from the time of
the request’ s arrival to alater time when it is migrated from active storage to archival
storage (if any). The requests themselves are immutable. The fragment of arequest’s
processing status that is kept in request state consists of these things:

e its submission time,

e its processing stage,

o theID, if any, of the placement agent currently processing the request,
e its success/failure state,

¢its VRT set.

The submission time of arequest is adate & time read from the local clock of the API
server accepting the request. It isused to serialize requests about the same resource.
(Available freedom: should we instead make the client supply the time of the request?)

A request nominally moves through the following series of processing stages, failure
recovery might involve jumping backwards to retry, or skipping ahead over moot stages.

1. ARRIVED - meaning that the request has been accepted into the system but
not otherwise acted upon

2. PLACING — meaning that a placement agent is working on deciding what to
do about the request and writing that decision into target state

3. TARGETED — meaning that the decision has been written into the target state
but not yet read by all the placement agents

4. SEMI-DONE — meaning that all the placement agents have read the decision
from the target state, not meaning that the decision has been fully® put into
effect (that question also involves the status of the request’sVRTYS)

5. FULLY-DONE — meaning that all the placement agents have read the decision
from the target state and that decision has been fully put into effect

The FULLY-DONE stage is really a specia case of SEMI-DONE and does not strictly
need to exist as adistinct stage. Its useisamatter of de-normalization; we useit only to
make certain processing easier (the leading exampleisin the way a Placement Agent
selects a request to process).

The success/failure state of arequest indicates whether the request has failed and, if so,
gives details on what went wrong (Available freedom: exactly what do those details ook
like?). Thisincludesinformation that can be queried by regular clients and is sufficient

! Asfully asit ever will be --- note that the Executor may give up on some parts of the
decision, and this does not stop the request from reaching the SEMI-DONE or FULLY -
DONE stages.



for them to recover in one way or another. There is much wiggle room here regarding
what information is present. As often as we can, we want this information to be enough
to enable a smarter response than simply “deleteit all and start over”. We want to
support automated clients.

The VRT set of arequest containsthe ID of each VRT that the request directly affects.
A VRT request’s VRT set contains just the ID of the VRT of the request. A quiesce
request’s VRT set contains the ID of each VRT that “currently” uses the physical
resource to be quiesced; this set isfixed at admission time by the API server, which reads
that set from the target and observed state (arrows omitted from the picture for brevity).
An un-quiesce request’s VRT set isempty, asisthe VRT set of aWCC configuration or
fudge factor change request.

The request state also includes a set of TSR records (TSR stands for Target State
Read). The key of a TSR record consists of arequest ID and a placement agent ID, and
the record has no additional information (except possibly some debug information). The
existence of a TSR record indicates that the identified placement agent has read the target
state updates that were made for the identified request. A placement agent createsa TSR
record as it does that read, and these records are deleted when the request enters the
SEMI-DONE or FULLY-DONE stage. This set enables detection of whether arequest’s
updates have been read into a given placement agent’ s effective state, which in turn
serves the purpose of serializing decision making for agiven VRT or physical resource;
finding an alternate solution is harder than you might think.

The request state also includes a table with some datafor each VRT. A VRT’sdata
includes a stage drawn from the following set:

1. NEEDY —meaning that changes have been written into the target state but no
executor isworking on those changes

2. EXECUTING — meaning that an executor isworking on thisVRT
3. DONE — meaning that no more work is needed on this VRT

Also associated with aVRT isthe ID, if any, of the executor currently working on that
VRT (at most one executor at atime works on any given VRT). A VRT aso hasa
success/failure state, analogous to that of arequest; this records the outcome of the latest
attempt to execute a decision for that VRT.

A VRT also hasaset of hard constraint violations that arose after execution.
Violations are put into the set by the Observers, and removed when anew solution is
written into the target state. Thisinformation should be made available to clients.

Also associated with a VRT isaset of request I1Ds, called the targeted requests. These
are the requests for which a decision about the VRT has been written into the target state
but not yet executed in the underlying cloud. By consulting this set it is possible to tell
whether arequest in the SEMI-DONE stage has been fully processed.

The request state also includes abandonment bits, which records the success or failure
of the Executors in pushing the target state into the true state. For every piece of target
observable state (see definition below), there is a bit in the abandonment state (AS)
indicating whether the Executors have (1) succeeded or (2) given up on pushing that



piece of TOS into the true state. When target state is created/updated by a Placement
Agent: it presumes that the Executors will succeed, and sets the relevant abandonment
bits accordingly. If and when an Executor later gives up on part of the target state, the
Executor changes the corresponding abandonment bitsto say so. These bits are used: (1)
to answer client queries about what happened and (2) to inform the merge of target and
observed state done to construct Placement Agent effective state.

The request state also includes a table that maps process role to serial number (see The
Processes).

The request state also includes four sets of active process IDs, one for each kind of
process (APl server, placement agent, executor, observer). A process, at startup time,
determinesits ID (incrementing the corresponding serial number) and adds that 1D to the
corresponding set of active process IDs. The process monitor removes IDs from those
sets.

The active placement agents are the ones that must create TSR records for agiven
request in order for that request to proceed to the SEMI-DONE stage (at which point
those TSR records are deleted). This set is also used during failure recovery to determine
which requests need to have their placement work resumed.

The set of active executor IDs is used during failure recovery to determine which VRTs
need to have their execution resumed.

Observed State

The observed state is the intersection of what can be observed and what is of concern to
WCC. It includes both physical and virtual resources, and relationships between them. It
isat alevel of abstraction that isintermediate between that of WCC requests and that of
OpenStack+ APIs. It differs from WCC requestsin: (a) including physical resources and
their relationships with virtual ones, and (b) including virtual resources that are part of
the OpenStack+ APIs but not the WCC API. Thusfar the latter category is seen to
consist of SDN endpoint groups, segments, and VirtNets.

We make a conceptual distinction between WCC virtual resources and SDI virtual
resources. A WCC virtual resourceis the sort of thing (VM, storage, or networking) that
can appear inaVRT asgivento WCC by aclient. An SDI virtual resource is something
that appearsin the API of the underlying cloud: an OpenStack+ VM, storage volume, or
networking thing. We expect most WCC virtual resources to eventually be implemented
by SDI virtual resources. Note that SDI virtual resources have distinct IDs from even
corresponding WCC virtual resources.

The observed state is sensed from the underlying cloud by the observers. We have
been warned that the available sensors are not always accurate. Thus the observed state
isdivided into two parts. one is what the sensors have reported, and one is adjustments or
“fudge factors’. Some adjustments are normally determined automaticaly. All
adjustments can be set by administrative requests. Examples of adjustments are: the
amount of memory mysteriously consumed on a host, the set of hosts that are down
regardless of what the sensors says (this is distinct from quiescent ones). Each
adjustment decays over time. For example, an amount of memory decays exponentialy;



amember of adown set evaporates a certain amount of time after it was added to that set.
This decay causes WCC to eventually probe again for ground truth.

The observed state includes the current binding between WCC virtual resource ID and
SDI virtual resource ID. The observed state must also effectively bind SDI virtual
resources with their physical hosts. For the sake of schema consistency with the target
state, the observed state includes the current binding between WCC virtual resources and
their physical hosts. Asamatter of de-normalizing for some convenience, the observed
state could also directly record the binding of SDI virtual resources with their physical
hosts.

For some kinds of virtual resourcesin the underlying cloud there is away to make the
underlying cloud always retain (even from the start of creation) the associated WCC ID
for that resource. For example, the OpenStack command to create aVVM accepts
metadata that will be always associated with that VM. In such cases, the association
between SDI virtual resource IDs and WCC virtual resource I Ds can be discovered from
the underlying cloud --- even before it has reached the WCC database.

For a sort of virtual resource in the underlying cloud (such asa VM) that, as a general
rule, can be associated with a virtual resource in WCC there will occasionally be
instances for which there is never such an association available. One cause of thisis
users going “around” WCC to create the resource directly in the underlying cloud.
Another cause happens for virtual resources for which the underlying cloud does not
offer to remember the associated WCC ID; if the executor that issued the create
command crashes before recording the association in the target state then a successfully
created virtual resource in the underlying cloud is left “ orphaned”.

Target State

The target state is what the placement agents have decided should be the state of the
underlying cloud, plus the request processing status information that is not part of request
state. The decided state isat alevel of abstraction that is intermediate between that of
WCC requests and that of OpenStack+ APIs. It differsfrom WCC requestsin: (a)
including physical resources and their relationships with virtual ones, and (b) including
virtual resources that are part of the OpenStack+ APIs but not the WCC API. For any
VRT request whose decision has been written into the target state, an equivalent request
can be reconstructed from the target state.

The decided state is divided into two parts: the target observable state (TOS) and the
target non-observable state (TNOS). The target observable state has the same schema as
the observed state (see exception below); the target non-observable state is the target state
that has no corresponding type of information in the observed state. For example: VMs,
PMs, and their binding are observable, while location constraints are not observable.

Thetarget state includes all of the kinds of virtual resource information received in
WCC requests. Thisincludes VMs and storage volumes and their relationships. Some of
thisis observable and someis not.

Some of what can be observed about an underlying cloud is not under the control of
WCC. Examples are capacities, grouping into a hierarchy of physical resources, and
fudge factors. These arein the observed state. These are NOT in the target state.



The underlying cloud, not WCC, isin control of SDI virtual resource IDs. Thus, SDI
virtual resource IDs do not appear in target state.

If the underlying cloud supports the notion of quiescence for some sort of physical
resource then that is controlled through the underlying cloud and appearsin WCC's
observed state. WCC aso supports its own notion of quiescence for some sorts of
physical resource, and this notion is supported by bitsin the target non-observable state.

The target state is self-consistent and consistent with the non-controllable observed
state. That is, al the hard constraints are met. Thisisthe primary part of the system
where we insist on such consistency; it tames the chaos generated upstream and guides
the downstream actions.

Each thing in the target state is “owned” by exactly one VRT. To enable peer-to-peer
networking among some VRTs will require a new networking abstraction (SDN is going
to discover thistoo); it does not make sense to require every peer VRT to be aware of
every other peer VRT. Peer-to-peer networking among VRTs s beyond the scope of this
design.

The Pub/Sub System

Thereis ahighly available pub/sub service. It does not need to be as highly available
as the database, provided that after the in-flight messages of atopic are lost we can take a
WCC-gpecific recovery action. That action is to publish a new message, with no further
details, on that topic.

The pub/sub system does not need durable subscriptions.

WCC uses three topics: C-Prod (configuration prod), A-Prod (arrival prod), and OT-
Prod (observed/targeted prod). These are used only to wake up subscribers that might
need to be notified of work waiting in the database. A message is published on the C-
Prod topic whenever there is a change to the variable configuration of WCC itself. A
message is published on the A-Prod topic whenever anew request is added into the
database or otherwise set to the ARRIVED stage. A message is published to the OT-Prod
topic whenever either (a) a change iswritten into the observed state, (b) a new placement
decision has been written into the target state, or (c) an Executor has given up on part of
the target state. Most of these messages carry no essential details (but might, e.g., carry
the request ID to aid debugging). An OT-Prod message can optionally carry a set of
pointers into target, observed, and/or request state; if thereis no set of pointersthenitis
implicitly the union of the all the possible pointers. A pointer into observed state is either
(a) the ID of aresource in that state or (b) the string “fudge factors’ (which points
indiscriminately at all of them). The pointer “target state” points at the target state owned
by VTs affected by requests that the receiver has not yet tracked.

The Processes

The work of WCC is done primarily by four kinds of processes: APl servers,
placement agents, executors, and observers. For each kind of processthereisa
configured number to run (the place where each runs may also be configured). Each
process playsarolein the system. A roleidentifies the kind of process and includes
something (e.g., small integer, or place where it runs) that distinguishes one from another.



An example role might be “API server #1” or “observer on pvespa016”. Each particular
running process has an ID that combinesits role with a serial number; successive runs of
the same role use successive serial numbers. An example ID might be “ placement agent
#3 run 42" (or something more succinct like “P3.42").

The processes are monitored for liveness and restarted as necessary. The exact
mechanism, and grouping for restart, is an open degree of freedom. However, there are
requirements on performance and behavior. The process monitor knows the ID of each
process it ismonitoring. When the monitor decides to do arestart, the first thing it does
is a database transaction that removes the I1D(s) of the to-be-restarted process(es) from the
corresponding set(s) of active ones and, in the case of a placement agent, removes its
TSR records; if that DB transaction suffers a concurrency conflict then it isretried,
repeatedly until success. Because detection of process crashes and wedges isimperfect, a
process that will be restarted may yet get afew things done before its coming
termination. This could potentially confuse things, by having a database transaction done
by a process that the database already saysisextinct. To guard against such confusion,
the relevant database transactions begin by checking that the transactor’ s ID is still in the
relevant active process ID set; if not then the process aborts the transaction and
terminatesitself. Thisisimplicitly part of every such DB transaction and is not explicitly
discussed in the definitions of those transactions. Specifically, these are the transactions
that manipulate TSR records.

Process failure detection should be timely. For the sake of not holding up request
processing due to missing TSR records we require that failure detection of placement
agents be fairly prompt: only when a placement agent’s ID is removed from the active set
can further decision-making about involved VRTs be resumed. Removal of aterminated
executor 1D is not required for further decision-making, but it is necessary for resumption
of the executing that was in progress.

Following are overviews of each kind of process. For details on their behavior see the
later section on Procedures.

API Servers

An API server accepts requests from clients and takes top-level responsibility for
handling those requests. For aWCC-configuration or fudge factor do-something request,
the APl server directly handlesit; for aVRT or quiesce/un-quiesce do-something request,
the APl server injects that request into WCC and replies with the request’s ID. For an
information-seeking request, the API server gathers the requested information and returns
it (arrows omitted from the picture for brevity).

Placement Agents

A placement agent does the work involved in advancing requests to the TARGETED
stage. The largest part of thiswork is running the placement algorithm, but there are
other critical stepsinvolved.

The similar but distinct term “placement engine” refersto a body of code that makes up
alarge part of a placement agent but is more generic; an agent wraps its engine with the
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particulars of how it interacts with the other processes in this architecture. The boundary
between the engine and agent is not in the scope of this document.

A placement agent handles arequest by choosing a future state in which the request is
satisfied; figuring out how to get from here to there is the job of the executors.

This architecture has multiple placement agents working in parallel. Sinceeachis
solving a global problem, independently from its peers, they will sometimes make
conflicting decisions. We take an optimistic concurrency control approach: expecting
that conflictswill be rare, the system will detect and recover from conflicts. Detection
happens as the decisions are written into the target state: a decision that is inconsistent
with the other database contents is not allowed to be written into the database. Recovery
is by going back and reconsidering what the decision should be.

The internal structure of a placement agent includes: effective state, the placement
algorithm, a set of decided requests (including their decisions), and a finished request ID
set. That set holds the IDs of requests whose decision has been incorporated into the
local effective state. The decided requests are those that the agent has run through the
placement algorithm but not yet finished writing into the target state. A placement
agent’ s effective state is what the agent uses when deciding what to do about requests; it
isa“union” of the observed and target states (abandonment bits are ignored, all the target
isused). Some changes (e.g., VM migration) take along time to put into effect; planning
against the union prevents making a new decision that cannot be put into effect until all
the previous changes complete. Planning against the union also protects against nasty
surprisesif and when an Executor gives up on part of the target state. Ignoring the
abandonment bits protects against nasty surprises if and when an abandoned change
completes anyway. Each placement agent tracks the observed state and the target state
updates of the others by virtue of subscribing to the OT-Prod topic and reading the
relevant state after notification of an OT-Prod message. Whenever it reads the target
state corresponding to a request whose stage is TARGETED, an agent adds that request’s
ID to the finished set. AnID isremoved from the finished set once the agent notices that
the identified request isin the SEMI-DONE or FULLY -DONE stage, and this does not
have to be done particularly promptly (we only need to be sure it happens before the
request is deleted from the on-line request state and before the agent’ s memory fills up
with unnecessary entries in the finished set); the exact details of how the agent notices
that is an available degree of freedom. Upon receipt of an OT-Prod message whose
pointer set includes “target state”, the relevant part of the target state isidentified as that
which isowned by VRTsin the VRT set of requests that are NOT in the local finished set
and whose stage is TARGETED.

A placement agent’ s effective state tracks changes to target and observed state without
attempting to preserve the ordering of those changes, and thusis not necessarily self-
consistent. Rather, it is eventually consistent with the target and observed states. That is,
everything written into target or observed state eventually appearsin, or is overwritten
(by something later) in, the effective state of each placement agent that lives long enough.

Executors
An executor works on making the true state match the target state.
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The attention of the executorsisfocused on aset of VRTs. These VRTs are selected
from those not in the DONE stage. An administrative request to quiesce a physical
resource may cause several VRTsto leave the DONE stage.

Observers

The observers uses the sensing facilities of OpenStack+ to sense the true state of the
underlying cloud, copy it into the observed state, and submit new requests to recover
from discovered hard constraint violations. We use the term “discovery” for the special
case of sensing physical resources not previously in the observed state.

Procedures

Serving API Requests

When an API server starts up it adopts an ID that is unique among all APl server runs
in the history of the system. The server also publishes an A-Prod message, whose purpose
isto cover for the A-Prod message that this process predecessor possibly failed to
publish. Similarly, it publishes a C-Prod message. It also publishes an OT-Prod message
with the pointer “fudge factors’.

An API server checks authorization before any further handling of arequest. Available
freedom: how?

An API server handles arequest to modify WCC configuration by first checking the
request, in isolation, for whether it is reasonable. If not, an error reply is returned.
Otherwise the API server does an ACID transaction that first does any more thorough
reguest checking that is needed. If aproblem isfound, the transaction is ended and an
error reply isreturned. Otherwise, the transaction makes the requested change and then
commits. If the transaction is aborted due to a concurrency conflict then the transaction
isretried. After the transaction is successfully committed, a message is published to the
C-Prod topic.

An API server handles arequest to set a fudge factor by doing a transaction that sets
the fudge factor. This request does not check hard constraints, because the fudge factor is
considered a soft estimate. If the DB transaction fails due to concurrency conflicts then it
isretried, with exponential back off, until success. Then the API server publishes an OT-
Prod message pointing at the resource to which the fudge factor applies.

An API server handles a VRT do-something or quiesce request by (1) writing it into
the request state, marked as ARRIVED, then (2) publishing an A-Prod message, then (3)
replying with the request’s ID. Each do-something request isassigned an ID that is
composed from the server’s ID and a serial number of requests handled by that server.
The API server checks that the request is syntactically well formed, but does not do any
deeper checking (such as checking for references to non-existent things). The write into
the request state has two parts: (1) writing the immutable topology details (in the case of
requests that have such) and (2) writing the mutable processing status. The two parts can
be done in separate database transactions; indeed, the immutable topology details do not
even need to be stored in adatabase. The two parts should be done in that order, with the
mutable database contents including a pointer to the immutable stuff; in case of crash
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between the two parts, cleanup need not be prompt and can be guided by looking for
unreferenced immutabl e stuff.

Placement

When a placement agent starts up it first publishes an OT-Prod message pointing to
“target state”, to cover for any message that its predecessor failed to publish. Then the
agent subscribes to the C-Prod, A-Prod, and OT-Prod topics --- but holds off on
processing notifications until all the startup procedures have finished. The agent
initializes its decided requests set to empty.

The agent then does a DB transaction that:
¢ determines the agent’s ID and adds it to the set of active placement agent IDs,

o reads the observed state, target state, and abandonment bitsto initialize its
effective state,

einitializesits finished request ID set to contain ID of each request whose
processing stage is TARGETED,

o creates TSR records for itself paired with each request ID in the finished set and
then, for each of those requests.

o(currently the request’ s processing stage is TARGETED) if al the needed
TSR records are present then deletes al the request’s TSR records and
sets its processing stage to SEMI-DONE, and then

oif the request’ s processing stage is SEMI-DONE and the request has been
fully executed then sets the request’ s processing stage to FULLY -
DONE.

If this database transaction fails due to concurrency conflictsthen it isretried, repeatedly
with exponential back off, until success. Each try constructs the local effective state and
finished request ID set from scratch. Successful completion of this transaction completes
the agent’ s startup.

Going forward from the beginning of startup: any receipt of an OT-Prod notification
causes the agent to eventually open a database transaction to update its effective state
with the relevant target and/or observed state. 1f the message includes the pointer “target
state” then the relevant target state includes that owned by any VRT that isin the VRT
set of any request whose processing stageis TARGETED and whose ID isnot in the
local finished request ID set. For each such request, the transaction includes creating a
TSR record pairing that request’s ID with the agent’s ID. After updating effective state
and creating TSR records, the transaction considers advancing processing stages. if the
request’s TSR set is complete then the transaction deletes all the request’s TSR records
and sets the request’ s stage to SEMI-DONE and then, if the request has been fully
executed (the request’ s ID is not in the targeted set of any of its VRTS), sets the request’s
stageto FULLY-DONE. If thereisaconcurrency conflict on such atransaction thenitis
retried, repeatedly (with exponential back-off) until success.

The agent then runs its main service loop in asingle thread. The body of the service
loop begins with a DB transaction that queries the request state for a workable request.
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There are two kinds of workable requests: (1) a subset of those needing recovery from a
previous placement agent crash and (2) a subset of those waiting to start placement work
for the first time. The requests needing recovery are those for which the processing stage
is PLACING and the associated placement agent 1D is missing from the set of active
placement agent IDs. The requests waiting to start work for the first time those in the
ARRIVED stage. For both kinds, only a subset is workable. The reason for accepting
only a subset isto serialize decision-making about any given VRT and serialize decision-
making about any given physical resource. We say one request inter sects another if their
VRT setsintersect or both are quiesce/un-quiesce requests about the same physical
resource. A waiting or recovering request R isworkableif and only if it passes the
ordering criterion. Informally, the ordering criterion for request R is that thereisno
intersecting earlier request that has not yet been decided. Precisely, the criterion isthat
there is no request S such that:

e Sintersects R,
e S has an earlier submission time than R, and

o Either (a) the processing stage of Sis TARGETED and thereis no TSR record
pairing S with the ID of the placement agent that is proposing to do the work or
(b) the processing stage of Sisearlier than TARGETED.

If no workable request was found then the DB transaction ends and there is a wait that
ends after either (a) notification of an A-Prod message (any A-Prod that arrives after the
database query started will do) or (b) creation of a TSR record involving this placement
agent; the loop body is restarted after the wait.

If some workable requests were found then one is selected. Requests needing recovery
take priority over others. The transaction then sets the selected request’ s processing stage
to PLACING and sets that request’ s associated placement agent 1D, and then commits. If
the DB transaction aborts due to a concurrency conflict then it isretried with an
exponential back off. Note that aretry may find no workable requests remain, in which
case the earlier discussion applies. After successfully committing a transaction that finds
some workabl e requests, the agent begins work on the selected request. First thereis
more checking, such asthat all referenced things actually exist. For a quiesce request, as
aspecial case, this checking includes testing whether the request’s VRT set equals the set
of VRTs currently using the physical resource to be quiesced. If the request’'s VRT set
has extra VRTSs then they are removed and an A-Prod message is published. If some
VRTs are missing from the request’s VRT set then the request is jumped back to the
ARRIVED stage, with an updated VRT set, and then the agent’ s loop body finishes for
that request (no A-Prod is needed because there is already at |east one placement agent ---
this one --- that will immediately ook for requests on which to work). Otherwise, the
regular outline continues. If any of the (other) checking finds an error in the request, the
decision is to do nothing about the request except note the error in the request’s
success/failure state. 1f no error isfound then the request is compared against the
effective state. If this comparison reveals a need to run the placement algorithm, then it
isrun. That may or may not find a placement. If no placement isfound then the decision
isto do nothing about the request except noteits failure. Otherwise we have adecision
that involves doing something. Now that a decision has been made, the request ---
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augmented with the decision --- is put into the agent’ s Decided Requests set and, if there
was an error/failure, the agent does a DB transaction to update the success/failure state of
the request. If that DB transaction fails due to concurrency conflictsthen it isretried,
with exponential back off, until success. That completes the body of the agent’s main
service loop.

Each placement agent also has a pool of threads that process entries in the Decided
Requests set. Available freedom: how many threads? Each such thread processes one
decided request at atime. The thread for a successful decided request does a series of
database transactions that write the decision into the target state and update the request
processing status. The last transaction updates the request processing status; it may ---
and the preceding transaction certainly do --- write parts of the decision into the target
state. Each transaction that updates target state also checks all the hard constraints
related to the update; for arequest that had already failed no constraint checking is
needed. If any violation isfound, the related target state update is not done (previously
committed updates may remain) and the decision isretried. Thisinvolves a database
transaction that sets the request’s processing stage to ARRIVED, and all the other usual
processing to submit arequest except that the already assigned request 1D is used.
Otherwise (i.e., if no hard constraint violation is found) the update is committed. The
transaction that updates the request processing status sets the request’ s processing stage
to TARGETED (if successful) or FULLY-DONE (otherwise). In the success case the
transaction also: (1) sets the stage of each of the request’s VRTsto NEEDY, (2) adds the
request’s ID to the targeted request set of each VRT of the request, and (3) for each part
of TOS that was updated, sets the corresponding abandonment bit to indicate the
expected success in execution. The transaction then commits. A concurrency conflict is
handled by retry, with exponential back off, until success. Once that transaction is
committed, the thread publishes an OT-Prod message pointing at “target state” if the
request was successful (and, as already implied, an A-Prod message if the request was re-
submitted for retry).

Dynamic Placement Concurrency

In the above design the number of concurrent placement calculationsis simply
bounded by a configured number. Perhaps we can do better. Optimistic concurrency
control has two competing concerns: (1) the longer one placement calculation takes, the
greater the motivation for concurrency, and (2) the bigger the placement problem, the
higher the probability of conflict (and suffering a conflict is worse than waiting would
have been). Suppose we can develop a simple calculation that estimates the expected
gain (which may be negative) from a parallel launch of a particular new placement
calculation given (a) the placement problems already in concurrent progress and (b) some
efficient abstract of the target and observed state. Define the conflict criterion for a
request R to be that the expected gain of adding, to the current situation, a concurrent
placement agent activation for R is positive. We can modify the definition of aworkable
request, by requiring that the considered request R must pass both the ordering criterion
and the conflict criterion. In thisway we make the degree of placement concurrency
dynamic in asmart way.
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Executing

Executing is the process of updating the true state to match the target state. Thisis
organized around VRTs. There are multiple executors, and at any given time: (a) each
executor isworking on at most one VRT and (b) each VRT has at most one executor
working on it. New decisions can be made about a VRT while a previous decision is
being executed; the VRT’ s executor will notice the new target state for that VRT and
adjust course accordingly.

At startup, an executor subscribes to C-Prod and OT-Prod messages, but does not
process notifications until it enters regular service mode. The executor then does a DB
transaction that reads the relevant WCC configuration, determines the executor’s 1D,
addsiit to the set of active executor IDs. If this DB transaction fails due to concurrency
conflicts then the executor will retry, with exponential back off, until success. Then the
executor entersits regular service mode.

The regular service of an executor is aloop whose body begins with a DB transaction
that looks for a VRT on which to work. If this transaction fails due to concurrency
conflictsthen it isretried, with exponential back off, until success. The executor queries
for aVRT that either (a) isin the EXECUTING stage and does not have an associated
executor ID that isin the set of active executor IDs (thisisa VRT for which recovery
from an executor crash is needed) or (b) isinthe NEEDY stage (thisisthe normal case).
If no such VRT isfound then the transaction is ended and the executor enters await that
ends after receipt of an OT-Prod notification (any received after the start of the DB query
will suffice); once the wait ends, the loop body is restarted.

In the case where some suitable VRTSs are found, the transaction picks one on which to
work; recoveries are preferred over the normal case. The transaction sets the stage of the
chosen VRT to EXECUTING, setsits associated effector 1D, and setsits success/failure
state to indicate no failure. Then the executor commits the transaction.

After committing the transaction, the executor proceeds to work on the selected VRT.
If thisisaretry then special care istaken to discover the outcome of resource creation
operations that were in progress at the time of the crash. An executor retry starts with
recovering as many relevant associations between underlying cloud ID and WCC ID as
possible (or, possibly, prodding the observersto do this and waiting for the result). For
the sorts of resources that do not have away to record the associated WCC ID, we accept
that they will be orphaned in the case of an executor crash. When the observers discover
avirtual resource that can not be associated with aWCC ID, aprod is sent to an
administrator to investigate and possibly delete this now-useless virtual resource.

While working on pushing target state into true state, an executor proceeds with as
much concurrency asis allowed by the hard constraints. The executor never introduces a
hard constraint violation, but may find an existing violation due to an exogenous change
in the observed state. Either the executor eventually succeeds, or it runsinto some
trouble. If the trouble may be fixed by re-trying alower level operation, thisis done.
Trouble not so easily banished is preserved and surfaced. That is, the VRT's
success/failure state is set to indicate failure and provide useful details, and the relevant
abandonment bits are set accordingly (see later remarks about the DB transactions for
these). Every subsequent decision about that VRT will prompt another try at execution,
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regardless of whether there is any reason to expect better results. Possible future work:
be smarter about that.

For some problems that block the executor, it can tell that re-placing would produce a
new target should not have that blocking problem. For example, if the problemisan
unexpected hard constraint violation involving something in the target state and
something in the observed state (e.g., hypervisor crash or overload) then the executor can
infer that this was due to a recent change in observed state and conclude that a new
placement decision would avoid that problem. Inthis case, and only if automatic
execution recovery isviable, the executor can (similarly to an observer discovering a hard
constraint violation, see below) submit a new request for placement of that VRT.
Automatic execution recovery is deemed viable if every WCC virtual resource in the
VRT either: (a) isinitstarget state, (b) has not yet been created at all, or (c) is one for
which automatic crash recovery is possible (see discussion of thisin the section on
Observing).

While working on pushing a VRT’ starget state into true state, an executor is both
planning and invoking effecters to accomplish steps chosen in the plan. Occasionally the
executor makes anew plan, based on the latest available observed state. Target state
updates are also noted, by virtue of being prodded by OT-Prod notifications pointing to
“target state” and finding that the VRT’ s stage has been reset to NEEDY ; in this case the
relevant transaction also setsthe VRT’ s stage to EXECUTING again. The executor is
required to notice target state updates and handle them before committing the transaction
that indicates completion; at worst thisis no more difficult than starting over.

An executor should not read all of alarge VRT starget statein asingle ACID
transaction. But if the reading is split across multiple transactions then the executor must
recognize that when the VRT’ s stage isreset to NEEDY this means that prior reads might
have returned data that is no longer current --- in which case the executor needs to repeat
those reads.

While working on pushing target state into true state, an executor may occasionally do
a database transaction that updates observed state and/or abandonment bits; concurrency
conflicts are handled by retry with exponential back off. The observed state updates are
simply an acceleration of what the observers will eventually pick up. Like al writers of
observed state, after committing the DB transaction the executor publishes an OT-Prod
message pointing at the part(s) of observed state that it just updated.

Once the executor can do no more about a VRT, the executor does an ACID DB
transaction that first checks the VRT’ s stage to see whether new target state updates have
arrived; if so, the executor returns to working on that VRT’ starget state. Otherwise the
transaction: (@) setsthe VRT's stage to DONE, (b) clearsthe VRT’ s associated executor
ID, (c) emptiesthe VRT’ s targeted request set, (d) sets any abandonment bits not yet in
the correct state, () updates the VRT’ s success/failure state if appropriate, and (f) for
each request that was in the targeted set: if that request isin the SEMI-DONE stage and
has been fully executed then changes the processing stage to FULLY -DONE.
Concurrency conflicts are handled by retry with exponential back off.
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Observing

The work of observing is partitioned among the observer processes. The partitioning is
based on the hierarchy of physical machines. A certain level in the hierarchy isidentified
in configuration as the one that determines the partitioning. Thereisa partition for each
node at that level. Thereis also apartition for network resources that are not associated
with any of the other partitions.

At its startup, each observer publishes an A-Prod message, and an OT-Prod message
pointing at all of the observed state, to cover for any message omitted due to the crash of
its predecessor.

The partitions are divided among the observers. Each observer monitors the true state
of its partitions and updates the corresponding observed state. Each DB transaction for
thisisretried, upon concurrency conflict, repeatedly with exponential back off until
success. Then the observer publishes an OT-Prod message pointing at the parts of the
observed state that were updated.

When an observer discovers a change in capacity (thisincludes halt/removal of a
physical resource), that observer checks the hard constraints related to that capacity
(including the existence of the virtual resources it was hosting). Each violation
discovered iswritten into the post-execution violation set of therelevant VRT. Each
violation is classified as either a crash or an overload. An overload is something that can
be remedied by a migration (an action that does not lose application state). Each crashis
either automatically recoverable, meaning that re-creation according to the original
recipe is an effective recovery, or not, meaning that higher layers must be involved in the
recovery.

For each VRT that suffersviolations that are either overloads or automatically
recoverable crashes, automatic recovery will follow. If thereis already arequest in the
ARRIVED or PLACING stage having that VRT in the request’s VRT set, no additional
action needsto be taken. Otherwise, the observer submits a new request (following the
usual outline) to set the virtual state of that VRT to what is currently recorded for that in
the target state. Thisisfor the purpose of prodding a placement agent to decide how to
recover from the violation.

For each VRT that suffers violations, some of which are crashes that are not
automatically recoverable, there is no automatic recovery undertaken by WCC. The
existence of this state is evident in the database. WCC may take some initiative to notify
the relevant client (details are an available degree of freedom).

When an observer discovers anew physical resource the observer may, depending on
WCC configuration, initialize the target state for that resource to be quiescent. The arrow
for thisis omitted from the picture for brevity.

Fault Tolerance Consequences

The system as described above tolerates certain faults. Specifically, it tolerates failure
of any number of API servers, placement agents, observers, job managers, and executors.
Here we review how recovery happens for requests that have been processed to various
degrees.
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Consider what happensif an API server crashes while handling arequest. Some
requests merely request information, and the client will get an error instead of that
information; the client can retry. Other requests ask for some work to be done --- and, in
most cases?, the API server’s handling of that work consists entirely of asingle ACID
transaction on the DB. The API server may crash before, during, or after that transaction.
A crash before committing that transaction leaves the system not committed to serving
the request. The API server might crash between (1) committing the DB transaction and
(2) publishing the corresponding prod message. The startup of the replacement API
server includes publishing of prod messages that cover for any such omission. In any
case, the client will get an error, but not know whether the DB transaction happened (i.e.,
whether or not the system is committed to doing the work requested). Most such requests
are idempotent, so the client can safely retry. The one exception is arequest to deploy a
VRT for thefirst time: such arequest allocates anew VRT ID and associates the given
topology with that ID. A better design would separate that into two kinds of request, one
to allocate anew VRT ID and one to set its topology, plus automatic garbage collection
of persistently unused IDs. While that still |eaves one non-idempotent kind of request
(allocate new VRT ID), repeats of it cost very little.

Consider what happensif a placement agent crashes. A placement agent does three
sorts of things concurrently: (1) react to OT-Prod messages, (2) make decisions, and (3)
push decisions out to target state. The reaction to an OT-Prod message consists of
updating internal state and writing a TSR record that will be erased when the crash is
detected; no further recovery issues exist regarding this sort of work. Decision-making
and writing to target state apply to requests in the PLACING stage. For arequest in that
stage after failure detection and restart, the placement work that was in progress has been
fully or partially lost and the decision-making restarts from scratch --- but including
current observed state, which may reflect partial execution of the previous decision that
was partially written to target state. We accept that in this case there may be a bit of
churn. For arequest left in the TARGETED stage, the decision making has finished and
been persisted in the target state but the OT-Prod message might not have been
published; thisiswhy placement agent startup begins with an OT-Prod message pointing
at “target state”.

Consider what happensiif an executor crashes. It may have been working on aVRT in
the EXECUTING stage. Upon restart, such VRTs are the first selected to be worked on.
The executor is driven by the differences between target and observed state, and so would
naturally pick up where the crashed one left off --- if there were no latency between an
effecter command being issued and its being reflected in the observed state. There
actually is latency, which has two effects: (1) avirtua resource in the underlying cloud
whose creation was recently initiated might not yet be associated in the WCC database
with the corresponding WCC-level virtual resource and (2) a state-setting command may
still bein progress as recovery begins. For (1): we use avail able mechanisms to avoid the
problem and to support discovery of those associations during recovery where possible,
and accept orphans in the other cases. For (2): we suppose that state setting is idempotent
and so the restarted executor can simply re-issue the relevant state-setting command.

2 The one exception is arequest to set the topology of a VRT, and its additional fault
tolerance complexity is discussed in the section on how an APl server handles those.
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Consider what happensif an observer crashes. The crash might have happened after
the observer successfully updated the observed state but before it published the
corresponding OT-Prod message. Thisiswhy recovery begins with publishing an OT-
Prod message that points at all of the observed state.

Available Degrees of Freedom
Following is arecapitulation of the available degrees of freedom in this design.

e How many processes (of each of the four kinds discussed here) exist and where
they run.

e What sort of information (number, place, ...) distinguishes one role from another
for the same kind of process

e How processes are grouped for restart.
e Formulation of the details describing request and VRT failures.
o Details of authorization checking.

¢ How many threads a placement agent runs to write decided requests to target
State.

e Source of submission time for a request.

¢ How a placement agent notices when finished requests have reached the SEMI-
DONE or FULLY-DONE stage.

¢ Whether/how WCC notifies a client of various interesting milestones, such as.
request fully processed, post-execution violation discovered.

Possible Future Work
Following are things that are explicitly out of scope of this design.

e Management (even mere editing) of tenants.

e Supporting peer-to-peer relationships between VRTS.
¢ Other kinds of underlying clouds.

e Variation in what is observable, controllable.

e Multiple underlying clouds at once.

e Concurrent decision-making about agiven VRT.

e Partitioning the database.

e Partitioning the placement work.
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