RJ10511 (AL M 1308-007) August 22, 2013
Computer Science

|BM Resear ch Report

Construction of Sector-Disk (SD) Codeswith Two Global
Parity Symbols

Mario Blaum
IBM Research Division
Almaden Research Center
650 Harry Road
San Jose, CA 95120-6099
USA

James S. Plank
EECS Department
University of Tennessee
Knoxville, TN 37996

——=—= Research Division
S S=E55=  Almaden- Austin - Beijing - Cambridge - Haifa - India- T. J. Watson - Tokyo - Zurich

LIMITED DISTRIBUTION NOTICE: This report has been submitted for publication outside of IBM and will probably be copyrighted if accepted for publication. It has been issued as a Research
Report for early dissemination of its contents. In view of the transfer of copyright to the outside publisher, its distribution outside of IBM prior to publication should be limited to peer communications and specific
requests. After outside publication, requests should be filled only by reprints or legally obtained copies of the article (e.g., payment of royalties). Copies may be requested from IBM T. J. Watson Research Center , P.
0. Box 218, Yorktown Heights, NY 10598 USA (email: reports@us.ibm.com). Some reports are available on theinternet at http://domino.watson.ibm.com/library/CyberDig.nsf/home.




Construction of Sector-Disk (SD) Codes with two
Global Parity Symbols

Mario Blaum James S. Plank
IBM Almaden Research Center EECS Department
San Jose, CA 95120 University of Tennessee

Knoxville, TN 37996
August 8, 2013

Abstract

Sector-Disk (SD) codes are erasure codes that address the mixed failure mode of
current RAID systems. Rather than dedicate entire disks to erasure coding, as done
in RAID-5, RAID-6 and Reed-Solomon coding, an SD code dedicates entire disks, plus
individual sectors to erasure coding. The code then tolerates combinations of disk and
sector errors, rather than solely disk errors. It has been an open problem to construct
general codes that have the SD property, and previous work has relied on Montecarlo
searches. In this paper, we present a general construction that addresses the case of
any number of failed disks and in addition, two erased sectors. This result generalizes
previous constructions extending RAID 5 and RAID 6.

Keywords: Error-correcting codes, RAID architectures, MDS codes, array codes,
Reed-Solomon codes, Blaum-Roth codes, PMDS codes, SD codes.

1 Introduction

Consider an m x n array whose entries are elements in a finite field GF(2°) [6] (in general, we
could consider a field GF(p®), p a prime number, but for simplicity, we constrain ourselves
to binary fields). The n columns represent storage devices like SSDs, HDDs or tapes. The
arrays (often called stripes also) are repeated as many times as necessary. In order to protect
against a device failure, a RAID 4 or RAID 5 type of scheme, in which one of the devices is
the XOR of the other ones, can be implemented. During reconstruction, the failed device is
recovered sector by sector. The problem with RAID 5 is, if an additional sector is defective
in addition to the one corresponding to the failed device, data loss will occur. A solution to
this problem is using a second device for parity (RAID 6), allowing for recovery against two
failed devices. However, this scheme may be wasteful, and moreover, it is unable to correct
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Figure 1: A 4 x 5 array with different types of failures

the situation in which in addition to the sector corresponding to the failed disk, we have two
extra failed sectors in the row (we always assume that failed sectors can be identified, either
by CRC or by other means, so the correcting scheme is an erasure correcting scheme). In
order to overcome this problem, the so called Partial MDS (PMDS) codes [2] and Sector-Disk
(SD) codes [7] were created. Very similar codes were presented in [5].

We start by giving the definition of PMDS and SD codes.

Definition 1.1 Let C be a linear [rn, r(m—r)—s] code over a field such that when codewords
are taken row-wise as r X n arrays, each row belongs in an [n,n—m, m+ 1] MDS code. Then,

1. Cisan (m;s) partial-MDS (PMDS) code if, for any (s1, s2, . .., s¢) such that each s; > 1
and Zézlsj:s, and for any iq,%9,...,%; such that 0 < i1 <ip < --- <4 <r—1,C
can correct up to s; +m erasures in each row i;, 1 < j <, of an array in C.

2. C is an (m;s) sector-disk (SD) code if, for any l,ls,...,1, such that 0 < [; <l <
oo <y <n—1, for any (s1, So, ..., s:) such that each s; > 1 and Z§:1 s; =s, and for
any ii,1%,...,% such that 0 <14 < iy <--- <4 <r —1, C can correct up to s; +m
erasures in each row 7;, 1 < j <t, of an array in C provided that locations {1, (s, ... 1,
in each of the rows 7; have been erased.

SD codes satisfy a weaker condition than PMDS codes, but they may be sufficient in
most applications. The case of (r;1) PMDS codes has been solved in [2]. In this paper, we
address the case of (1;2) PMDS and SD codes. Figure 1 illustrates the difference between
(1;2) PMDS and SD codes for a 4 x 5 array (i.e., a code of length 20): the array in the left
depicts a situation that can be handled by a (1;2) PMDS but not by a (1;2) SD code; the
second and the fourth rows have two erasures (denoted by E) each and there is no column
containing two of these erasures. The array in the middle illustrates a situation in which
the second and fourth rows have two erasures each, but the second column contains two of
those erasures, which correspond to a total failure of the second device. Individual erasures
in a row can always be handled by single parity (like in the first and the third rows). This
situation can be handled by both (1;2) PMDS and SD codes. Finally, the array in the right
shows the situation of three erasures in a row, and at most one in the remaining ones. This
situation can also be handled by both (1;2) PMDS and SD codes (but not by RAID 6).

In the next section we give the construction of an (m;2) SD code. Constructions of (1;2)
SD codes were given in [1] and of (2;2) codes in [3], so this result is a generalization of those
constructions.



From now on, when we say SD codes, we refer to (m;2) SD codes.

2 Code Construction

Consider the field GF(2") and let a be an element in GF(2"). The (multiplicative) order of
a, denoted O(a), is the minimum ¢, 0 < ¢, such that of =1. If « is a primitive element [6],
then O(a)=2" — 1. To each element o € GF(2¥), there is an associated (irreducible)
minimal polynomial [6] that we denote fo(z).

Let @ € GF(2¥) and rn < O(«). We want to construct an SD-code consisting of r x n
arrays over GF'(2"), such that r of the columns correspond to parity (in RAID 5, » =1, while
in RAID 6, r=2). In addition, two extra symbols also correspond to parity. When read
row-wise, the codewords belong in an [rn,r(n —m) — 2] code over GF'(2"). Specifically, let
C(r,n,m,2; fo(x)) be the [rn,r(n —m) — 2| code whose (mr + 2) x rn parity-check matrix
is given by

Hy| O 0
0 | Hy 0
H = : : (1)
0] 0 |...| Hp
H, | Hy|...| H,
where
1 1 1 1
1 «Q o? a1
HO _ 1 052 Oé4 a2(n—1) (2)
1 arr;—1 QZ(T;L—l) qm=1(n-1)
and, for 1 <75 <r
1 a™ a®m . a™m(n=1)
H; = < a-U-bn  o=(G-Dn-1 -G-n-2 =(-Dn-(n-1) |- (3)

The main result in this paper is proving that code C(r,n, m,2; fo/(z)) is SD. Unless stated
otherwise, for simplicity, let us denote C(r,n, m,2; fo(x)) by C(r,n,m,?2).
We start by giving some examples.

Example 2.1 Consider the finite field GF(16) and let a be a primitive element, i.e., O(«a) = 15.
Then, the parity-check matrix of C(3,5, 1,2) is given by



1 1 1 1 1 o 0 o O o0j0 O o0 o0 o
0 O 0 0 0 1 1 1 1 110 O O O O
0 O 0 0 0 o o0 o o0 o1 1 1 1 1
1 a o o o1 a o o o*|1 a o o of
1T o™ o a2 a'lal® o o o ablad ot o o «o
Similarly, the parity-check matrix of C(3,5,2,2) is given by
1 1 1 1 1 o 0 o O o0j0 O 0 0 o0
1 a o2 &> o&*/ 0 0 0 0 0/0 0 0 0 O
0 O 0 0 0 1 1 1 1 110 O O O O
0 O 0 0 0 1 a o a® a*0 0 0 0 0
0 O 0 0 0 o o0 o o o1 1 1 1 1
0O 0 0 O 0|0 0 0 0 01 a o o® ot
1 o2 o a% | 1 o2 a* o a®| 1 o® o af of
1T o™ o a2 a'lal® 0% o8 o aflad o o o «o

Let us point out that the construction of this type of codes is valid also over the ring
of polynomials modulo M,(z)=1+ x + --- + 2P~!, p a prime number, as done with the
Blaum-Roth (BR) codes [4]. In that case, O(a)=p, where a? ' =1+ a + -+ a? 2. The
construction proceeds similarly, and we denote it C(r,n,m,2; M,(x)). Utilizing the ring
modulo M, (z) allows for XOR operations at the encoding and the decoding without look-up
tables in a finite field, which is advantageous in erasure decoding [4]. It is well known that
M, (x) is irreducible if and only if 2 is primitive in GF(p) [6]. Let us give an example similar
to Example 2.1, but over the polynomials modulo Mj;(z).

Example 2.2 Consider the ring of polynomials modulo Mj7(x) and let « be an element in
the ring such that Mj;(«) =0, thus, O(a) =17. Then, the parity-check matrix of
C(3,5,1,2; My7(z)) is given by

1 1 1 1 1 0 0 O o o0 O O 0 O
0 O 0 0 0 1 1 1 1 170 O 0 O O
0 O 0 0 0 0 0 0 o o1 1 1 1 1
1 a o o o' 1 a o2 o |1 a o o of
1 a6 o old 4B | a2 ol Bla’ o8 of ot oF
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)

a
Similarly, the parity-check matrix of C(3,5,2,2; Mi7(x)) is given by



1 1 1 1 1 0 0 O 0O o0ojO0 O O 0 O
1 a o o o*| 0 0 O O o0ojO0 O O 0 O
0 0 0 0 0 1 1 1 1 170 0 0 0 O
0 0 0 0 0 1 a o o a*l0 0 0 0 0
0 0 0 0 0 0 0 o o o1 1 1 1 1
0 O 0 0 0 0 0 0 0 0|1 a o o ot
1 o2 o o a®| 1 o o o a®| 1 o® o o of
1 o a® o a3 1a2 o' o % ofla” of a® ot o8

Let us give next a lemma that is key to proving that code C(r,n,m,2) is SD (we omit the
proof).

Lemma 2.1 Let « € GF(2¥), rn < O(a), 1 < /¢ < r—1land, if 1 < m < n-—2,
let 0 < dg < iy < dg... < i1 < n—1and t,t' & {ig,i1,92...,im_1}. Consider the
(2m + 2) x (2m + 2) matrix M (ig, 91,12, ...,im-1;t,t';7;n;¢) given by

1 1 1 1 0 0 0 0
Qo ot alm=1 ot 0 0 0 0
a2 a?h a?im—1 a?t 0 0 0 0
am=Dio  glm=1ir — gm=Dim-1  q(m-1)t 0 0 . 0 0
0 0 o 0 0 1 1 . 1 1
0 0 . 0 0 ato a’t . afm-1 at
0 0 o 0 0 a2 a?h . afimr a2t
0 0 . 0 0 am=Dio  qm=1ia gm=Dim-1 o (m=1)t
amio amil amim,1 amt amio amil O./mi’”fl amt’
o a”h . qTimet a t | qtrio g grnleimey g ol

Let A(ig,i1,89, ..., im_1;t,t';r;m;0) = det M (ig, 01,19, . .., im—1;t,t';7;n;¢). Then,

Alig, 1,02, - yim_1;t,t5mnsl) = o~ X ( I e o/“)Q)

0<u<v<m-—1
m—1
< H (aiu D O./t)(ozi“ D at’)) (a—t D a—né—t’) (4)
u=0

Lemma 2.1 is valid also over the ring of polynomials modulo M,(x), p prime. We are ready
now to state and prove our main result.




Theorem 2.1 Codes C(r,n,m,2; fo(x)) and C(r,n,m,2; M,(z)) are SD.

Proof: Assume that m columns have been erased and in addition we have two random
erasures. Assume first that these two random erasures have occurred in the same row ¢ of
the stripe. The rows that are different from ¢ are corrected since each one of them has m
erasures, which are handled by the horizontal code, that is, each horizontal code is given by
the parity-check matrix Hy, which is the parity-check matrix of a RS code that can correct
up to m erasures [6]. So, we have to solve a linear system with m+2 unknowns. Without loss
of generality, assume that the erasures in row ¢ have occurred in locations g, 21, - - . , &, Gnt1,
where 0 < ip < i1 < -+ <1y < i1 < n. According to the parity-check matrix of the code
as given by (1), (2) and (3), there will be a unique solution if and only if the (m+2) x (m+2)
matrix

1 1 .. 1 1
Qo a®t - a’m am+1
aZig a2i1 a22'm a2im+1
Oémio ami1 o &mim Oémim+1
a—n(—io a—nﬂ—il o a—nﬁ—im a—nﬁ—im+1

is invertible. By taking o™ in the last row as a common factor, and by multiplying each
column j, 0 < j < m + 1, by %, this matrix is transformed into a Vandermonde matrix,
which is always invertible in a field and also in the ring of polynomials modulo M,(z) [4].

Consider now the case in which the two random failures occur in different rows. Specifically,
assume that columns ig,%q,...,%,_1 have been erased, where 0 < 19 < 11 < ... < {1 <
n — 1, and in addition, entries (¢,t) and (¢, t') are erased, where ¢, & {ig,1,...,im_1} and
0 < /¢ <V <r—1. Again using the parity-check matrix of the code as given by (1), (2)
and (3), there will be a unique solution if and only if the (2m 4 2) x (2m + 2) matrix

alo azl aszl at O O o 0 0
a2 a?h a?im-1 a?t 0 0 . 0 0
am-Dio gm-Di | gm-Din gm-Dt] g 0o .. 0 0
0 0 ... 0 0 1 1 - 1 1
0 0 . 0 0 Qo alt o afm-1 ot
) ) ) ,
O O e O 0 &220 05221 . 052me1 O(Qt
O O . O 0 a(m_l)io a(m—l)il . a(m—l)im,1 a(m—l)t/
o™ o™ QMim—1 o™ oMo oM L oMim—1 amt’
a M gnéh o Mmime1 g ml—t | g nll—io o nll—in el iyl




is invertible. Taking o™ as a common factor in the last row, we obtain the matrix

M (ig,i1,99, .. im_1;t, ;7050 — {) as defined in Lemma 2.1, which is invertible since its
determinant is a constant times a product of binomials, and each binomial is invertible. O

Let us point out that Lemma 2.1 and Theorem 2.1 not only prove that codes
C(r,n,m,2; fo(x)) and C(r,n,m,2; M,y(x)) are SD, but also provide for efficient encoding
and decoding algorithms. In effect, solving the linear systems corresponding to erasures,
for instance, using Cramer’s rule, involves inverting determinants of either Vandermonde
type of matrices or determinants of the type A(ig, 1,2, . .., 0m_1;t,t';r;n; 0 — ), as defined
in Lemma 2.1. Both types of determinants involve products of binomials, which are easily
inverted both in GF(¢) and in the ring of polynomials modulo M,(z) [4].
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