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Abstract

A traÆc analysis on the Internet has an advantage

for obtaining the characteristics of transferred packets.

There were many studies to understand the character-

istics of the Internet traÆc with mathematical statis-

tical approach. The approach of this study is di�erent

from previous studies. It focuses on studying the traÆc

analysis with the framework of knowledge extraction.

The measurement results of traÆc capturing on the

backbone network is applied to the inter-organization

activity on the Internet. It shows that the proposed

framework can be useful for the experiment results.

1. Introduction

There are many applications on the Internet as a
communication media. The Internet becomes a com-
mon infrastructure for our daily activity. In this re-
sults, the amount of traÆc on the Internet is expo-
nentially increasing recently [1]. In the future, most
of transactions for the inter-organization and intra-
organization will be used on the Internet. As the usage
of the Internet is increasing, the traÆc analysis has an
important rule for both the economical and the social
activity.

The Internet traÆc is aggregated with IP (Inter-
net Protocol) packets. Each packet has the di�erent
source and destination address in the packet header. If
these packets are gathered and analyzed by certain pa-
rameters which are the volume, the granularity of the
time, the IP addresses and the transport ports, the
characteristics of traÆc is obtained with the results of
the mathematical analysis.

There are so many transferred IP packets on the In-
ternet, and we can measure the number of packets and
the volumewhich is obtained with the sum of IP packet
length. If these packets are analyzed with the source
and the destination of IP addresses, the traÆc ow be-
tween hosts is provided. If packet header information

on TCP/UDP is analyzed, the application traÆc of
the network is understood with the ports number and
the state of the transport protocol. If the results of
the traÆc analysis is provided, the basic information
for the Internet is obtained.

The traÆc measurement and analysis for Internet
traÆc is mainly focused on the characterization of the
traÆc with mathematical statistical method. The em-
pirical method is also used for obtaining the charac-
teristics of traÆc [9]. The results of previous studies of
traÆc analysis were not directly related to the activ-
ity of inter-organization or intra-organization. They
usually described a general model for the characteris-
tics of the Internet. There is no common procedure
to acquire the activity of the inter-organization and
intra-organization from the Internet traÆc.

This paper describes the framework of the knowl-
edge extraction from Internet traÆc, and the focused
area of the investigation is the inter-organization ac-
tivity which is analyzed with transactions on the In-
ternet. The main di�erence from previous studies
is that the obtained results in this study is directly
related to the daily activity. The characteristics of
the inter-organization activity will be used to under-
stand the economical behavior and the human behav-
ior. The rest of this paper is constructed as follows:
related work of traÆc analysis for previous studies, the
method for studying inter-organization activity, the re-
sults from experiment and discussion and future direc-
tion of this approach.

2. Related work

Previous studies of the network traÆc have been
usually based on either the statistical or the empirical
approach of the analysis. In early days in the traÆc
analysis of a packet switched network, it was assumed
that the characteristics of Internet traÆc was based
on the Poisson distribution, which is the similar char-
acteristics as the distribution of telephone calls. The
statistical distribution of the Internet traÆc was stud-
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Figure 1. Workflow for understanding Internet traffic

ied for �fteen wide area traÆc traces, and it showed
that the wide area traÆc is less persuasively Poisson
distribution[2]. Due to the failure of the Poisson dis-
tribution for the wide area traÆc, the new model was
needed. The study proved that the characteristics of
traÆc both local area network and wide area network
showed statistically self-similar manner[3]. The self-
similar traÆc pattern is one in which there is no natu-
ral length of a burst at every time scale ranging from
a few milliseconds to a few minutes or even hours, and
in which similar-looking traÆc bursts are evident.

The characteristics of the WWW traÆc on the In-
ternet is also accompanyed with the self-similar [4]. In
this result of the long-term traÆc gathering, the traÆc
has the characteristics of self-similar manner which is
related to document sizes of contents, caching e�ect,
and size of �le transfer.

A traÆc analysis to construct the model of \cas-
cades" which are also known as multiplicative pro-
cesses was studied with the wavelet-based analysis and
inference tools for the wide area network [5]. They
proved that the measured network traÆc well conforms
to an underlying cascade construction and identify as-
pects of network traÆc where its multiactive proper-
ties could be examined in detail.

In addition to these previous statistical studies,
there are studies for the development from traÆc data
and the evaluation of the traÆc measurement system.
They have the important rule for traÆc studies. The
architecture and the implementation of the passive
measurement system for Internet traÆc was described
in [7], and it could measure protocol performance met-

rics with the passive monitoringmethod. It is useful to
check the validity of Internet applications at the pro-
tocol level and to show the characteristics of Internet
traÆc at the protocol level. It was well applied to the
traÆc analysis on the Internet.

On the other hand, the security demand of the In-
ternet is rapidly increasing for using critical applica-
tions in business. The method of extracting the char-
acteristics of the traÆc is currently focused on check-
ing the security which is the intrusion detection on the
Internet. These applications of the security tool for
traÆc measurement take the critical mission which is
to protect information asset from intrusion and attack-
ing of unknown users[8]. The technology of security
analysis is in general to monitor danger or unknown in-
coming packets from the Internet, and evaluates these
packets whether the attacking and the intrusion is be-
gun. There are some variations and patterns for this
kind of the activity, and detection programs for the
activity could automatically detect the characteristics
with limited information in packets, and immediately
report to the operator with priority level information.
The data of the characteristics for the activity has al-
ready stored in the component of the program before
it was installed in the system. Although the tech-
nology is specially customerized for the security pur-
pose, it can be applied to check the activity of inter-
organizaiton.

3. Method

In this paper, we de�ne the workow for the knowl-
edge extraction in �gure 1. Figure 1 shows four dif-
ferent tasks to extract knowledge from raw packets on
the Internet. These tasks are called \Capture", \An-
alyze", \Parameterize" and \Extract".

For loggingmethod of packets on the network, there
are three methods for the measurement point. These
are de�ned as follows: (1)server logging, (2)client log-
ging and (3)intermediate logging. They are explained
as follows:

� Server logging
This method is based on capturing information
of transaction in applications on servers. In this
method, the granurality of the logging informa-
tion therefore depends on the function of the
server software. For example, the message ex-
change server such as the SMTP server has the
logging capability for access information to the
server from both local users and remote hosts,
and store logging information to the �le. The ad-



vantage of the method is that the logging capa-
bility is usually included in the server software.
The disadvantage is that if there are multiple
servers at the same service, all servers have to
keep logging information for all transactions and
anlayze them among servers with synchroniza-
tion.

� Client logging
This method is based on capturing event infor-
mation for transactions in client software. For
example, the WWW client software can inter-
cept all events of transactions in the client soft-
ware and store them in the �le. The advan-
tage is that logging information can be precisely
monitored and the granularity of these events is
smaller than the server logging. The disadvan-
tage of this method is that the event monitor
function has to load in the target client. If there
are many clients that are needed to monitor, the
monitoring becomes the huge task. There is no
central management point for logging of multi-
ple clients. As a results of the analysis for the
client logging, user's behavior in detail will be
understood. It is useful to pro�le and categorize
the client.

� Intermediate host logging
This method is based on monitoring transac-
tions at the intermediate host which is located
between the client and the server. The moni-
tor of the network traÆc is usually categorized
into this method. Logging information to moni-
tor traÆc is exactly all transactions between the
client and the server even if there are multiple
servers for the same service. The capability of
the central monitor can be provided with this
method. The advantage of the method is that
inter-organization and intra-organization trans-
actions can be captured, and the behavior of all
transactions on the network can be obtained by
the analysis of transport protocol. The disad-
vantage of the method is that the measurement
point should be carefully located to obtain all
transactions of the inter-organization activity.

The intermediate host logging method is applied to
study on the inter-organization activity.

3.1. Operation of the traÆc analysis

A workow of the traÆc analysis is as follows: (1)
to capture packets on the network, (2) to store these
packets to the �le and (3) to analyze these packets
with di�erent parameters. The key feature of the traf-

�c analysis would be the procedure (3) which could
parameterize tacit information in all packet headers.
Lists of values obtained with parameters are essential
information for the analysis results. Graphical repre-
sentations with various forms are e�ective to under-
stand the results of traÆc data. The analysts of the
network traÆc will extract a basic feature of the cur-
rent network status with graphical representations.

We de�ned three methods to understand the In-
ternet traÆc. They are described to categorize the
analysis of Internet traÆc as follows:

� Manual operation
The manual operation is that there is no au-
tomatic processing to obtain the results of the
traÆc analysis. Analysts which have the speci�c
skill and the expertise are needed to manipulate
the results with graphical representation to make
the proper decision. At least, they have tools to
manipulate the traÆc.

� Semi-automatic operation
The semi-automatic operation is de�ned that the
human operation is needed to know the speci�c
information on the network and to extract a
knowledge for the operation. This operation is
the primary challenge of the study to obtain the
speci�c knowledge from traÆc.

� Full automatic operation
A program automatically obtains the speci�c
knowledge without any human intervention. The
higher abstract level of knowledge will be ob-
tained from the traÆc, and the system can pre-
dict the future trend of the traÆc. The opera-
tion would be an ideal operation, but it is not
available today.

3.2. Extract useful information

The measurement method of the study is based
on monitoring transferred packets on the intermediate
host. Extracted information from capturing IP pack-
ets is parameterized in follows values: (1) capture time
(in second), (2) length of IP packets (in bytes) which is
information on packet header, IP address pair, trans-
port protocol number and TCP/UDP port pair and
(3) application protocol data.

The capture time is de�ned at the time of capturing
the packet, and the granularity of the time is in milli
second because the measurement period is rather long.

There are two IP addresses, which are source and
destination addresses, in the packet header. They are
directly binded to the domain name which can be ob-
tained by the access to DNS (Domain Name System).
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Figure 2. Configuration of the measurement system

The domain name is belong to the organization to
which the packet is originated and is destined.

Transport protocols, such as TCP and UDP include
the pair of port numbers in their packet headers. If
the port number is under 1024, it are called the well-
known port which usually represents the application
service on the server. The application program lis-
tens incoming requests from the client to check the
well-known port. When the well-known port number
is obtained, information on the application service is
provided. The application for the well-known port is
de�ned by Internet Activity Board (IAB).

4. Measurement and results

This section describes the measurement system and
the results with the system. The results shows the
translation to information from the raw packet, and
the e�ort to extract knowledge from information. In
this study, the backbone traÆc was evaluated with the
framework which described in previous section. The
detail of the measurement system for the backbone
traÆc was reported[6]. Figure 2 shows the con�gura-
tion of the measurement system. All transferred pack-
ets from organizations to the Internet can be captured
at the NOC LAN. In this �gure, organizations are con-
nected to the backbone network and the backbone net-
work is connected to the rest of the Internet. All traf-
�c to the Internet can be monitored at the \Monitor"
point in �gure 2.

Captured data of packet header is that the capture
time(32 bit), the source and the destination IP ad-
dress(32 bit), the source and destination ports(16 bit).
The total length of captured data for a IP packet needs
16 bytes. The number of packets were approximately

2,500,000 for the measurement in this study. The vol-
ume of measurement for an hour is approximately 15
Mbytes, and therefore the volume of one day would
be approximately 360 Mbytes. Although the accumu-
lation of packet header on the backbone network is
rather large, the detail analysis of these packet head-
ers takes time. When only a few �xed parameters are
needed for the analysis, the measurement data can be
deleted after the parameterized data is extracted.

Figure 3 shows TCP traÆc on the backbone net-
work with volume. Since more than 94 % in IP traf-
�c occupied with TCP traÆc, UDP traÆc could be
omitted from this study because of less traÆc. In this
results, there is a de�nition of the threshold for traÆc
volume to analyze the traÆc of the further study. For
example, if UDP traÆc volume is more than 20 % for
the entire traÆc, the further analysis will be done. In
this case, as a knowledge, the percentage of traÆc can
be used for the threshold of the analysis.

Figure 4 shows the distribution of TCP volume for
the bandwidth, and the TCP traÆc has the bandwidth
between 100 KB/s and 225 KB/s. The �gure shows
that the TCP traÆc usually falls in the range of the
bandwidth. Information on the range from the exper-
iment are stored for the future comparison as a refer-
ence information.

In the measurement, after the IP packet header is
examined, both source and destination IP addresses
are changed to domain names with access to DNS.
The part of domain name depends on the organiza-
tion name: e.g., The domain name, `.ibm.co.jp" des-
ignates IBM Japan, and \.trl.ibm.co.jp" is Tokyo Re-
search Laboratory. This is the simple procedure for the
conversion of IP address to domain name which shows
the organization name. The matching rule of this pro-
cedure is the simple, and in this results the domain
name is provided from IP address. This conversion is
the part of the procedure for data to information.

Figure 5 and 6 show that organization activity was
divided into applications on TCP. The activity cate-
gorized into WWW, FTP and other applications. In
these �gures, other applications in the activity of or-
ganization A has di�erent characteristics than that of
organization B. In �gure 6 there are sharp peaks for
the measurement, but in �gure 5 there is no such a
peak. The characteristics of peaks can be stored as
information.

Figure 7 and 8 show the volume for target organiza-
tions. Both organization A and B exchange IP packets
with other organizations, and these �gures show the
order of the activity with other organizations. Each
organization has di�erent activity for other organiza-
tions, and the number of the organization is di�erent.



Organization A has 94 di�erent organizations and or-
ganization B has 72 di�erent organizations. Informa-
tion is characterized for the activity on the organiza-
tion.

5. Discussion and Conclusion

There is the discussion of ambiguity about the re-
lation between the domain name and the organization
name. It is ambigious because the relation of them is
only binded to DNS. We have to get the authorized
data of the relation. The relation between port num-
ber and application has the same issue. For example,
the WWW server proxy often accept the request on
the port number 8080 which isn't well-known port.

The study is only focused on packet header infor-
mation for capturing packets. In addition to packet
header information, the application data in the packet
can be used for the analysis of the activity. For exam-
ple, every transactions in SMTP connection has the
application data for the message sender and the mes-
sage receiver, and that for WWW connection also has
the data for the URL request and the reply with con-
tents. More information will be provided by analyzing
the application data.

If additional information from other sources is re-
lated to the target traÆc at the measurement period,
the knowledge from the traÆc analysis is increased
with this information. For example, if there is the mul-
timedia experiment which consumes the high band-
width of the network and the traÆc measurement sys-
tem knows this information, the volume of normal
state is calculated by subtracting the total volume.
The extraction of the related information for the or-
ganization such as the event data is needed to know
the activity of the organization. The results is more
precises than ones which are obtained only from infor-
mation on the network.

This paper describes the framework of extraction of
knowledge from the Internet traÆc, and it is applied to
analyze the inter-organization activity on the Internet.
The author thanks Dr. J-K. Hong of Tokyo Research
Laboratory for supporting this study.
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