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Abstract

This paperpresentsthe elementsof a framework enablingscalableservicedeploymentover pro-
grammableheterogeneousnetworks. For easeof servicedeployment it is expectedthat network
managementtools will requireparticipationof the network itself in order to be ableto scaleto a
very large numberof network elementswith widely varying programmabilitylevels. The type of
servicesconsideredis very broad,rangingfrom routingservicesinvolving selectednodesof a net-
work to end-to-endservicesspanningtheentirenetwork. Theunderlyinghierarchicalstructureand
therepresentationof capabilitiesusedby themechanismto deploy new servicesinto a network au-
tomatically, arepresented.Thealgorithmicstructureof themechanismdescribedis thenillustrated
by severalexamplesshowing its applicabilityandcomplexity.
Keywords: Automatedservicedeployment,programmablenetworks,network management.



1 Introduction

Servicesarethekey differentiatorsfor internetserviceproviders.To enableinteroperabilityandfast
creationof new services,standardizedapplicationprogramminginterfaces(APIs) with their corre-
spondingprogrammablenetwork elementsarebeginningto appear. In anenvironmentof networks
having a largenumberof nodesthatneedto beenabledwith new servicesandthathavewidely vary-
ing capabilitiesandresources,it is necessaryto defineandprovideawayto organizethedeployment
of new services.Here,wepresenta framework containinganew mechanismthatcapturesthecapa-
bilities of anetwork to supportanew serviceandorganizesthedeploymentbasedonspecificservice
policies,therebyaddressingtheprogrammabilityandheterogeneityaspectsof thenetwork.

Themotivationof ourapproachis similar to thatof quality-of-service(QoS)-awareroutingproto-
cols.Suchprotocolsreplacelengthyanderror-pronemanualstepsof provisioningresourceswithin a
network to guaranteeacertainlevelof QoS.By handlingtheinformationrelatedto theavailableQoS
in thenetwork internally, routingprotocolscanperformthis taskmoreefficiently thantheoperator
or themanagementplatformalone.

This paperis structuredasfollows: Section2 reviews relatedactivities. Section3 first classifies
thetypesof servicessupportedby theframework presentedhere,thenits key elementssuchasthe
capabilitiesrepresentation,thehierarchicalarchitecture,andthesoftwaremodulesarchitecture,and
finally thefive stepsof thedeploymentmechanism,illustratedwith anexample.Section4 shows a
varietyof exampleswherethe framework canbeapplied. Section5 discussesissuesrelatedto the
useof themechanism,andSection6 containsa brief summaryof this contribution andtheoutlook
for this work.

2 Related Work

Thereareonly few known activities that focuson theautomateddeploymentof servicesover large
heterogeneousprogrammablenetworks.Hierarchicalarchitecturehasbeenusedin routingprotocols
andnetwork management,but notyetconsideredin thecontext of deploying services.Let usbriefly
review themainactivitiesof relatedwork.

In Ref. [1], theneedfor anautomateddesign,creation,anddeploymentof network architecture
is presented,andahigh-level methodologyto spawn virtual network architecture,basedontheGen-
esisprofiling systemthatreliesondistributedobjecttechnologyandcentralizedprofiledatabases,is
proposed.In Ref. [2], a framework to isolateservicesdeployedin differentvirtual active networks
(VANs) is presented,whereasthecreationof aVAN remainsessentiallyamanualtask.A methodto
automaticallyprovision a virtual privatenetwork (VPN) basedon a servicelevel agreement(SLA)
specificationis proposedin Ref. [3]. Activenetworksconsidera packet-centricservice-deployment
paradigmthat is not necessarilysuitableover a heterogeneousnetwork wherepredictableandco-
ordinateddeploymentof servicesis required. Heterogeneityis consideredin Ref. [4], wherean
abstractionfor links traversingnon-activehopsis used.

Hierarchicalstructuresareusedin IP andATM networksto aggregateandpropagateroutinginfor-
mation.IPnetworksonlyaggregateroutinginformationwith two to threelevelsof hierarchy,whereas
ATM-PNNI [5] alsosummarizesbandwidthanddelaycharacteristicsto allow QoSrouting. In Ref.
[6], a complex noderepresentationthatcapturestherelevantnodecharacteristicsat thelower levels
of thehierarchyis proposed.Distributednetwork management[7-12] alsouseshierarchicalstruc-
turesto betterscalewith largenumbersof nodesandcomplex managementtaskssuchasdistributed
monitoringwith mid-level managers.
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To acceleratethedeploymentof network protocolsin thefuture,efforts have begunfocusingon
thestandardizationof interfacesin networkingequipment,eitherin theform of controlprotocolsfor
labelswitches(IETF GSMP[13]) or mediagateways(IETF MEGACO[14]), or moregenericAPIs
suchasthosepresentedin Refs.[15-18]. It is expectedthatin a heterogeneousnetwork a varietyof
solutionsarelikely to coexist.

3 Service-Deployment Framework

Servicedeployment over large-scaleprogrammablenetworks requiresan automatedmechanism.
To provide this, a numberof new elementsneedto be defined. In this section,we presentthe
key elementsof theservice-deploymentframework. Serviceshave to specifytheir network needs,
whereaselementsin the network have to presenttheir capabilitiesin a compatibleand uniform
way. To handlethe vastamountof dataandprocessingthis entails,a hierarchicalarchitectureis
introducedthat consistsof distributedmodules. The successive stepsof the algorithm to deploy
servicesareperformedby thesemodules,andresult in the installationof servicesin the network
accordingto specificallocationpolicies.

Moreover, by remainingserviceagnostici.e.,notbeingtargetedataparticulartypeof service,this
framework will provide adequatesupportfor futureservices.Similarly, futureequipmentproviding
enhancedor newer functionalitieswill besupported.

3.1 Supported Services

So-calledcontrol-planeservicesallow thepropertransferof payloadsthroughanetwork,andinclude
servicesthat provide routing, QoS,andsecurity. We distinguishcontrol-planeservicesbasedon
explicit or implicit addressing.Implicit-addressingsignalingdoesnot requirea nodeto usethe
addressesof its peers,running the sameservice,to correctlyexecutethat service. Examplesare
in-bandsignalingsuchas IETF differentiatedservices(diff-serv) [19], andout-of-bandsoft-state
signalingsuchasIETF RSVP[20]. For instance,RSVPPATH messagesareforwardedjust likeany
otherdatapacket, regardlessof whetherthe next hop is RSVPcapable,andthis canleadto weak
QoSguarantees.

Conversely, explicit-addressingexamplesincludemostrouting protocols,whererouting update
messagesareexplicitly addressedto thepeerrouters.

Theproposedmechanismaddressesthedeploymentof control servicesin bothcategories. The
subtledifferencelies in the way implicit-addressingservicesneedsto be advertisedso that data
packets requiringsuchservicesare routedover a properpath. Clearly, it is expectedthat not all
servicesaredeployedoverall possiblepaths.Dependingontheservice,they canberequiredateach
hoponapath,at theedgesof apath,at selectednodesin thenetwork, etc.How theserviceneedsto
beinstalledto functionproperlyis indicatedin theservice-specificallocationpolicy (SSAP).

3.2 Service-Deployment Hierarchy

Theservice-deploymenthierarchyis a key elementin theproposedframework, andprovidesrelia-
bility andefficiency, similar to hierarchiesusedin routingor network managementtasks.Compared
to theseexisting hierarchies,it extendsthesummarization(or aggregation)techniquesto treatmore
genericinformationthanonly IP- or ATM-addressingandQoS,usuallyhandledby hierarchicalrout-
ing protocols.Also, whereasnetwork managementmostlyperformscollectionandaggregationof
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node A node Cnode B node D

Figure1: A samplethree-layershierarchy.

dataupwards,theservice-deploymenthierarchyis usedbothways:to collectdataandto executethe
deploymentof a servicebasedon thecollecteddata. Conceptually, themechanismpresentedhere
resemblesa routingprotocol,thedifferencebeingthatservicesratherthanpacketsandconnections
arerouted(or deployed)over thenetwork.

Physicalnetwork topologyis the main factorin creatinga hierarchy, at leastin fixednetworks.
Nodesin thenetwork arepartitionedinto groupsof interconnectednodes,eachgroupbeingassigned
a peergroupleader(denotedasgroupleaderin theremainderof thepaperto avoid confusionwith
PNNI PGL [5]). A groupof nodesappearsasa singlenodeat thenext level of thehierarchyin the
form of a logical groupnode.Theprocessof partitioningis repeatedat eachlevel of thehierarchy.
This leadsto a spanning-tree-like architecture,wheretheuseof scopeslimits thefloodingof infor-
mationto sub-trees.Figure1 shows a simplifiedexampleof a four-nodenetwork on top of which a
three-layerhierarchyhasbeenbuilt. Nodes� and � belongto thesamepeergroup,wherenode�
is thegroupleader. A logicalnoderepresentingthispeergroupis representedat thenext level of the
hierarchy. Out of thetwo resultinglogical nodesat that level, onebecomesthegroupleader, anda
logicalnodeis createdthatrepresentstheentirenetwork.

Out of a givenphysicaltopology, it is possibleto constructmany differenthierarchies,although
administrative constraintssuchasaddressingandwiring canaffect how groupsareformed. Ulti-
mately, a possiblehierarchyhasto be evaluatedin termsof performance,cost,andstability. The
signalingdelayfor connectionsetupis anindicatorof theperformanceof a possibleroutinghierar-
chy [21]. In the context of servicedeployment,performanceis indicatedby thedelayuntil a new
servicehasbeendeployed.Costis calculatedin termsof overheadprocessingin all thenodesto set
up andmaintainsucha hierarchy. Finally, stability of the hierarchyundervariousnetwork condi-
tions is important,especiallywhenit is usedto deploy andmaintainservicesin a network. If the
hierarchyis overly sensitiveto changesin thetopology, it mightcauseunnecessaryredeploymentof
services.

Routingandnetwork managementhierarchiesremainmostlystablein fixednetworks,while ad-
hocnetworksrequirespecialmethodsto dynamicallyadaptahierarchyto varyingconnectivity [22].
In fixed networks, changesin the hierarchyoccuronly whenpeergroupsarepartitionedbecause
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of links goingdown, or whena new nodeintegratesor quitsa givenpeergroup,suchasa mobile
network joining or leaving a fixednetwork. Partitionscanbeavoidedwith anappropriatenetwork
design,for instanceby having multiple links interconnectinggroups.

Themostsuitableservice-deploymenthierarchycandependonthetypeof servicebeinginstalled,
in which caseperformanceandcostwill have to beweightedagainsteachother. Theevaluationof
possiblehierarchiesfor servicedeploymentremainsfor furtherresearch,althoughit will beshown
in Step5 of Section3.5 that certainimplicit-addressingservicesshouldusea service-deployment
hierarchyalignedwith theroutinghierarchy.

3.3 Capabilities Representation

This representationcapturesinformationneededin thedeploymentphaseof anew serviceto decide
whethera certainserviceis compatiblewith the resourcesit will requireboth in termsof how it
interfaceswith themandin termsof thequantityof resourcesneeded.Thisrepresentation,therefore,
includes�

adescriptionof thebaseresources[16] andtheirutilization,�
a descriptionof thehigher-level resources,suchasOS-residentservices,andtheir utilization
if applicable,and�
a referenceto thetypeof APIs to access,configure,andoperatetheaboveresources.

The IETF host-resourceMIB [23] describescertain featuressuchas processor, memory, and
storagefor ahostcomputer. It canbeextendedto includeall thenecessaryelementslistedabove.

Themechanismpresentedin Section3.5is relatively independentof thespecificrepresentationof
capabilities.Theserviceto bedeployedhasto expressits requirementsin a way that is compatible
with the representationof capabilitiesusedin the nodes.The exact mechanismof the negotiation
that takesplaceto determinewhethera nodeis capableof runninga certainserviceis beyond the
scopeof this paper.

Network processors(NPs)areoneof thekey building blocksfor aprogrammablenetwork infras-
tructure.They have widely varyingcapabilities,suchasnumberof simultaneousforwardingtables
supported(requiredfor VPN support),hardware-levelprogrammability(requiredfor fastpackethan-
dling), andsoftware-level programmability. To obtainthemaximumbenefitfrom thesefeaturesfor
a givenservice,theNPshave to show their featuresusinganappropriaterepresentationof capabili-
ties.UsingXML [24] for sucharepresentationratherthanaMIB-lik estructureis interestingbecause
XML is easilyextendable,asits structureis self-contained.Figure2 showsasimpleexampleof NP
capabilitiesusingXML.

3.4 Service-Deployment Architecture

Beforewe describethemechanismexecutingtheactualservicedeployment,let us look at thegen-
eralsoftwarearchitectureof theservice-deploymentframework. Despitethefactthatthearchitecture
relieson a hierarchicalstructurei.e., that the possiblenumberof levels is, therefore,theoretically
unlimited thereareonly two typesof service-deploymentcomponents:a base-(or physical)level
component,anda logical-level component.Figure3 shows thecorrespondingsoftwarearchitecture
for thehierarchydescribedin Fig. 1, in which both typesof componentscanbefound. Communi-
cationbetweenall instancesof thesecomponentscanbeeitherinternalor remote.
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<Network_Processor>
<base_capabilities>
<API_supported> PIN_1520, MIB </API_supported>
<PIN_1520_specifics>

<version> 1.3 </version>
</PIN_1520_specifics>
<general>

<processing>
<speed> 500 MHz </speed>

</processing>
<scheduling>

<total_bandwidth> 100 Mbit/s </total_bandwidth>
<type> WFQ </type>
<max_queues> 1000 </max_queues>

</scheduling>
<buffers_management>

<total_buffer_size> 1 MB </total_buffer_size>
<max_buffer_pools> 16 </max_buffer_pools>
<buffer_sharing> yes </buffer_sharing>
<RED> yes </RED>

</buffers_management>
<forwarding>

<type> hardware </type>
<programmable> yes </programmable>
<fields> source destination address port </fields>
<rate> 100% </rate>
<table_size> 100k </table_size>
<number_of_tables> 1 </number_of_tables>

</forwarding>
</general>
<ressource_usage>

// current usage for the defined capabilities
</ressource_usage>

</base_capabilities>
<diff_serv> // absent if NP does not provide

// explicit support for diff-serv
<API_supported> standard_MIB </API_supported>

<general>
<classifier>

<fields> 6 </fields>
// etc

</classifier>
// etc

</general>
<ressource_usage>

// current usage for the defined capabilities
</ressource_usage>

</diff_serv>
// etc

</Network_Processor>

Figure2: XML representationof thecapabilitiesof anetwork processor
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Figure3: Theservicedeploymentarchitecture.

The base-nodeas well as the logical-nodecomponentresponsiblefor the service-deployment
function consistof threemodulesfor polling, deployment, and advertisement. The modulesof
the base-nodeandthe logical-nodecomponentdiffer in their internal logic andcertaininterfaces,
whereastheupper-level interfacesremainthesame.

Theresponsibilitiesfor eachof thesethreemodulesaredefinedasfollows:� thepolling modulepolls thenetwork to discover if andhow thenetwork nodesarecapableof
supportinganew service(notethatthisdoesnotexcludenotifications),� thedeploymentmodulesetsup new servicesin thenetwork, and� theadvertisementmodulepropagatesinformationaboutinstalledservicesthroughoutthenet-
work.

The threemodulesof a base-level componentrestrict their actionsto the local physicalnode,
while modulesof a logical-level componentexecuteon a broaderscope,correspondingto thelevel
in the hierarchywhereeachcomponentis instantiated.The architectureconsidersboth stateless
andstatefulapproaches,wherestatefulcanbe eithera hardor soft state[25]. Clearly, a stateless
approachcanincur additionaldelaysfor a serviceto reactto changesin the network topologyor
localcapabilities,whereasastatefulapproachis moredemandingin termsof processingandstorage
requirements,hencelimiting scalability. The innerarchitectureof bothcomponentsis describedin
moredetail in thefollowing two subsections.

3.4.1 Base Component

Figure5 shows thethreemodulesof a base-level component.For eachnew serviceto bedeployed,
an entry is createdin the polling module. This entry containstwo items: a specificationof what
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Figure4: Theservice-deploymentcomponentof a logicalnode.

polling
module

local
capabilities

deployment
module

advertisement
module

upper level interface

negotiation

code
repository

local interface

advertised
services
database

d
is

tr
ib

u
ti

o
n



ad
ve

rt
is

em
en

t

installed
local

services

in
st

al
la

ti
o

n


per-service
polling entry

generic service
polling entry

m
et

ri
cs

 c
re

at
io

n


so
lic

it
at

io
n



per-service
installation entry

local
custom
metrics

local
generic
metrics

Figure5: Theservice-deploymentcomponentof abase(physical)node.

7



theservicerequiresfrom thenode(representedasthe intersectionbetweentheper-servicepolling
entryandthesolicitationsubmodule)anda procedureto createappropriatemetricsresultingfrom
thecomparisonbetweenrequirementsof theserviceandactualcapabilitiesof thenode(intersection
with the metricscreationsubmodule).The entry alsocontainsstoragefor the computedmetrics
(local custommetricsdatabase). A genericentry is alsoshown in thefigure. Theresultingmetrics
found in this entry areavailableby default, andcanbe usedto deploy certainservicesthat only
requiresuchdefault metrics. The negotiationsubmoduleperformsthe comparisonbetweenlocal
capabilitiesandthespecificationof theservice’s requirements.Notethatno advancereservationof
resourcesoccurs,astheservicemight not bedeployedat all, in thenodeunderconsideration.The
upper-level interfaceof thepolling moduleconsistsof receiving solicitationmessages,andsending
resultingmetrics. The local interfaceis usedto obtain the representationof capabilitiesfrom the
local node.

In astatefulapproach,theentryin thepolling moduleis createdafterthefirst solicitationmessage
hasbeenreceived,andkeptaslong asneeded.In thesoft-statecase,furthersolicitationmessages
for the sameserviceneedto refreshthe entry, andcanbe morecondensedbecauseit is no longer
necessaryto specify the servicerequirementsandprocedureto createmetrics. In both soft- and
hard-statecases,andfor eachservicethenetwork is polledfor, astatehasto beinstalledin all nodes
to which thesolicitationis directed.Therefore,a nodecanimmediatelyreactto changesimpacting
aparticularservice,evenif thatservicehasnotbeeninstalledin thatnode.

A statelesspolling moduleis moreadequatefor networks with many services,andthe entry is
in this caseonly presentwhile thesolicitationmessageis beingprocessed.On theotherhand,such
messagesneedto beexchangedregularly to obtainup-to-dateinformation. Note that in bothcases
resultingmetricsaresavedin local databasesbeforethey aresentthroughtheupper-level interface.

Thedeploymentmoduleperformsthe installationof a service.An per-serviceinstallationentry
is createdfor eachnew serviceinstalled. If the installationcannottake placebecausemetricsused
by the service(eithercustomor genericmetrics)have changedduring the deploymentprocedure,
a crank-backoperationhasto be initiated [5]. Otherwise,codeis obtainedfrom local or remote
repositories,andtheserviceis installedandstoredin thedatabaseof local installedservices.The
upper-level interfaceof thismodulereceivesdeploymentcommandsandsendscrank-backmessages
if necessary. Thelocal interfacesprovideaccessto externalcoderepositoriesand,mostimportantly,
theAPIsnecessaryto install aservicein thelocal node.

This modulehandlesentriesin a statefulmanner. If conditionschangeso that a serviceis re-
deployedor removed,theentrycaneitherberemovedautomaticallyaftera time-out(soft-state)or
requiredto beremovedor modifiedexplicitly (hard-state).

Theadvertisementmoduleexchangesadvertisementmessagesthroughits upper-level interface.
This modulepropagatesinformationaboutinstalledlocal services(from the installedlocal services
database), andstoresreceivedadvertisementsinto theadvertisedservicesdatabase. It doesnotneed
to maintainany statebesidestheinformationcontainedin thesetwo databases.

3.4.2 Logical Component

Figure4 shows the threemodulesof a logical-nodecomponent.Unlike the polling moduleof the
base-level component,theper-servicepolling stateentryherecontainsanindicationof thenodesto
poll (intersectionwith thesolicitationsubmodule),andtherulesto summarizethemetricsobtained
from thecomponentsin theunderlyinglevel of thehierarchy(intersectionwith summarizationsub-
module).To forwardsolicitationmessagesdown, thesolicitationsubmoduleaccessesthehierarchy
topologydatabase, wherethestructureof thehierarchyis stored.For eachper-servicepolling state

8



Solicitation Summarization Dissemination Installation Advertisement

automatic deployment with custom metrics and automatic configuration

automatic deployment with generic metrics and automatic configuration

manual deployment and
automatic configuration

Figure6: Theservicedeploymentmechanismdividedinto fivesteps.

entry, the summarizationsubmodulestoresmetricsinto databases.Thesearethe metricsreceived
from thenodesin thenext lower level of thehierarchy. Theresultingsummarizedmetricsarealso
storedin the appropriatedatabases.The upperand lower level interfacesallow the exchangeof
solicitationmessagesaswell asmetrics.

The deploymentmodulemainly executesthe disseminationof deploymentcommandsthrough
thehierarchydownwards.For eachservicebeingdeployedthereis a per-servicedeploymententry,
which containsthe SSAPindicating how the servicehas to be deployed. This moduledecides
whom to forward the disseminationmessageto, basedon the SSAPand the data,either custom
or genericmetricscontainedin the databaseof the correspondingpolling entry. For this purpose,
a shortest-pathselectionalgorithm can be usedor any other methodspecifiedin the per-service
deploymententry. To keepaserviceoperational,thedisseminationmodulealsoobtainsinformation
from theadvertisedservicesdatabase.Theupperandlower level interfacesallow theexchangeof
disseminationcommandsandcrank-backmessages.

The advertisementmoduleexchangesserviceadvertisements,and performssummarizationof
advertisementscomingfrom thelower level of thehierarchy. Theupperandlower interfacesenable
theexchangeof suchadvertisements.

Similarly to their counterpartsin the basecomponent,modulesof the logical componentuse
eitherstatelessor statefulapproaches.

3.5 Service-Deployment Mechanism

Figure6 shows the five stepscomprisingthe mechanismandthe resultingdeploymentprocedures
whenall or only someof the stepsareexecuted.The mechanismis robust andallows a dynamic
redeploymentof a servicebasedon changesin network capabilitiesor topology. This is similar to
how flowsof packetsarereroutedwhenchangesin theroutingtableoccur.

Usingonly thetwo laststepsin Fig. 6 leadsto amanualdeploymentandautomaticconfiguration
of a service.This is how servicesaregenerallydeployed in networks today. With theintermediate
solution,the result is an automaticdeploymentwith genericmetricsand automaticconfiguration.
Only whenthe entirefive stepshave beenexecuteddoesit leadto an automaticdeploymentwith
custommetricsandautomaticconfiguration.

Thefirst step(Solicitation) consistsof declaringtherequirementsof anew serviceto thenetwork.
Thenodescomposingthenetwork areaskedto comparetheserequirementswith their currentcapa-
bilities, andreturnananswerin the form of a metric. Note that if the requirementsof a particular
serviceareknown in advance,which generallyis not thecasein programmablenetworks,or havea
genericform, thenthis solicitationstepcansimplybeskipped.Theanswerreturnedby thenetwork
nodesneedsto besummarized(Summarization), otherwisethenumberof responseswouldmakethe
systemunscalable.Thepolling moduleperformsthesetwo stepssimilar to aquery-replyoperation.

Oncetheresponseshavebeensummarizedup to thetop level of thehierarchy, thedeploymentis
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initiatedby choosingthenodesappropriateto supporttheserviceat eachlevel, basedon theSSAP
(Dissemination), andtheserviceis installedin thephysicalnodesselected(Installation). Thesetwo
stepsareexecutedby thedeploymentmodule.

To allow configuration,nodesthenadvertisetheir installedservices,anddynamicallylearnfrom
othernodesadvertisingthesameservice(Advertisement). Thisallows,for instance,explicit-addressing
controlservicessuchasroutingprotocolsto autoconfiguretheneighborrouters.Theadvertisement
moduleexecutesthis step.

Note that the completeservicelife-cycle requiresa removal step. However, hereonly the con-
structive servicedeploymentis illustratedusinga hypotheticaldeploymentof a diff-serv++service
in a transitnetwork.

Step 1: Solicitation

Thisstepis essentiallya directedbroadcastof theservicerequirementsto thenodesof thenetwork.
In certaincases,someportionsof thenetwork canbe ignoredby thesolicitationstep: if theedges
or endpointsbetweenwhich theserviceneedsto bedeployedaredefined,thesolicitationstepcan
directthebroadcastto all nodesbetweentheseedgesor endpoints.

The goal of this stepis to obtaina pieceof informationspecificfor the particularservicethat
caneasilybesummarized.This informationis a metricor a setof metrics. As mentioned,certain
servicesrequirea setof custommetricsand/orcustomsummarizationrules,andthosemetricsare
derived from the comparisonof the servicesrequirementswith the actualcapabilitieswithin each
network node. Otherservicesrequireonly needa setof genericmetricsandsummarizationrules
i.e., thenetwork knowsthemetricsandtheir summarization.

It is clearthatservicessharinga commonsetof custommetricsbut having differentsummariza-
tion ruleswill not beableto shareany of theresultsobtainedfrom thesolicitationstep.

Whengenericmetricsareadvertisedby default in thenetwork, thenthesolicitationandthe re-
sultingsummarizationstepcanbesaved,usingthecorrespondinggenericsummarizationrules.This
is interestingfor servicesthatneedto besetup rapidly.

Valuesof thesetof custommetricsresultfrom thenegotiationtakingplacewhenanodeneedsto
compareits capabilitiesagainsttherequirementsof a certainservice.Thevaluescaneithersimply
indicatewhethertheserviceis supported(boolean),at whatcostit canbesupported(quantitative),
or how well it is supported(qualitative).

Theresultof thesolicitationstepfor ourdiff-serv++exampleis shown in Fig. 7. Routerscapable
of supportingtheserviceareshown in black(booleanmetric).

Step 2: Summarization

Suchsetsof metricsneedto besummarizedprior to transmissionto the top level of thehierarchy.
Basically, this is how themechanismis keptscalable.By makingthesummarizationrulescustomiz-
able, the summarizedview canbe madeaccurateenoughfor the deploymentmechanismto work
correctly. Thisstepis repeatedat regulartime intervals(or whenspecificeventstakeplace),soasto
copewith changes.

Figure7 showsthetransitionmatrices[6] obtainedsuccessively ateachlevel of thehierarchyi.e.,�� � 
,
�� � �

, . . . , and
��

. Edgesarenumberedsothatelement��� � � is definedasthenumberof hops
ontheshortestpathbetweenedges� and� thatprovidestherequireddiff-serv++serviceateachhop
alongthepath.As thematrix is symmetric,only onehalf of it is shown.
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Step 3: Dissemination

TheSSAPis usedin thisstepto directthedeploymentof theparticularservice.It containstopology-
orientedactions,suchaswhich nodesneedto beenabledwith theservice.More specifically, a dis-
seminationcommandto deploy the serviceis launchedfrom the top-mostnode,andtravels down
thehierarchy, togetherwith theassociatedSSAP. On eachlevel, thegroupleaderforwardsthecom-
mandonly to thosenodesin whichtheserviceneedsto bedeployedratherthanexecutingacomplete
flooding. The groupleaderdoesnot propagatethecommandto thenodesunderneathitself if it is
not selectedto deploy theservice.

As nodesthat deployeda servicekeepstate,the servicecanbe redeployedautomaticallywhen
significantchangesoccur. The SSAPdefineswhat is considereda significantchange. To avoid
redeploymentof a servicewhenever a routingchangeoccurs,certainheuristicscanbeusedduring
thedisseminationof thecommandsothattheserviceis deployednotonly onacertainpathbut ona
setof pathsinstead.Theseheuristicsarecontainedin theSSAP.

Inspectingthe top matrix ��� in Fig. 7 in our diff-serv++exampleshows that ���  ! is different
from zero,meaningthatthetransitnetwork is capableof supportingthediff-serv++servicebetween
the two customersites. Therefore,the disseminationtakesplace,as shown in Fig. 8, wherethe
shortestpathis selectedat eachlevel of thehierarchybasedon the transitionmatricesprovidedby
the lower level. The nodeson the pathselectedthen forward the commanddownwards,and the
processrepeatsitself. Theedgesof theshortestpathareshown asthicker linesat eachlevel.

Step 4: Installation

The commandultimately reachesthe bottomlevel of the hierarchy, wherethe physicalnodesare.
Here, the serviceis installedindependentlyon eachnode. The installationanda part of the con-
figuration that take placeat this momentare automated:for instance,a link to the codelocated
in a repositoryis provided in theSSAPtogetherwith configurationparameters.Conversely, if the
coderequiredfor theserviceis reasonablysmall,it canbecontainedin thedisseminationmessages.
In certaincases,thenecessarycodemayalreadybepresentin thenodes,albeitneitherloadednor
configured.

Work relatedto automatingthe installationof code,more specificallythe useof script MIBs
to automateinstallationandconfigurationof a newer versionof a protocol,hasfor instancebeen
describedin Ref. [12].
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Figure8: Disseminationstep.

In general,the specificcodedestinedto eachindividual node to run a certainservicein the
network canvary dependingon the capabilitiesproperto eachnode. As the solicitationstephas
alreadyverifiedthatit is possibleto run theservice,this stepnow installsthepropercode.

In our example,thediff-serv++codeis loadedinto eachrouterselected.

Step 5: Advertisement

Onceinstalled,aservicewill eitherhaveto discoverneighborswith whichit exchangescontrolmes-
sages(explicit addressing)or beadvertisedsothatdatapacketsareroutedtowardstheir destination
overnodesenabledwith theservice(implicit addressing).Thisconfigurationproblemis notspecific
to our mechanism.So far it hasmainly beenaddressedby manualoperations.For instance,BGP
routers[26] needto bemanuallyconfiguredwith theIP addressesof their peers.

In our exampleof an implicit-addressingservice,routersadvertise their installeddiff-serv++
service,and this information is againsummarizedand distributed. Here, the transitionmatrices
advertisedin this stepareidenticalto thosecreatedin thesummarizationstep,asthereis only one
pathbetweenthetwo customersitesthatcansupportthediff-serv++service.Becauseroutingneeds
to beawareof suchservices(we assumethenontrivial casewheretheserviceis not installedin all
nodes),this summarizedinformationhasto be combinedwith routing to provide the appropriate
routes. Note thathaving the service-deploymenthierarchyalignedwith the routing hierarchywill
significantlyeasetheadvertisementprocedureof implicit-addressingservices.

In Ref.[27], wecomparedthevariousautomaticdiscoverytechniquesfor explicit-addressingcon-
trol services,andproposedto usePAR (PNNI AugmentedRouting[28]) to advertisesuchservices
within a ATM-PNNI environment,asPAR is morerobust andscalablethancentralizeddirectory
services.

3.5.1 Alternative for Controlling the Deployment

Until now we assumedthat thesoftwarecomponentsexecutingtheservice-deploymentprocedures
arelocatedin thesamenodeswhereservicesareto beloaded(seeFig.3). However, by usingaproxy
function,it is possibleto integratenodesinto theframework thatarenotcapableof runningthebase-
level componentthemselves(suchasattachedservers, illustratedin the examplein Section4.2).
Also, logical-level componentsarenot necessarilyrestrictedto the nodesin which servicesareto
beinstalled.This is similar to thecaseof distributedrouterswhereroutecomputationis centralized
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within a processingmoduleandforwardingtakesplacein line cards,the entiredistributedrouter
beingregardedasa peergroupitself. It is alsosimilar to mid-level network managersrunningin
distinctboxes(managementstations)from theagentsthemselves.

3.5.2 Extended Transition Matrices for Non-Transit Service Deployment

Metrics cantake the form of a transitionmatrix i.e., the metric is representative of the underlying
groupof nodesonly whentraversingthemfrom edgeto edge. If a particularserviceis deployed
to a destinationcontainedin that group, the transitionmatrix doesnot show whetherthis inside
destinationsupportstheservice.

This problemcannotbesolved in a QoS-routingenvironmentbecausesummarizationhidesthe
internalbandwidthanddelaycharacteristicsof apathfrom anedgenodeto aninsidenode.

In theservice-deploymentcase,metricsarecreatedon-demand,sotheproblemcanbesolvedas
follows: by artificially augmentingthe topologywith a virtual outsidelink connectedto the inside
node,this insidenode(or morepreciselythis newly attachedvirtual outsidelink) will appearin all
transitionmatricesbuilt by the higherlayers. The informationon this nodewill, therefore,not be
hiddenby theprocessof summarization.TheSSAPcanspecifybetweenwhich nodestheservice
hasto bedeployed,hencethevirtual outsidelinks areaddedat theappropriatenodes.Theexample
in Section4.3 illustratestheuseof virtual outsidelinks.

Therefore,themechanismproposedis not limited to installingservicesovertransitnetworks(i.e.,
thenodesbetweenwhichtheserviceis deployedlie outsidethetransitnetwork), but alsoin theedge
networksthatcontainthesenodes.

4 Examples

4.1 Hierarchical IP Routing

In thisexample,weshow how theservice-deploymenthierarchycanbenefitfrom anexistingrouting
hierarchysuchasPNNI. We illustratethis via the automateddeploymentof an IP routing service
having threehierarchylevels. This serviceis anexplicit-addressingout-of-bandcontrolservice.It
is deployedoveranexisting ATM-PNNI network composedof ATM switches,whereIP routersare
connected.TheIP routinghierarchywill matchtheservicehierarchychosenin thiscase(whichmaps
exactly to thePNNI hierarchy),therefore,automaticallyinstallingBGPandOSPF[29] servicesat
theappropriatelayers.Note that from theviewpoint of IP theATM network is consideredasnon-
broadcastmultiple access(NMBA) [29], therefore,eachroutercould possiblypeerwith all other
routers.Sucha full-meshis clearlynotdesirablebecauseof scalabilityconcerns.

Figure9 shows theservicehierarchy, matchingthePNNI routinghierarchy. It consistsof a base,
a middle and a top level. We skip the solicitation and summarizationsteps,and concentrateon
the disseminationstep,in which a part of the auto-configurationof the serviceis performed.For
instance,basedon the topologyconnecting#%$ & , #%$ ' , #%$ ( , and #%$ ) , the SSAPcanchooseto use#%$ & astheOSPFbackbonearea.Then,in eachOSPFarea,routersinterconnectwith otherrouters
in the samearea,basedon topology optimizationmethodssuchas describedin Ref. [30]. The
advertisementfrom all OSPFroutersis scopedto their respective groups(their scopeis limited to
thebaselevel), with theexceptionof theborder-arearoutersof thebackbonearea,whichneedto be
advertisedinto all otherareas(their scopeis limited to themiddlelevel) [31, 32].

Therouterschosento run theBGPservicewill beadvertisedup to thetop level, sothatthey can
beseenby their peersin the * and + groups,aswell asinternallyin # .
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Figure10: A possibleresultingIP routinghierarchy.

Figure10 shows a possibleresultingIP routinghierarchy, with theunderlyingATM network in
gray. Theautonomoussystemis composedof four OSPFareasandtwo BGPspeakers.

4.2 Transparent Hierarchical Proxy Cache

An exampleof an explicit-addressingin-bandservicedeployed at selectednodesonly is a hierar-
chical transparentwebproxy cache.Being transparent,HTTP clientsneednot beconfiguredwith
theaddressof their proxy cache.Instead,theroutersperformlayer-4 switchingandredirectHTTP
requeststo theproxy caches.To improveresponsetime, two layersof cachescanbeused:thefirst-
level cachecontainsthepagesrequestedmostoftenby thelocalusergroup,whereasthesecond-level
cachecontainsthepagesmostoftenrequestedby all usergroups.

Weassumethatanadequateroutingandaddressingfunctionalityis alreadyin placein thenetwork
beforedeploymentof theservicetakesplace.During thesolicitationstep,thespecificrequirements
to supporttheservicearesentto the nodes.Here,they includeminimum processingcapacityand
storageon thedirectly attachedservers,andcapabilityof the routersto performlayer-4 switching.
In Fig. 11, thenoderepresenting.%/ 0 , thebackbonearea,will receiveasolicitationwith therequire-
mentscorrespondingto a second-level cache,whereasthe nodesrepresenting.1/ 2 , .1/ 3 , and .%/ 4
will receive therequirementsfor a first-level cache.Theresultingmetrics,which cantake theform
of a boolean,arethensentup the hierarchyandsummarizedfor eachgroup. The summarization
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procedureis a logical-ORof theresultsfrom eachindividual router. This is donefor eachnode,5%6 7
through 5%6 8 . Thesemetricscanthenbe summarizedagain,usinga logical-AND of the previous
results,sothatnode5 will beinformedwhetherthedesiredservicecanbedeployedoverthecurrent
infrastructure.Note that this exampleshows customsummarizationrulesthatvary at eachlevel of
thehierarchy. In Fig. 11, theroutersandserversselectedby thedeploymentprocedureareshown in
black.

The systemis transparentto the users,hence,they do not needto receive advertisementsfrom
this service.However, thefirst-level cacheshave to forwardcachemissesto thesecond-level cache.
Therefore,the second-level cacheoriginatesadvertisementscarryingits address.Theseadvertise-
mentsarescopedwithin theautonomoussystem,anddirectedto thefirst-level cachesonly, rather
thanbeingfloodedthroughoutthenetwork.

backbone area A.1

area A.2
area A.3

area A.4
1st level

proxy cache

2nd level
proxy cache

1st level
proxy cache

1st level
proxy cache

Figure11: Deploymentof a transparenttwo-level proxycache.

4.3 Virtual Private Network (VPN)

Here,weillustratetheuseof virtual outsidelinks in anexplicit-addressingserviceexample.Thediff-
serv++exampledescribedearlierappliedto transitnetworks,andthereforeno suchvirtual outside
links wererequired. The VPN interconnectssubnetworks within the samenetwork, andrequires
certainencryptioncapabilitiesattheendpointsaswell asacertainQoS.ThedesiredQoSis signaled
by a protocolsuchasRSVP, andthenodesalongtheVPN thereforehave to supportit. We assume
thattheendpointsof theVPN aresetstatically, asshown in Fig. 12by theletters5 , 9 , and : .

During thesolicitationstep,theSSAPincludesaddressesof thedesiredendpointsfor theVPN
sothattheappropriatevirtual outsidelinks (in thick dashedlines)arecreatedfor 9 and : duringthe
summarizationstep.Otherwise,thetop-levelview of thehierarchywouldbetotallyunawarewhether
it is possibleto interconnect5 , 9 , and : with RSVP-capablerouters.Thetransitionmatricesshown
aresimilar to thosein thediff-serv++example.In matrix ;�< , which is built out of ;�< = < and ;�< = > ,? > @ A%BDC , which is thecostof theVPN between5 and 9 . Similarly, thecostbetween9 and : is?�E @ > BF8 , andbetween5 and : ?GE @ A BIH . Thedisseminationphasecanthenbegin, by choosingto
deploy theVPN between5 and 9 , and 9 and : , soasto minimizetheoverallcost.

4.4 Active Networking

Whenofferingsupportfor activenetworks,a certainexecutionenvironment(EE) [15] hasto beput
in placein thenodesof thenetwork. This taskcanbehandledby thepresentalgorithm.Thanksto
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the advertisingstep,it is possibleto routeactive packetsbasednot only on their final destination,
but alsoon thetypeof EE they requireat eachnodeon thepathleadingto thatdestination.

5 Applicability

Variousexampleshavesuggestedthataservicehierarchyis requiredto keepthedeploymentscalable
whentargetinglargenumbersof nodes.Although thenumberof hierarchylevels is not limited by
themechanism,theresourcesin thenetwork to maintainthis hierarchyarebounded.ATM andIP
networks commonlyusethreelevels of hierarchyto aggregateroutes. A fourth level of hierarchy
alreadyexists,althoughit is hiddenfrom theroutingprotocols:distributedrouters(clusters)appear
asasinglenodewith asingleIP addressfrom theoutside.Extendingtheservicehierarchyinto such
nodescanhelpautomatetheplacementof functionswithin clusters.

We did not take link metricsexplicitly into accountwhenperformingthe service-deployment
mechanism(only a hop countwasusedfor building the transitionmatricesin the diff-serv++ex-
ample).Thecomplexity of shortest-pathroutingwith multiple metricscanbehigh or evenbecome
NP-complete,especiallyif multiple metrics,additive aswell asrestrictive, areused.Although the
mechanismpresentedhereallows a dynamicdefinition of the metrics to be used,this hasto be
balancedagainstthecomplexity thatcanariseif thesemetricsarenotchosenappropriately.

By usinggenericmetricsandgenericsummarizationrules,we have shown that the solicitation
stepcanbeavoidedif no virtual outsidelinks areneeded.If thenetwork collectsandsummarizes
thesemetricsby default, deploymentof a new servicecanstartimmediatelywith thedissemination
step. If custommetricsand/orsummarizationrulesarerequired,the solicitationstepcanbe per-
formedusinga directedbroadcastratherthana completebroadcast,provided the region(s) in the
network wheretheservicewill have to bedeployedcanbeidentified.
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6 Summary and Outlook

Organizingthe automateddeploymentof servicesis a key steptowardsan intelligent network in-
frastructure. Opennessand programmabilityare beginning to appearin network equipmentand,
therefore,it is necessaryto providegenericmechanismsthatcanenablethedeploymentof any type
of service. In this paper, we have introducedthe key elementsof the framework andproposeda
novel mechanismthataddressesthedeploymentof a wide rangeof serviceswithin programmable
and heterogeneousnetworks. The mechanismpolls all capabilitiesavailable in the network and
comparesthemwith the requirementsfor a specificservice,resultingin the creationof appropri-
atemetrics.Therefore,thedeploymentof theservicecanbebasedon a summarizedview of these
metricswithout lossof relevant informationfor any specificservice.The deploymenttaskis then
distributedthroughoutthe hierarchy, following a service-specificallocationpolicy. Thusan auto-
mateddeploymentandconfigurationis achieved,avoiding time-consuminganderror-pronemanual
operations.Moreover, themechanismis robustandcapableof adaptingto dynamicchangesin the
network, ensuringthataserviceremainsavailableoncedeployed,mostimportantly, whennetworks
grow in sizeandheterogeneity, it canstill capturethe essentialdatafor deploying any particular
service,while retainingits scalabilitythanksto theuseof summarizationanddisseminationacross
theservice-deploymenthierarchy.

In addition,it allowsexperimentationinvolving awidevarietyof new servicesoutsidethetypical
simplified testbednetworks. On-goinginvestigationsincludetherelationshipbetweentherequire-
mentsfor agenericservice-deploymenthierarchyandthevariouskindsof existinghierarchies,such
asrouting,management,or domainnameservice(DNS). The needsfor a per-servicespecificser-
vice deploymenthierarchyarebeingevaluatedagainstthecostof puttingsuchhierarchiesin place
on-demand.
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