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Abstract

A fundamentalrequirementfor commercialDAB dataservicesis theavailability of aneasyto deploy
conditionalaccess(CA) mechanismfor providing controlledaccessto services.Over thecourseof 2001
the WorldDAB Forum[10] hasdefineda setof requirementsfor conditionalaccessfor DAB dataand
audioservices[11]. To quotefrom the recentCall for Contributionsfor a DAB CA mechanism“[t]he
mainpointsareminimal hardwarerequirements,supportfor DAB-only aswell asDAB-mobile receiver
platforms, [and] easeof deployment”[12]. Respondingto this WorldDAB Call for Contribution we
proposea DAB CA mechanismthatimplementstheserequirements.

1 Context

Commercialuseof digital radiosystemssuchastheEureka-147DAB systemrequires(amongotherthings)
a mechanismfor datacastingcontentandservicesin a protectedmannerallowing accessto thebroadcast
contentonly for consumerswho have paida subscriptionfeefor thedistributedcontent.Suchsystemsare
calledconditionalaccesssystemsandhave beenimplemented,for example,for Internetapplicationsand
cableTV networks: thecontentis encrypted(“scrambled”)andsentover thenetwork to thereceiver; the
receiverobtainsa key to thecontentandis ableto accessit.

Therearedifferentmeansof obtaininga contentkey. Theconsumercanacquirethe key by establishing
a connectionto the contentprovider over the Internetand thendownloadthe key to her device (where
theprocessinvolvessomekind of paymentprocess);thecontentprovider cansendthedesiredkey to the
consumer’s receivervia theInternetor via thecableTV network; also,thecontentprovider canconfigure
theconsumer’s receiver to enableor disablereceptionof specificcontent.In the Internetcasekey distri-
bution is straightforward aswe have two-way one-to-oneconnections(using, for example,TCP) anda
treebasednetwork topologyshieldingtherestof thenetwork from thebandwidthdemandsnecessaryfor
distributing thekey to an individual receiver. Similarly, a numberof cableTV systemsalreadysupporta
backchannelso thata bidirectionalcommunicationchannelcanbe setup betweencablesystemoperator
andthecustomer’s set-top-box.In addition,bothcableTV networksandsatellite-baseddistribution sys-
temshave enoughbandwidthat their disposalto supportdedicatedcontrolchannelsto enableanddisable
specificreceiversfor specificbroadcastcontent(andthe receiversaremoreor lessalwaysreachableand
connected).
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Thesituationaltersconsiderablywith wirelessbroadcastnetworkssuchasdigital radionetworks:Herewe
haveaone-waybroadcastchannelonly. With radiobroadcastnetworksthebandwidthis ratherlimited—at
leastlimited enoughthatentertaininga control channelfor severalmillions of receiversis economicallynot
an option if not technicallyan impossibility. Furthermore,radio receivers are not alwayson—especially
asportableandwearablereceivers(typical for the mediumradio) becomeavailableon the market. An-
otherstriking differenceto theconditionalaccesssystemusedfor cableandsatelliteTV is that insteadof
onecompanycontrolling the contentdistribution, we have multiple independentcontentproviders often
contributing to a sharedmultiplex (in thecaseof DAB). Finally, whereassatelliteandcableTV receivers
arestationaryandcanalmostalwaysbereached,for digital radioreceiverswe have to beableto support
mobilereceiversthatmightbeout of reachof adigital radionetwork.

2 WorldDAB CA Requirements

Over the courseof 2001the DAB CA workgroupof WordDAB’s DAB/Mobile TaskForcehasreached
consensuson thefollowing setof requirementsfor aDAB CA solution:1

Support DAB-only: Any DAB CA systemshallsupportDAB-only receiversin additionto DAB-mobile
receivers;thatis, it hasto supportbothanoffline modeof operationandanonlinemodeof operation.

CommonCA basesystemfor DAB-only and DAB-mobile receivers: DAB receivermanufacturershave
a strongdemandfor a commonCA basesystem;that is, thebasicCA algorithms/mechanismsshall
bethesamefor DAB-only andDAB-mobile receivers;themeansof acquiring(andconsequentlythe
easeof use)contentkeys for CA-protectedcontentmight (andprobablywill) bedifferent,with the
DAB-mobiledeviceofferinga niceruserexperience.

Minimal Hardwaredependencies:Hardwaredependenciesshouldbeasminimalaspossible;if possible
asoftware-onlysolutionshouldbeavailable;additionalperipheralhardwareshouldbeavoided.

Support for streamedcontent: TheCA systemshallsupportstreamedcontent(audioanddata).

Support for datacasting: Granularityof theCA mechanismhasto extendto individual objects/files;the
content/serviceprovidershallbeableto protectdifferentobjectstransportedin thesameservicewith
differentcontentkeys.

Maximum flexibility for content/serviceprovider: TheCA systemshallmaximizethenumberof busi-
nessmodelsavailableto thecontent/serviceprovider; at maximuma content/serviceprovider shall
beableto controltherelevantpartsof theCA chain(suchascontrollingencryption,key generation,
customerrelationship);delegationof partof theCA chainshallbepossible;easeof servicesetupis
necessary.

Crackability , hackability: TheCA systemshouldoffer a reasonableamountof protection;theassump-
tion is thatacontent/serviceproviderwill useaDAB CA systemfor “low value”content(i.e.,content
thatis valuablefor at mosta week),but will usea proprietarydigital rightsmanagementsystemfor
highvaluecontent(e.g.,for distributingthelatestversionof thePCgameTombRaider);any solution
mustbeableto run on anopenplatform(e.g.,WindowsPCor anembeddedLinux box).

Multiple subscriptions: The CA mechanismshall supportswitching betweenchannelsusing different
subscriptions/contentkeys;contentkeys/subscriptionscancomefromdifferentcontentkey/subscription
providers(clearinghouses).

Inter operability: Thecustomershallbeabletoacquiresubscriptions/contentkeysfromdifferentproviders
within the samegeographicalregion; the customershouldbe ableto acquiresubscriptions/content
keys in differentgeographicalregions(“DAB roaming”).

Our DAB CA-PK solutionfulfills all theabove listedrequirements;in particular, DAB CA-PK
1Thefollowing list of requirementsis quotedfrom[12].
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� relieson opencryptographyalgorithms(AESCBC/ECB,RSA);
� supportsCA on thefile or objectlevel;
� supportsCA for streamingdata;
� is fully disclosedandopenfor peerreview;
� is multi-operatorCA capable;thatis, eachcontentprovidercanoperatehisown CA system(clearing

house)if hedesiresto do so;
� is designedto work with limited bandwidthsituationsastypical for DAB channels;
� supportsreceiversthataremostlydisconnected(i.e.,no backchannel);
� doesnot requireasmartcardreader(but canmakeuseof oneif available,therebyproviding abetter

userexperience);
� can take advantageof DAB/Mobile receivers (integratedDAB/GSM or DAB/GPRSreceivers) to

provideaseamlessDAB userexperience;
� canbeimplementedin variousdegreesof complexity eitherasa business-to-businesssolutionor as

full-blown business-to-consumersolution.

Mostprominently, throughits designDAB CA-PK integratestheconsumerinto theprotectionchaininstead
of treatingherasa threat.

In thenext sectionweshallexplain theDAB CA-PK mechanismin moredetail.

3 DAB CA-PK Algorithm

Figure1 on the following pageillustratesthe basicprocessesmakingup the DAB CA-PK system: the
contentprovider, theclearinghouse,andtheconsumer’s receiver.

Thecontentprovider encryptsthecontentto betransmittedvia broadcastusingeithera streamor a block
cipheranda randomlygeneratedcontentkey. In addition,it generatesa randomlychosenblocking nonce
for eachcontentkey. Thesetsof contentkeysandassociatedblockingnoncesarethenmadeavailableto a
clearinghouse.

Theclearinghousehandlestheconsumerordersfor contentkeys for specificcontent.Eachreceivercon-
tainsapublic–privatekey pair. Whenaconsumerwantsto acquirethecontentkeys for aparticularcontent
shehasto registerwith theclearinghousethepublickey of herreceivertogetherwith paymentdetails(e.g.,
hercreditcardnumber).Theclearinghousecreatesanew customerrecordcontainingthepublickey of the
consumer’s receiverandthecreditcarddetailsof theconsumerherself.

Oncetheconsumeris registeredwith theclearinghouseshecangenerateelectronicorderssignedwith the
privatekey of thereceiver andtransmitthemto theclearinghouse.After checkingthat theconsumercan
indeedpay for theorderedrights theclearinghouseencryptsthecontentkeys usingthepublic key of the
receiver. To prevent the consumerfrom decryptingthe contentkeys right away andthendistribute these
decryptedkeys to a groupof peers,the clearinghouseencryptsthe encryptedcontentkey a secondtime
with the blocking nonceoriginally generatedby the contentprovider—usingeithera streamor a block
cipher. We call this doubleencryptedcontentkey anencapsulatedcontentkey. In Figure2 on page5 we
haveillustratedtheresultingdoubleencryptedcontentkey: it resemblesanonion;theouterlayerprotecting
theinnerlayer, theinnerlayerprotectingthecontentkey.

Theconsumer’s receiverstorestheacquiredencapsulatedcontentkeys in its memory.

At broadcasttime the contentprovider transmitsthe encryptedcontentand the blocking noncevia the
broadcastnetwork to theindividual receivers.
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Figure1: Overview of the DAB CA-PK system. Contentis encryptedby the contentprovider usinga
streamor block cipher(❶). Thecontentkeys (including, if necessaryfor theoperationof thecipher, the
initialization vector)anda randomlychosenblocking nonce(❷) aretransferedto a clearing house(❸).
Theconsumerregistersthepublickey of herreceiver(❹) with theclearinghouse(❺ and❻) andtransmits
an orderfor contentkeys for the desiredcontent(❼). The clearinghouseencryptsthe requestedcontent
keys with thepublic key of theconsumer’s receiver; beforetransmittingtheencryptedcontentkey to the
consumer, though,the clearinghouseadditionallyencryptsthe encryptedcontentkey with the blocking
nonceusinga suitablestreamor block cipher (❽). The consumercannotdecryptthe doubleencrypted
contentencryptionkey right away becauseshedoesnot know the blockingnonce.The contentprovider
eventuallybroadcaststhecontentalongwith theblockingnonceto theconsumer’s receiver (❾); usingthe
receivedblocking noncethe receiver canthendecryptthe doubleencryptedcontentkey and,finally, the
encryptedcontent.
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Figure2: Encapsulatedcontentkey asdeliveredto theconsumer’sreceiver. It resemblesanonionwherethe
outerlayer(generatedthroughthestreamor block cipherencryptionwith theblockingnonce��� ) protects
theinnerlayers.Theouterbut onelayer(generatedby publickey encryptingwith thereceiver’spublickey� pub��� ) in turnprotectsthecontentkey

� � .

Oncethereceiver hasreceivedtheblockingnonce,it canthenremove theouterencryptionshell from the
encapsulatedcontentkey; useits privatekey to strip away theinnershell to arrive at thecontentkey; and,
finally, usethecontentkey to decryptthe receivedcontent.Figure3 on thefollowing pageillustratesthe
cryptographicoperationsandinformationflow in amoreabstractmanner.

Differentmethodsof distributing the encapsulatedcontentkeys to the receiversarepossible. The most
obviousis for receiverwith a backchannelto contacttheclearinghousevia theInternetanddirectly carry
out theabovedescribedtransactions.We shalldescribethis andothersmethodsin section4 onpage8 and
section5 on page10.

In thefollowing sectionswedescribeeachstepof our inventionin furtherdetail.

3.1 Content Provider

Thecontentprovidercarriesout thefollowing tasks:
� Contentgenerationor preparation
� Generationof thecontentkeys
� Generationof theblockingnonces
� Generationof appropriatesignalingelements
� Encryptionof thecontent
� Broadcastof thecontentandsignalingelements

Contentin thecontext of our inventioncanbealmostanything: datafiles, dataobjects,audiofiles, video
files,streamingdata,streamingaudio,streamingvideo,IP packets,andsoforth. Theonly assumptionthat
we make is thatwecansubdivide thedatainto suitablysizedblocks(which is not a realrestriction).

� ��� � �������� ���! sym " � ��� � �$# (1)% � � � � � ��� �
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Figure3: Cryptographicoperationsandinformationflow. Thecontentprovidersendstherandomlychosen
contentkey

� � andthe randomlychosenblocking nonce � � to the clearinghouse. The clearinghouse
receives the public key

� pub��� of the receiver and the credit card detailsCC of the consumerfrom the
receiver. Usingthepublickey

� pub��� of thereceiverit encryptsthecontentkey
� � arrivingat  pub " � � � � pub��� # ;

next it further encryptsthe alreadyencryptedcontentkey using the blocking nonce � � arriving at the
encapsulatedcontentkey  sym "  pub " � � � � pub��� #&��� � # which it returnsto thereceiver. At broadcasttime the
contentprovider transmitstheencryptedcontent sym " � � � � � # andtheassociatedblockingnonce� � to the
receiver. Thereceiverusestheblockingnonceto removetheouterencryptionlayerof theencapsulatedkey
andthenits privatekey

�(' � �*)��� to obtainthecontentkey; usingthecontentkey it thendecryptthereceived
encryptedcontent.
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Forgeneratingthecontentkeys
� � andblockingnonces� � weassumeageneratorthatis producingrandom

bit sequencessufficiently fastandof cryptographicallysoundquality. Both contentkey
� � andblocking

nonce� � aremadeavailableto theclearinghouse(seealsoFigure3 on thepagebefore).

For theencryptionprocess sym "�+ � + # shown in Equation1 on page5 we canusestreamor block ciphers—
weproposeto useAES in CBCmode[8, 7]. In caseof blockciphers(and,hence,for AES)wemightneed
to includeextrapaddingcontentdependingon thesizeof thecontentblocksandtheblocksizeusedby the
blockcipher.

Part of the encryptionprocessis the generationof appropriatesignalingelements,entitlementchecking
messages(ECM) in caseof DAB, for conveying the contentkey identifier (contentkey ID), the serial
numberof thekey, andtheblockingnonce�,� to thereceiver. Also, if we hadto applypaddingwe needto
providethis informationin thesignalingelementaswell.

Finally, encryptedcontent
� � andsignalingelementsarepassedon to thelower layersof thetransmission

system.

3.2 Clearing House

Theclearinghouse
� registerspublic keysandpaymentdetailsof customers,
� acceptsandverifiescontentkey ordersfrom customers,
� carriesout thepaymentprocess,
� encryptstherequestedcontentkeyswith thereceiver’spublic key,
� encryptstheencryptedcontentkeyswith theblockingnonce,
� deliversthedoubleencryptedcontentkeys to thereceiversor customer,
� keepstrackof which keys thecustomerhaspaidfor andreceived.

� �������
� � pub���- ��. ��� �/ sym "  pub " � �
� � pub��� #&���,�0# (2)% - ��. ���
Ordersfor contentkeys

� � arecryptographicallysignedusingpublic–privatekey cryptographyalgorithms.
As equation2 shows,for theencryptionof therequestedcontentkeys

� � we usetheregisteredpublic key� pub��� of thereceiver—thus,only thereceiver(beingin possessionof thematchingprivatekey) candecrypt
thecontentkey. To doubleencryptthepublic key encryptedcontentkey we canuseany streamor block
cipherandtheblockingnonce��� associatedwith thecontentkey

� � . In caseof a blockciphersizeof the
encryptedcontentkey shouldbedivisible by theblock sizeof theblock cipher(otherwisepaddinghasto
becarriedout andsignaled,seeprevioussection).

Theencapsulated
- ��. ��� is returnedto thecostumer’s receiver.

3.3 Consumer’s Receiver

- ��. ��� � � priv��� (3)� �
���,� (4)% � �1�!2 pub " 2 sym " - �3. ��� �����$#4� � priv��� # (5)% � � �52 " � � � � � # (6)
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Thereceiverfinally
� acquirestheencapsulatedcontentkeys

- ��. ��� from theclearinghouse(equation3, seealsoprevious
section),

� receivestheencryptedcontent
� � andtheassociatedsignalingelements(equation4),

� extractsthe contentkey ID, blocking nonce � � andcontentkey serialnumberfrom the signaling
elements,

� selectstheappropriatedoubleencryptedcontentkey
- ��. ��� usingthecontentkey ID andserialnum-

ber,
� decryptsthe doubleencryptedcontentkey andobtainsthe public key encryptedcontentkey using

theblockingnonce(equation5),
� decryptsthepublickey encryptedcontentkey usingthereceiversprivatekey

� priv��� (equation5), and,
finally,

� decryptstheencryptedcontent
� � usingthecontentkey

� � (equation6).

Theciphersusedby thecontentproviderandtheclearinghousedeterminetheciphersusedby thereceiver.

4 Eureka-147Implementation

In thissectionwedescribetheimplementationof ourCA solutionfor theEureka-147Digital Audio Broad-
casting(DAB) technology[4]. For thesake of discussionwe shallconcentrateon multimediafile transfer
(MOT) [2]; note, however, that the implementationthat we describein the following paragraphsis by
no meansrestrictedto file transferapplications(thoughthat is oneof its main applications)but we can
implementit for DAB audio,video,andIP streamingaswell.

Asidefrom usingEureka-147DAB asthebroadcasttechnology, weshallassumefor thetimebeingthatwe
have a receiver platformwith a backchannel(interactionchannelin Eureka-147terms)suchasa mobile
Internetconnection(e.g.,a GPRSmobilephonecomponent)for acquiringandstoringcontentkeys. We
shall addressthe non-backchannelreceiver platform later. For our proposedimplementationwe usefor
the block cipherof section3 the AES block cipherin CBC andECB mode. For the contentencryption
we usetheAES algorithmin CBC modewith a key, initialization vector, andblock sizeof 128bits. Key,
initialization vector, andblocking noncearerandombit sequences.The concatenationof AES key and
initialization vectorproducesthe 256 bit contentkey of our invention. The contentprovider generatesa
sufficiently largenumberof contentkeys andassociatedblockingnoncesfor a particularcontentsetand
storesthemfor laterusein adatabase.

4.1 MOT Content Scrambling

With DAB MOT files are transmittedasan MOT headerandan MOT body object. Both MOT header
andMOT bodyobjectscanbe segmented.Eachsegment(consistingin turn of segmentheaderandseg-
mentbody) is carriedin an MSC datagroup2 The MOT headerobjectcontainsattributesdescribingthe
transmittedfile aswell asauxiliary, applicationspecific,attributes(suchaspathnames,file types,etc.);by
interpretingtheheaderobjecta DAB receiver canreassemblethe transmittedfile and,if it is partof a set
of files (e.g.,if partof anMOT directoryor MOT BroadcastWebSite(BWS)application[3]), depositit in
theright placein thedirectoryhierarchyof this setof files.

MOT datagroupheaderanddatagroupbody objectsare linked througha transportidentifier (transport
ID); thetransportID changeswith eachnew MOT object.In theunscrambledmodeof operationtheMOT
headerobjectis carriedin datagroupsof type3, theMOT bodyobjectis transportedin type4 datagroups.

2Main ServiceChanneldatagroup,see[4, section5.3.3].
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Whenwe applyconditionalaccessprotectionto anMOT file, theMOT headerobjectstaysunencrypted,
only theMOT bodyobjectis encrypted(scrambledin DAB terminology)beforebeingsegmentedto fit the
requireddatagroupsize.

ECM field

1 3 m bytes 8 n bytes
ECM header

bits: 4

none (opt.)

8

crypto & toggle

content key ID serial blocking nonce

0x00 (ECM)011(?)

Rfa CAId Message type CustAd Command Identifier Command length ind ECM data...

Figure 4: CA-PK ECM structure. CA-PK at the momentdoesnot make useof the customeraddress
(CustAd) field in theECM header. TheECM datapartcarriesthecontentkey ID, theserialnumberof the
contentkey, andtheblockingnonce.CAId is provisionallysetto binary011 asCA-PK hasnot yet been
registeredwith WorldDAB asanaccesscontrolsystem.

To allow the receiver to decryptan encryptedMOT body we needto includesignalingelementsin the
broadcastdatastreamto specify

� theconditionalaccesssystemused,
� thecryptographicalgorithmsinvolved,and
� thecontentkey identifier.

Thesesignalingelementsarespecifiedin theDAB standardasEntitlementCheckingMessages(ECM) [4,
section9.3]. An ECM consistsof an ECM headerandan ECM datafield. The ECM headercarriesthe
CA identifier(specifyingtheconditionalaccesssystemused).Optionallyit cancontainanaddressfield—
the CA-PK systemdoesnot make useof thataddressingfield. The ECM field carriesthe typeof crypto
algorithm usedand the length of the ECM datapart. CA-PK transportsthe contentkey ID, the serial
numberof thecontentkey, andtheassociatedblockingnoncein theECM datapart(seeFigure4).

EncryptedMOT bodysegmentsaretransmittedasdatagroupsof type5, andtheassociatedECM objects
astype1 datagroups.

4.2 MOT Content Unscrambling

On the receiver side we have to collect all arriving datagroupscarrying MOT headersegments,body
segments,andECMswith the sametransportID. Thekey objectreally is theECM: it signalswhich CA
systemis usedandits datagroupsessionheadercontainsthe transportID. Obviously we canignoreany
ECMsandtheir associatedtype3 andtype5 datagroupsthathavenot beenproducedby CA-PK.

From the CA-PK ECMs the receiver systemcanextract the transportID of the associatedMOT header
andbody datagroupsaswell asthe contentkey ID andthe blocking nonce. If the receiver systemis in
possessionof thematching(doubleencrypted)contentkey, we then

� removetheoutershellandinnershellof thedoubleencryptedcontentkey by AES-ECBdecrypting
with theblockingnoncefollowedby anRSAdecryptionusingtheprivatekey of thereceiver;

� thenwedecryptthereceivedMOT bodydatagroupsandpassthemonto therestof thenormalDAB
receiver processingchain(togetherwith the transportID so that they canbe matchedup with the
MOT headerdatagroups).
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4.3 Signaling Missing Content Keys

Curiously, thecurrentspecificationof DAB doesnotprovideamechanismfor signalingtheCA operator[4,
13]; thus,if the DAB receiver doesnot have the requiredcontentkeys to decryptreceivedcontent,there
currentlyis noinformationtransmittedto indicatewhereto acquiremissingcontentkeysfrom. Wepropose

� to useECM objectswith thecustomeraddresssetto 0 to convey theaddressof thecontrollingCA
clearinghouse;

� to definea formatfor initiating contentkey acquisitionrequests.

The addressformat dependson the communicationmediumusedto initiate the contentkey acquisition;
in the caseof a Web basedtransactionprocess,the addresswould be a URL. Otheraddressformatsare
possible;for example,a GSMSMSaddress,aphonenumber, andsoforth.

For thecurrentimplementationwe assumea Webbasedclearinghouseservice:theaddresswould thenbe
theURL of theclearinghouseandthetransactionwouldbeinitiatedby sendinganHTTPGETrequest([5])
to the specifiedURL, usingthe contentkey ID andcontentkey serialnumberfrom the ECM asrequest
parameters.A DAB receiver with a backchannelcan thendirectly initiate the acquisitionprocesswith
theclearinghouseserver. In caseof a DAB receiver without a backchannel,the receiver would storethe
ECM detailsfor lateruse;oncethereceiver is connectedto a downloadingdevice (e.g.,a PCwith Internet
connection)it couldthenproceedasdescribed.

5 Business-to-BusinessApplication

In the precedingsectionswe have describedthe normalmodeof operationfor DAB CA, the business-
to-consumer(B2C) case:A contentprovider broadcastshis CA protectedcontentto a large numberof
(mobile)receivers.

A specialcaseis thebusiness-to-business(B2B) applicationof DAB CA. In theB2Bcaseacontentprovider
alsodistributesCA protectedcontent,but his customersarebusinesspartners.Thenumberof receiversis
limited (typically between100–10’000)and the receivers usually are controlled(if not owned) by the
contentprovider. For the B2B we can simplify the operationof CA-PK: Both contentencryptionand
contentdecryptionfollow the processesdescribedin sections4.1 and4.2. As the numberof receiversis
quitesmall (comparedto theB2C case)andaswe know thepublic keys of thereceiversin advance(they
areundercontrolof thecontentprovider) we candistributethecontentkeys via DAB itself usinga DAB
datachannel;for example,usingtheDAB BroadcastWebsite(BWS) application[3]. Eachsetof content
keys for a specificreceiverwould betransportedin a contentkey file of its own usingfor thefile namethe
cryptographichashof the receiver’s public key (its fingerprint). Eachreceiver canthenselectits content
key files from theBWS.

Weshouldlike to notethatyoucanreducethesize(and,hence,therequiredbandwidth)of thecontentkey
file BWS by creatingsuitablereceivergroupsthatsharea public–privatekey pair; for example,a business
customerwhohasofficesor shopsin differentlocationsbut hasjustonecollectivecontractwith thecontent
providercouldconstitutea receivergroup.

6 Security

Themainpurposeof any CA systemis to providea protectedchannelfor thetransmissionof content.Ac-
cessto theprotectedchannelis typically controlledthroughcryptographicalgorithms;only thosereceivers
in possessionof a valid contentkey areableto accessthecontent.Oneof themostinterestingquestions
thatwe canaskis, therefore,how secureagainstattacksany givenCA systemreally is.
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Differentattacksagainsta CA systemarepossible. The mostobvious purposeis to gain accessto the
contentwithout recompensatingthe contentprovider—possiblywith the intention of redistributing the
content.Otherattackformsaredenial-of-serviceattacksintendedto disruptservicedelivery. For thetime
beingwe shallfocuson thefirst kind of attacks:gainingacccessto thecontentwithout authorizationfrom
thecontentprovider.

6.1 Unauthorized Access

Lookingat CA-PK we immediatelycanidentify thefollowing pointsof attack:
� thecontentprovider (content,contentkeys,blockingnonces),
� theclearinghouse(contentkeys,blockingnonces),
� theencryptedcontent,
� theacquiredcontentkey.

Let ustakea look at eachof theseitemsin turn.

6.1.1 Content Provider and Clearing House

Obviouslygainingaccessto thecontentprovider’scontentstoragesystemwouldbethemosteffectiveway
of obtainingthecontentwithout renumeration.It is the responsibilityof thecontentprovider to keepthe
unencryptedcontentprotected(bothphysicallyandif necessaryalsowhile in transitto theCA system).

Gettinghold of eitherthecontentprovider’sor theclearinghouse’s copy of theof thecontentkeys is the
next bestandeffective way of gainingunauthorizedaccess—followed by obtainingthe setof blocking
noncesfor certaincontent.Having accessto theunencryptedcontentkeys is asgoodashaving accessto
the contentitself. Even if the attacker only getshold of the blocking nonce,that would be sufficient to
essentiallysharea legally acquiredkey aheadof broadcasttime. Again,bothcontentproviderandclearing
househaveto establishsafeguardsandchecksto keepthecontentkeysandblockingnoncesprotectedfrom
unauthorizedaccess.

6.1.2 Encrypted content

Thesecurityof theencryptedcontentdependson two factors:
� theencryptioncipherchosenand
� theprotectionof thecontentkey.

We recommendusinga provenandwell-examinedstreamor block cipher. In theEureka-147case(which
section4 on page8 describes)we selectedtheAES block cipherfor bothcontentencryption(AES CBC
mode)andtheouterlayerencryptionof thecontentkey (AES ECB mode).TheUS National Instituteof
Standardsand Technology hasselectedAES asthe follow-on to DES [8, 7]. The selectionprocesstook
placein anopenandpublicmanner—makingAESaratherwell-reseachedandanalyzed,and,thus,secure
cipher.

The originally specifiedscramblingmethodfor DAB CA [4, section9] essentiallyconsistsof an XOR
operationof a control word with the content. From a crypto-analysispoint of view applying an XOR
operationon somecontentmeansthatonehasto changethecontrolworld rapidly to maintainsomesense
of security. For AESon theotherhandno crypt-analysisattacksareknown, andAES is consideredsecure
by the cryptographycommunity. Exceptto prevent a contentkey from spreading(seenext section)we
wouldnot have to changeit for longperiodsof time.
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6.1.3 Content Keys

To decrypt(unscramble)thebroadcastcontentthecostumerneedsto be in possessionof thecontentkey.
As wehavedescribedin section3 (andin moredetailin sections3.2and3.3) thecustomeronly getsto see
thedoubleencryptedcontentkey. Beforetheattacker canaccessthecontentkey itself, hehasto decrypt
the outer layer (seealsoFigure2 again). Again, aswe areusingAES for the outer layer encryption,it
is currentlyimpossiblefor theattacker to remove thatouterlayerencryptionwithout having accessto the
blockingnonceused.

Oncethe blocking noncehasbeenbroadcast,however, the attacker could thenredistribute the extracted
contentkey to his peers.To foil this redistribution (or at leastmake it moredifficult) we canincreasethe
rateof changingthecontentkey for any givencontent.

6.2 Digital Right ManagementSystem

CA-PK in its currentincarnationimplementsa conditionalaccesssystemonly, following theWorldDAB
CA requirements([11, 12]); thatis, CA-PK providesa protected“pay-to-access”channelfrom thecontent
provider to the receiver. A Digital Rights Managementsystem(DRM system)goesfar beyond sucha
protectedchannel;it in additionprovidesthecontentprovidercontrolover

� how oftencertaincontentis (dis)played,and
� how contentmight be used(e.g.,canthe consumermake a copy? Canthe consumertransferthe

contentto a differentdevice?)

WecanextendCA-PK to includeDRM features.Theprerequisitesfor aCA-PK basedDRM systemwould
includesomekind of securetoken,suchasa smartcard,aswell asspeciallyadaptedcontentplayersto
enforcetheDRM conditions.

6.3 GeneralComments

We shouldlike to point out that all CA andDRM systemscanonly provide a certainlevel of security.
Oneof theprimaryobjectivesfor a contentprovider is thedistribution of content(theotherobjective is to
generaterevenueby doing the contentdistribution); that is, any contentprovider wantsthe contentto be
“consumed”at somepoint in time. Takingthecurrentstateof theanthropologicalevolution this objective
means,that at somepoint in the distribution chainwe have to have the contentin an unscrambledform.
For mostany contentit is fairly easyto recaptureit in electronicform (with little if any lossof quality)and
redistributeit unencryptedandfreely accessible(see,for example,[6, 9]). Thefactthatnot only “hacker”
softwareexist for this purposebut alsocommercialsoftwarepackagesmeansthat redistribution is not a
processavailableonly to the“hackers”but to theaverageconsumer.

7 Intellectual Property Declaration

IBM hasappliedfor a patenton the CA technologydescribedin sections3, 3.1, 3.2, 3.3, 4, 4.1, 4.2,
and 5. IBM is generallywilling to grant nonexclusive licensesunderits patents,upon reasonableand
non-discriminatorytermsandconditionsto thosewho respectIBM’ s intellectualpropertyrights(seealso
IBM’ sPatentLicensingWebsite[1]).
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