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Abstract

We discusghe key featules of autonomiccomputingandtheir relationshipto Al systemsWe presenta generic
architectue for autonomiccomputingsystemsand proposea computationaimodelbasedon communicatingau-
tomatanetworksto implemensud architectues. We illustrate this approad with anintelligentdevice discovery
tool thatanalyzegheinventoryandtopolagy of large computemetworks.
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1 Introduction

Over the lastfew decadesgcomputershave revolutionizedandautomatednary of our work processesallow-
ing humansto addressver more challengingtasksand leaving routinetasksto machines.But an unavoidable
byproductof evolution via automations compleity, asdemonstrate@speciallyby computingsystems.In are-
centdocumen{8], IBM identifiedthe compleity of currentcomputingsystemsasa majorobstacleo the growth
of IT technologies:

“

. incredibleprogressin almosteveryaspeciof computing—microprocessoipowerup by a factor
of 10,000,storage capacityby a factor of 45,000,communicatiorspeedsy a factor of 1,000,000—
but at a price. Alongwith that growth hascomeincreasinglysophisticatedrchitectuesgovernedby
softwae whosecompleity now routinely demandgensof millions of lines of code ... Evenif we
couldsomehovweomeup with enoughskilled people the compleity is growingbeyondhumanability
to mange it. As computingevolves,the overlapping connectionsdependenciesand interacting
applicationscall for administative decision-makingndresponsefasterthananyhumancandeliver
Pinpointingroot causesof failures becomesnore difficult, while finding waysof increasingsystem
efiiciencygeneatesproblemswith more variablesthanany humancanhopeto solve’ [8]

The answerto this problemlies in moreintelligent systemsand computinginfrastructurescalled autonomic
computing(AC) thatfacilitateandautomatemary systemmanagemertaskscurrentlydoneby humans.

2 Vision of Autonomic Computing

Autonomiccomputingcanbe seenasa holistic vision thatenablesa computingsystemto “deliver muchmore
automatiorthanthesumof its individually self-managegarts”. A systemis considered collectionof computing
resourcesvorkingtogethetto performa specificsetof functions.

“It' stimeto designandbuild computingsystemsapableof runningthemselvesadjustingto varying
circumstancesand preparingtheir resoucesto handlemostefiiciently the workloadswe put upon
them. Theseautonomicsystemsnustanticipateneedsand allow uses to concentate on whatthey

wantto accomplishrather than figuring howto rig the computingsystemdo get themthere. ... It
is the self-gwerningoperation of the entire systemand not just partsof it, that delivers the ultimate
benefit. [8]

Eight key featurescharacterizary AC systemcf. [8]:

1. An AC systempossessesysterridentity, i.e., it hasknowvledgeof its componentsgurrentstatus functions,
andinteractionswith the environment.

2. An AC systemhasthe ability of self-configuation and reconfiguation, i.e., it canautomaticallyperform
dynamicadjustmentso itself in varyingandunpredictablenvironments.

3. An AC systemperformsconstantself-optimizationi.e., it monitorsits constituentpartsandadaptsits be-
havior to achieve predetermineg@ystemgoals.

4. An AC systemis self-healingi.e., it is ableto discorer the cause®f failuresandthenfindsalternatve ways
of usingresource®r reconfiguringthe systemo keepfunctioningsmoothly

5. An AC systemis capableof self-piotection i.e.,it detectsjdentifies,andprotectstself againswarioustypes
of attacksto maintainoverall systemsecurityandintegrity.
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6. An AC systemusesself-adaptatiorto find waysto bestinteractwith neighboringsystemsj.e., it cande-
scribeitself to othersystemsanddiscover thosesystemsn theervironment.

7. An AC systemis a non-poprietary opensolutionbasedon standads that provide the basisfor interoper
ability acrosssystemboundaries.

8. An AC systemhashiddencompleity, i.e., it automatedT infrastructuragasksandrelievesusersof admin-
istrative tasks.

In thefollowing we introducea genericarchitecturghatprovidesavery generaframework for the development
of AC systems.

3 Generic AC Architecture

The designof technicalsystemsusuallyfocuseson the intendedfunctionality of the systemand often obeys
the “design follows function” principle. Consequentlya systemis organizedinto componentghat implement
the application-specifidunctions. Sucha systemis then embeddednto someruntime ervironmentthat deals
with executionfailuresandcapturesexceptions.We believe that sucha designcannotsatisfythe requirement®f
AC systemsandthereforeintroducea genericarchitecturehatintroducessystemcomponentsiot at the level of
application-specifitunctionalities but atthe level of functionalitiesderived from the key featuresof AC systems,
seeFigurel.
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Figure 1. A generic AC architecture.

EachAC systemis situatedin someernvironmentor context. Theinteractionbetweerthe systemandits ervi-
ronmentoccursthroughthreesystemcomponentsneyotiation execution andobservation

The ngyotiation componenthasa two-wayinteractionwith the environmentthat allows the systemto receve
requirement$rom the ervironment,negotiatethe fulfillment of the requestedequirementsmake itself knowvn to
othersystemsor communicatdts own requirementto other AC systemst is aware of. The main purposeof
this components to receve andactively constructatarget behaviorspecificatiorbasednits interactionwith the
environment.This targetbehaior specificatioris addedo the sharedknowledgeof the systemcomponents.



Ourarchitecturénighly abstractérom theknowledgecontentsaandformat,andthe sharingmechanismbetween
thevariousAC systemcomponentsWe only asserthattheknowledgebasecontainsarepresentatioof theactual
systembehaior, the systemitself andthe ervironmentasperceved by the system.Whena new tagetbehaior
is addedto the sharedknowledge,which differs from the actualbehaior, a delibeation processs triggeredthat
will producea newv behaior. We explain this delibemtion processn moredetailbelov. Thedelibemation process
sendghe new behaior to the negotiation componenthatdecideswvhetherthis behaior shouldbe executed.The
decisioncanfor examplebebasednwhethemew requirementtiave beerrecevedthatmake thebehaior already
obsolete.

The executioncomponenhasa one-wayoutputinteractionwith the ervironmentto executeary behaior that
was determinedby the delibertion componentand forwardedby the negotiation component. The execution
componentoncentratesolely on executingthe behaior in a specificervironment,e.g.,on expandinghigh-level
actiondescriptionsn sequencesf lower-level systemcommands.

Theobservatiorcomponenhasaone-wayinputinteractionto receve statusnformationfrom theervironment.
The componenbbseresthe effect of whatthe executioncomponents executingwithout knonving whatwasac-
tually executed.lt addsits obsenrationsto the sharecknowledgeandproducesarepresentatioof its obserations
for analysisby thefailure recovery process.

Limiting the interactionbetweenthe AC systemandits ervironmenthelpsto addresshe key factorsof self-
protectionandhiddencompleity. A systemwith a controlledinteractionis lessvulnerableto attacksandhides
its internalcompleity by exposingonly clearly definedinterfacesto its ervironment. Thetypesof interactionwe
introducedone-vay, two-way) emphasizehe predominantnot necessarilghe only flow of information.

Two componentshatdo notinteractdirectly with the ervironmentoccurin this architecturedelibemtion and
failure recorery. As discussedriefly abore, the delibeation componenicomputesnen behaiors for the AC
systemandencapsulatethe “normal” application-specifiéunctionalcomponentslt is responsibldor fulfilling
the key factorsof self-adaptivityand self-optimization Two major fields of Al will play a dominantrole in the
developmenibf delibemtion componentsmachindearningandAl planning.

Thefailure recorerycomponenaddsself-healingandself-piotectioncapabilityto the AC system.Interestingly
it doesnot interactdirectly with the ervironment,but interactswith the executionand observationcomponents
only. The reasonfor this designprinciple lies againin the needto reducethe compleity of the systemand
enhancats robustnessat the sametime. The failure recavery recevesinformationaboutthe intendedbehaior
of the systemfrom the execution i.e., the executioncomponentells it, for example,what action or command
it intendsto executenext. This informationis usedby the failure recovery to build an internal expectationof
whatwill happemext in the systemernvironment. The observationcomponentells the failure recorery whatit
actuallyobsered happeningn the ervironment. As executionand observationarecompletelydecoupledn this
architecturethey cannotinadwertentlyinfluenceeachother Thefailure recoreryanalyzeghe deviationsbetween
theintendedandtheindependentlybsered changeoccurringin the ervironment. For minimal deviations(that
needto be preciselydefinedwhenimplementingthis architecture)jt computessimple recovery behavios that
it sendsto the executioncomponentior immediaterecovery. In the secondpart of this paper we will sketch
concreteexamplesof recovery behaiors. If greaterdeviationsoccur it updateghe sharecknovledgewith anew
actualbehaior. Thiswill triggeranactual/tagetcomparisoranda new delibeation procesghatmayleadto the
replacemenodf the behaior in the executioncomponent.

A particularAC systemwill be basedon a sophisticatedmplementatiorof the genericarchitectureln partic-
ular, the sharingof knowledgeor informationbetweerthe variouscomponentwill usuallydistinguishbetween
globally sharedknowvledge betweenall componentsand locally sharedknowledge betweenonly selectedcom-
ponents.Furthermorewe canexpectto seemorethanoneinstanceof eachcomponenbr complex components
thatare AC systemgshemseles. In particular the delibeation componenwill probablyinvolve a hierarchical
decompositionnto application-specifiunctionalcomponentswhich is alreadycommonin realisticapplication
systems.Self-configuringAC systemscan be expectedto involve several deliberationcomponents—speciaéd



in computingsystembehaiors or computingnew systemconfigurations We regardthis architecturanorein the
senseof ageneraldesignprinciple thatwill alwaysrequirerefinementandeven modificationswheninstantiated
for aparticularIT application.

4 Computational Model for AC Architectures

When implementinga specific AC system,we needto provide computationalmodelsto wrap eachof the
componentgor theimplementatiorthereof)andto modeltheinterfacesandtheinteractionamongthecomponents
andbetweerthe systemandits ervironment.Our mainconcernis thereliability androbustnes®f an AC system,
becauseve needto provide guaranteesoncerninghe behaiors generatedy the system.Consequentlysimple
andprecise yet powverful computationamodelswould beideal.

Agent-basedystemgrovide avery appealingsolution. Eachagentwould (1) encapsulate specificreasoning
methodthatimplementoneof the systemcomponentand(2) provide the communicatiorandinteractionmech-
anismswith the otheragents. Although powerful approachesxist, the adaptiveagent architectue [10] or the
openagentarchitectue [11], thereexist no methodsthatwould allow usto formally verify that sucha comple
agent-basedystemindeedimplementgheintendedbehaior. Furthermorethe uniquequalitiesof agents—their
autonomymobility, andadaptvity—canimply seriouslegal consequencg$]. Similar considerationsalsoapply
to cognitive andbehaioral architecture§l4, 2], whichhave amuchbroadeicoveragethanourgenericarchitecture
thatwe especiallytargetat AC systemsn technicalernvironments.

An AC systemwill often be a distributed systemcomprisingcommunicatingprocessegncapsulatea@s the
systemcomponentsSucha comples systemcanonly be controllableif we considercomponentsvith limited ca-
pabilitiesandafinite spaceof internalstates We thereforeproposehe useof communicatindinite statemadines
(CFSM)[1] asa computationamodelfor AC systems.DeterministicCFSM asthe simplestautomatamodelto-
gethemwith asetof communicatiorchannelsyhich aresharedy the machinesandcarrymessagesf a particular
type, wereoriginally usedto specifyandverify protocolsbetweenconcurreniprocesseslLater, the basicCFSM
modelwasextendedo networks of powerful automatanodels for examplenondeterministicpushdavn or timed
automataAutomatamodels which caneveninstantiatenev communicatiorchannelr otherautomatahatthen
run concurrentlywith the alreadyexisting automatahave alsobeenproposedogethemwith powerful verification
toolsto analyzethebehaior of theautomatanetworks[7]. This computationamodelhasbeenshovn to subsume
generaPetrinets[13] andto implementprocessalgebraicapproachefl5, 9].1

By usingcommunicatingautomatanetworkswe canbreaka large systeminto smallersubsystemthatcompute
autonomoushand interactwith eachothervia well-definedinterfacesonly. Interestingly this vision hasbeen
pioneeredy the Al communityin the seminalpaper[12]. McCarthyandHayesproposedhe useof interacting
automatato modelintelligentsystems.n contrasto our approactbasedon communicatinqautomatanetworks
they assumedieterministicautomatawith explicit staterepresentationand fixed interconnectiondetweenthe
automatebasedon statetransitions. This model suffered especiallyfrom the stateexplosion problemandalso
exhibitedlimitationsto modelcomplex behaiors dueto the completedeterminism.

Our networks of communicatingautomatawith explicit communicatiorchannelswvoid thesdimitations. First,
we usea symbolicrepresentatioinsteadof representingtatesexplicitly. This yields a compactrepresentation
thatspecifiescomplex behaior andthatis well suitedfor automaticanalysisvalidationandformal verification.
If the capacityof channelss finite, model checkingcan be usedto verify propertiesof the automatanetwork
[3]. Althoughthe comple&ity cannotbe eliminated,it is significantly reduced. Second,insteadof hard-wiring
theautomatapur network is looselycoupledvia communicatiorchannelscarryingmessagesf a particulartype.
This approachachieves greaterflexibility in the interactionamongthe systemcomponentsyhich is no longer

1Thecomputationamodelof communicatinguutomatanetworksalsocomplementsecenistandardizatiorfforts. As mentionecabove,
a key featureof AC systemss thatthey shouldbe opensolutionsbasedon standads Web serviceq4] provide a first standardizatiomof
interfacesfor the synchronousr asynchronousmessage-basabmmunicatiorbetweerconcurrenprocesses.



specifiedexplicitly, but resultsfrom the exchangeof typed messagesver the communicatiorchannelsandthe
(possiblynondeterministicyeactionof the systemcomponentgo thesemessagesin the following section,we
will demonstrateur approaclton a systemfor the automatiadiscovery of devicesin computemetworks.

5 AC Architecture for an Intelligent Device Discovery System

Theanalysisandsuneillanceof largecomputemetworksis acurrentchallengean thelT industry For example,
whenlT infrastructureis outsourcedijt is importantfor the serviceprovider to obtainas much informationas
possibleaboutthe differentdevicesin a network, e.g.,mobile andfixed work stations,applicationand network
seners,andthetopologyof thenetwork itself. Very often,customergannotprovide accurateenoughinformation
abouttheir computerassetssoanintelligentdevice discovery (IDD) tool thatcanfill this informationgapwould
bevery helpful. We have developedsuchanDD tool [5] asanautonomicsystem:it collectsinformationfrom the
unknavn network ervironmentwithoutdisturbingthe network operatiorandit adaptstself to unknavn situations
it encountersThetool encapsulatesereral network scanningutilities, for examplea simpleping commandhat
testswhethera machineis alive or the nmap scanningutility that allows remoteOS identificationby TCP/IP
fingerprintingthe remotestack.
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Figure 2. AC architectural view of the IDD tool.

Figure2 shavs an AC architecturaliew of the DD tool. Eachof the systemcomponentss encapsulatedsa
communicatingautomatorspecifyingthe behaior of thatcomponentThe communicatiorbetweertheautomata
proceedwia asetof predefinedthannelsThetaskspaceandthework spacearethe majorglobalcommunication
channelamongthecomponentsThetaskspacecontainghe complex scantasks whereashework spacecontains
lowerlevel tasksthatare directly executableby the scanservicesandalsoaggrgatesinformationreturnedfrom
theserviceslLocal communicatiorchannelsxist in particularbetweerthework monitorandthesurveillanceand
taskdispatting components.

A useror a systeminteractswith the IDD tool via the web portal thatimplementsa simple variant of the
negyotiation componenfrom the genericarchitecture. The web portal allows usersto defineso-calledcampaign
andpoliciesor invoke predefineccampaignsandto accesshereportingdocumentgeneratedby thetool.



Thecampaignandpoliciesdescribeop-level discorery tasks,e.g.,"in vestigatethe networkcomprisingthe IP
addressrange 10.4.16-17.*" andconstraintsfor example“do not scanthe subsetl0.4.16.*befoe 5 PM”. The
web portaltranslatesheminto complex scanningasksthatit addsto thetaskspace which representsneof two
themajorcommunicatiorchannelssia which theIDD componenténteractwith eachother

Scanservicesimplementthe executioncomponentfrom the genericarchitecture. A serviceis a concurrent
processxecutinga specificscantaskandworking in parallelwith otherservices.A servicecanwrap a simple
scanningutility or it canencapsulate complex AC systemthat exhibits a similar architectureasthe IDD tool.
Scanservicesdedulingis a sophisticateaxecutioncomponenthat listensto the taskspaceandderiveslower
level tasks,e.g.,“scan 10.4.16.123"or “walk the domainnametree (DNS) of this network”. It canalsotake
a comple task, computean appropriateparallelizationof that taskinto a setof subtasksand then schedulea
periodicscanof theseparalleltasks whichwill thenbeexecutedoy simplerscanservices.Scanservicescheduling
communicateshe generatedower-level tasksto the work spaceto which the simplerscanservicesarelistening.
Eachservicewaitsfor taskmessageto arrive thatfit its input requirementsThe work spaceis the secondmajor
communicatiorchannel.

Scanservicescommunicateheir statusandresultsdirectly backto the work spaceto which the work monitor
is listening. The work monitorimplementsthe observationcomponenfrom the genericarchitecture.The work
monitor hasto listento the work spacebecausét cannotobsere the resultsof the scansby observingonly the
network. In fact,noneof the scanservicess supposedo have a visible impacton the network.

Thework monitor collectsthe scanresultsfrom the servicesanddeterminesvhetherthe scantaskshave been
correctly executed. The scanresultsand ary actual/taget deviations are communicatedo the task dispating
componentwhich implementghe delibeiation componenfrom the genericarchitecture The statusinformation
from the scanservicess communicatedo the surveillancecomponentwhich enablest to watchthe progresof
thescanning.

Thetaskdispatdiing componenéncapsulateasophisticatedeliberatiorprocesshatanalyzesandsummarizes
the scanresultsreturnedfrom the variousscanservices.It generateshe scanningeportandalsodispatchesiev
complex scanningasksarisingfrom theresults.For example,whena DNS scanidentifiesa specificserer, e.g.,a
mail sener, a new taskfor a specificmail sener scanningserviceis derived and addedto the taskspace The
reportingsubcomponentf the taskdispathing is ableto resole ambiguitiesandcontradictionsn the obsered
data. For example, several servicesscanin parallelto discover the operatingsystemthat runs on a particular
machine,but they canreportdifferentresults,which mustbe summarizednto a mostaccurateanalysisof the
network.

The surveillancecomponentmplementghefailure recovery processervisionedin the genericarchitecture t
mergesthreedifferenttypesof information:

1. It obseresthework spaceto tracktasksthathave beenaddedfor execution.
2. It recevesstatusnotificationsaboutthe scanservicedrom thework monitor.

3. It recevesprogressnformationfrom thework monitor, which it comparedo the statusnaotifications.

Two mainfailurescanoccurin the IDD system:First, scanservicescanbecomedisconnectedrom the IDD
systemandfail to pick up andexecuteataskfrom the taskspace Seconda scanservicecanstartexecuting,but
fail to returnareasonableesult. The surveillanceprocesgakesanaction-orientecpproactto recover from these
failures.Whenataskis addedo thework spacet builds upanexpectatiorthatit shouldreceve statusotifications
from amatchingservice.If thosenotificationsarenotreceved,it concludeghattheserviceis malfunctioningand
triesto restartit. If a scanservicefails during execution,i.e., the statusinformationandthe progressnformation
communicatedrom the resultmonitor do not match,the surveillancecantake actionto reconfigurethe set of
servicesthat is currently active by eitheraddinganothertaskto the work spacethat will retriggeran existing



serviceor trigger a scanservicenot yet active or by makinga serviceinactive thatis consideredo malfunction.
More sophisticatedeconfigurationsequiredeliberationandthereforetake placevia the taskdispatting, which
addsnew comple tasksto the task space.For example,contradictingscanresultscanleadto the additionof a
differentschedulingservicefor repetitive scans.

The AC architecturefor the IDD tool providesa consisteninterfacefor interactingwith the tool via the web
portal componentndependentiof the configurationof serviceghe systemis running. The pointsof controlare
within the web portal andthe taskdispathing thatadd new tasksto the taskspace the scanservicescheduling
thatmapscomple tasksinto morefine-grainedasksandaddsthemto thework spacdrom wherethey arepicked
up by thescanservicesandthe surveillancecomponenthatcanmodify the operationof thescanservices.

The subsequenfiguresshawv the simplified statemachinef a very simpleschedulingservice a scanservice
anda service-specifisuneillanceprocess.The statetransitionsareannotatedvith the messagethataresentby
the statemachine.For example,taskspace?compl@ask meanghata compleTaskmessagés readfrom thetask
space whereasvorkspace!taskneanghata messagéeaskis sentto thework space

B
pt
r A"

SubtaskSplitting| | workspaceltask

Figure 3. State machine for a service generating a nondeterministic set of subtasks for further
processing.

Figure 3 shaws a non-deterministicstatemachinethat splits a complex scantaskinto several subtasks.How
mary subtaskswill have to be generateds not known at designtime, but only becomesnown at runtimewhen
thesplitting serviceprocessethe comple task. Thenumberof subtasksieedednight for exampleberepresented
asaparametem the specificatiorof the comple task.

Figure4 shawvs a partof the CFSMof a scanservicethatfirst executesa port scancommancdandthenexecutes
amorespecificscancommanddependingon the resultof the port scan. After picking up the taskfrom the work
space the servicecommunicateshetask-specifistatusnotificationsandscanresultsbackto thework space

Figure5 shavs a statemachinethatis usedto supervisg¢heserviceshavn in Figure4. Thecyclic surveillance
procesqnot shavn) spavns sucha service-specifistatemachinefor eachtaskthatis addedto the work space.
Thesestatemachineswait for the statusotificationscommunicatedrom thework monitor. Thesurveillancealso
instantiatesa specifictimer for eachrunningscanservice. If a statenatificationis not receved within a certain
periodof time, thistimerwill sendatimeoutmessageyhich causeshe suneilling CFSMto enterafailure state.
Thiswill triggerfurtherrecovery actions.In our example, it simply addsthe sametaskagainto thework space.

Using networks of communicatingautomataallows us to formally specifythe behaior of eachof the system
componentandformally verify importantpropertiesof their behaior usingan automaticmodel-checkingool.
An exampleof sucha behaioral propertyof the IDD systemis thatall componentshouldterminatein theirend
statesonly whenthe taskandwork spacedave beenemptied.Owing to spacdimitations we cannotdiscusshe
verificationissuesn furtherdetailnor shav the CFSMsin their full compleity.

Currently theapproachs usedat the designlevel to specifyandverify the systemcomponentsEachCFSMis
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Figure 4. State machine for an example scan service.

thenimplementedanddeplo/edin a distributed systemincludingthe IBM WebspherdPlatform. The systemhas
beenusedsuccessfullyto analyzelarge computemetworks comprisingup to hundredsof thousand®f machines.
In anext step,we planto developanexecutionenginethatdrivestheentiresystemandallows usto directly execute
systemcomponentspecifiedatthe CFSMlevel.

6 Conclusion

We proposea genericarchitecturefor autonomiccomputingsystemshasedon communicatingprocesseshat
eachencapsulataspecifichigherlevel functionalitysuchasdelibelation, observationnegotiation executionand
failure recorery. Thecomputationamodelwe proposds anetwork of communicatingautomatao implementthe
autonomiccomputingarchitecture.Sucha network hasseveral advantages:First, communicatingautomataal-
low the compleity of the systemdesignto be reducedsignificantly Symbolicrepresentationgield a compact
representatiomf the statespaceandin particularallow usto apply formal symbolic model-checkingnmethods
to verify the behaior of an autonomiccomputingsystem. Secondthe interactionbetweenthe systemcompo-
nentsproceedsver locally or globally sharedcommunicatiorchannelghat carry messagesf a particulartype.
This yields clearly definedinterfacesbetweenthe systemcomponentsand the ervironment, which improve the
interoperabilityof autonomiccomputingsystems.

We demonstratéhe approachwith anintelligent device discovery system.Futurework will addresghe scal-
ability of the approactto applicationsystemsn the areaof e-kusinesgprocessntegrationandautomatiorbased
onwebservices A specificchallengdn this areais the existenceof concurrenprocessethatneedto be spavned
dynamicallyandtherepresentatioof businessulesandpolicies.
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