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Abstract

Enterpriseprivacy enforcementallowsenterprisesto internallyenforceaprivacy policy thattheenterprisehasdecided
to comply to. An enterpriseprivacy policy oftenreflectsdifferentlegal regulations,promisesmadeto customers,as
well asmorerestrictive internalpracticesof theenterprise.Further, it mayallow customerpreferences.To facilitate
thecompliancewith differentprivacy policieswhenseveralpartsof anorganizationor differententerprisescooperate,
it is crucialto have toolsat handthatallow for a practicalmanagementof varyingprivacy requirements.

Weproposeanalgebraproviding varioustypesof operatorsfor composingandrestrictingenterpriseprivacy poli-
cieslike conjunction,disjunctionandscoping,togetherwith its formal semantics.We baseour work on a superset
of thesyntaxandsemanticsof IBM’ s EnterprisePrivacy AuthorizationLanguage(EPAL), which recentlyhasbeen
submittedto W3Cfor standardization.However, adetailedanalysisof theexpressivenessof EPAL revealsthat,some-
whatsurprisingly, EPAL is not closedunderconjunctionanddisjunction.To circumvent this problem,we identified
thesubsetof well-foundedprivacy policieswhich enjoy thepropertythat theresultof our algebraicoperationscan
beturnedinto a coherentprivacy policy again.This enablesexistingprivacy policy enforcementmechanismsto deal
with our algebraicexpressions.We further show that our algebrafits togetherwith the existing notionsof privacy
policy refinementandsequentialcompositionof privacy policiesin a naturalway.

1 Intr oduction
Not only dueto the increasingprivacy awarenessof costumers,the properincorporationof privacy considerations
into businessprocessesis gainingimportance.Also regulatorymeasureslike theChildren’sOnlinePrivacy Protection
Act (COPPA) or theHealthInsurancePortabilityandAccountabilityAct (HIPAA) illustratethatavoiding violations
of privacy regulationsis becominga crucial issue. While the Platformfor Privacy PreferencesProject(P3P)[22]
is a valuabletool for dealingwith privacy concernsof web site users,the fine-grainedtreatmentof privacy policies
in business-to-businessmattersis still not settledsatisfyingly. E.g., a languagefor the internalprivacy practicesof
enterprisesand for technicalprivacy enforcementmust offer more possibilitiesfor fine-graineddistinctionof data
users,purposes,etc.,aswell asa clearersemantics.To live up to theserequirements,enterpriseprivacy technologies
areemerging [9]. Oneapproachfor capturingthe privacy requirementsof an enterprise—whichhowever doesnot
specifytheimplementationof theserequirements—istheuseof formalizedenterpriseprivacy policies[11, 18, 17].

Although the primary purposeof enterpriseprivacy policies is enterprise-internaluse,many factorsspeakfor
standardizationof suchpolicies. E.g., it would allow certaintechnicalpartsof regulationsto beencodedinto sucha
standardizedlanguageonceandfor all, anda largeenterprisewith heterogeneousrepositoriesof personaldatacould
thenhopethatenforcementtools for all theserepositoriesbecomeavailablethatallow the enterpriseto consistently
enforceat leastthe internalprivacy practiceschosenby theCPO(chief privacy officer). For thesereasons,IBM has
proposedanEnterprisePrivacy AuthorizationLanguage(EPAL) asanXML specification,whichhasbeensubmittedto
W3Cfor standardization.EPAL allows for afine-graineddescriptionof privacy requirementsin enterprisesandcould
becomeavaluabletool for (business)processesthatspanseveralenterprisesor differentpartsof a largerorganization.

An enterpriseprivacy policy oftenreflectsdifferentlegalregulations,promisesmadeto customers,aswell asmore
restrictive internalpracticesof theenterprise.Further, it mayallow customerpreferences.Henceit maybeauthored,
maintained,replaced,andauditedin a distributedfashion. In otherwords,onewill needa life-cycle management
systemfor the collection of enterpriseprivacy policies. However, despiteconsiderableadvancementin this area,
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currentapproachesarebasedon monolithicandcompletespecifications,which is very restrictive given that several
policiesmight have to beenforcedat oncewhile beingundercontrolof differentauthorities.Having in mind actual
usecaseswheresensitivedataobeying differentprivacy regulationshasto bemergedor exchanged,thissituationcalls
for a compositionframework thatallows for integratingdifferentprivacy policieswhile retainingtheir independence.
While suchthoughtsoccurasmotivationin mostprior work on enterpriseprivacy policies,thefew toolsprovidedso
fararenot veryexpressive,andevenintuitively simpleoperationshavenot beenformalizedyet.

Motivatedby successfulapplicationsof algebraictools in accesscontrol [6, 25, 7, 26], our goal is to provide an
expressivealgebraoverenterpriseprivacy policiestogetherwith its formalsemantics,offeringoperatorsfor combining
andrestrictingpolicies,alongwith suitablealgebraiclaws thatallow for aconvenientpolicy management.We do this
concretelyfor theIBM EPAL proposal.However, for ascientificpaperit is desirableto avoid thelengthyXML syntax
anduseacorrespondingabstractsyntaxpresentedin [2, 3] andknown asE-P3P(which, likeEPAL, is basedon [18]).

To employ existing privacy policy enforcementmechanismsto our algebraicexpressions,it is necessaryto rep-
resenttheresultsof theoperatorsasa syntacticallycorrectprivacy policy again.While achieving this representation
hasbeenidentifiedasa corepropertyin previouswork on algebrasfor accesscontrolpolicies[6], andalsoexplored
therein detail,achieving thesameresultfor enterpriseprivacy policiesasin EPAL seemsratherinvolvedbecauseof
thetreatmentof obligations,differentpolicy scopes,default valuesaswell asa sophisticatedtreatmentof deny-rules.
In fact,our analysisof theexpressivenessof EPAL shows thatEPAL is not closedunderoperationslike conjunction
anddisjunction,hencetheaforementionedrepresentationcanoftennot beachieved. To circumventthis problem,we
identify the setof well-foundedpolicies,which constitutesa subsetof all EPAL policies, for which we cangive a
constructivealgorithmthatrepresentstheresultsof our algebraicoperationsasa well-foundedEPAL policy again.

Thefirst operatorswe definearepolicy conjunctionanddisjunction,which serve asthebasicbuilding blocksfor
constructinglargerpolicies. For instance,anenterprisemight first take all applicableregulationsandcombinethem
into a minimum policy by meansof the conjunctionoperator. A generalpromisemadeto the customers,e.g., an
existingP3Ptranslatedinto themoregenerallanguage,maybeafurtherinput. As oneexpects,theseoperatorsarenot
a simplelogical AND respectively OR for expressive enterpriseprivacy policiesfor the reasonsdepictedabove. We
show that theseoperatorsenjoy the expectedalgebraiclaws like associativity or distributivity. Our third operator—
scoping—allowsfor confiningthescopeof apolicy to sub-hierarchiesof apolicy. This is of majorusein practiceasit
enablesmanagingrespectively reasoningaboutprivacy requirementsthatinvolveonly certainpartsof anorganization.

We further sketch someextensionsof our algebra;in particular, we incorporatethe sequentialcompositionof
privacy policies,which hasbeenintroducedin [3], andweexploreits relationshipto our remainingoperators.

Further related literatur e. Policy compositionhasbeentreatedbefore,in particularfor accesscontrol [6, 8, 10,
20, 14, 16, 27], systemsmanagement[21], separation-of-duty[24, 13], or IPSEC[12]. Thealgebradiscussedbelow
is clearly motivatedby existing work on algebrasfor accesscontrol polices[6, 25, 7, 26]. We arenot awareof a
similarproposalfor privacy policiesalthoughcertainaspectshavebeenaddressedbefore,e.g.,[19] pointsoutpossible
conflictsif EPAL policiesfrom differentorigin haveto bedealtwith. Thepublicationclosestto ouralgebraof privacy
policiesis [3], which introducesa notionof sequentialcompositionof privacy policiesaswell asthenotionof policy
refinement. The presentpapertries to extend this pool of algebraictools. Comparedwith existing access-control
languages,thecorecontribution of new privacy-policy languages[11, 18, 17] is thenotion of purposeandpurpose-
boundcollectionof data,which is essentialto privacy legislation. Othernecessaryfeaturesthat prevententerprises
from simplyusingtheirexistingaccess-controlsystemsandthecorrespondingalgebrasareobligationsandconditions
on context information. Individually, thesefeatureswerealsoconsideredin recentliteratureon accesscontrol,e.g.,
purposehierarchiesin [5], obligationsin [4, 15, 23], andconditionsoncontext informationin [27].

2 Syntaxand Semanticsof E-P3PEnterprise PrivacyPolicies
Informally speaking,theaimof aprivacy policy is to defineby whom,for whichpurposes,andin whichwaycollected
datacanbeaccessed.Furtheron,aprivacy policy mayimposeobligationsontotheorganizationusingthedata.Privacy
policiesformalizeprivacy statementslike “we usedataof aminor for marketingpurposesonly if theparenthasgiven
consent”or “medicaldatacanonly bereadby thepatient’s primarycarephysician”. This sectionmainly recallsthe
abstractsyntaxandsemanticsE-P3P[2, 3] of IBM’ s EPAL privacy policy language[1] up to someaugmentations
neededto achieve the desiredalgebraicproperties,e.g., that obligationsare alreadystructuredin a suitableway.
Motivatedby recentchangesin EPAL, our specificationof E-P3Pdeviatesfrom theonein [3] in thehandlingof so-
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called“don’t care”rulings: In analogyto EPAL 1.2,we only allow thedefault ruling to returna “don’t care”,andwe
demandthatno obligationsmaybeimposedin this case.

2.1 Hierar chies,Obligations, and Conditions
First,we recall thebasicnotionsof hierarchies,obligations,andconditionsusedin E-P3P, andoperationson themas
neededin later refinementsandoperatorsof our algebra.For convenientlyspecifyingrules,thedata,users,etc. are
categorizedin E-P3Pasin many access-controllanguages.Thesameappliesto thepurposes.To allow for structured
ruleswith exceptions,categoriesareorderedin hierarchies;mathematicallythey areforests,i.e., multiple trees.For
example,a user“company” maygroupseveral “departments”,eachcontainingseveral “employees”. Theenterprise
canthenwrite rulesfor thewhole“company” with exceptionsfor some“departments”.

Definition 2.1(Hierar chy) A hierarchyis pair
���������
	

of a finite set
�

and a transitive, non-reflexive relation����������
, where every ��� � hasat mostoneimmediatepredecessor(parent). Asusualwewrite � � for the

reflexiveclosure.
For two hierarchies

����������	
and

����������	
, wedefine

���������
	�������������	��  ���!�"�#	%$&�����"�'���(	*)
����������	,+-����������	.�0/ ���1+2���3�����4+����(	657	*)

where
5

denotesthetransitiveclosure. Notethata hierarchyunionis notalwaysa hierarchyagain. 8
As mentionedabovealready, E-P3Ppoliciescanimposeobligations,i.e.,dutiesfor anorganization/enterprise.Typical
examplesareto senda notificationto thedatasubjectaftereachemergency accessto medicaldata,or to deletedata
within a certaintime limit. Obligationsare not structuredin hierarchies,but by an implication relation. E.g., an
obligationto deletedatawithin 30 daysimplies that the datais deletedwithin 2 months.Theoverall obligationsof
a rule in E-P3Pareexpressedassetsof individual obligationswhich musthave an interpretationin the application
domain. As multiple obligationsmay imply morethaneachoneindividually, the implication relation(which must
alsoberealizedin theapplicationdomain)is specifiedon thesesetsof obligations.We alsodefinehow this relation
interactswith vocabularyextensions.

Definition 2.2(Obligation Model) An obligationmodelis a pair
��9��3:<;=	

of a set
9

anda transitiverelation
:>;�?@��9#	A�&?@��9#	

, spoken implies, on the powersetof
9

, where BCED :>; BCGF for all BCGF � BCED , i.e., fulfilling a setof
obligationsimpliesfulfilling all subsets.For

9(HJI'?@��9#	
, weextendthe implicationto

9(HK��?L��9#	
by
�6� BCED :<; BCGF 	�  M� BCEDON 9�:<; BCGF 	*	 .

For definingthe AND and OR-compositionof privacy policies in a meaningfulway, we moreover assumethat?@��9#	
is equippedwith an additional operation P , such that

�Q?@��9#	�� P ��+R	 is a distributive lattice; the operator P
reflectstheintuitivenotionof OR(in analogyto theset-theoreticalunion

+
which correspondsto AND).In particular,

werequire thefollowing:

S for all BCED � BCGF �'9 wehave BCED :<;T� BCED P<BCGF 	
S for all BCED � BCGF � BC H D � BC HF �U9

we have
� BCED :<; BCGF 	R$V� BC H D :>; BC HF 	 impliesboth

� BCED P'BC H D 	�:>;W� BCGF PXBC HF 	 and� BCED + BC H D 	�:>;X� BCGF + BC HF 	 .
Finally, we assumethat all occurring obligation models

��9���:>;�	
are subsetsof a fixed (super)obligation model9�YLZ#/[��9JZ\�3:<;^]_	

such that
:<;

is therestrictionof
:>;^]

to
?@��9#	`�a?L��9#	

. 8
The decisionformalizedby a privacy policy candependon context datalike the ageof a person. In EPAL this is
representedby conditionsoverdatain so-calledcontainers[1]. TheXML representationof theformulasis takenfrom
[27], whichcorrespondsto apredicatelogic withoutquantifiers.In theabstractsyntaxin [2], conditionsareabstracted
into propositionallogic, which is too coarsefor our purposes.Hence,as in in [3] we usean extensionof E-P3P
formalizingthecontainersasa setof variableswith domainsandtheconditionsasformulasover thesevariables.

Definition 2.3(Condition Vocabulary) A conditionvocabulary is a pair b^cEd /e��fg�7hjilknmpop	 of a finite set
f

anda
functionassigningevery q<� f , calleda variable, a set

hrilkGmso\� q 	 , calledits scope.
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Two condition vocabularies b,cEd D /t��f D �7hriuknmpo D 	 , b^c\d F /t��f F �vhjilkGmso F 	 are compatible if
hjilknmpo D � q 	[/hjilknmpo F � q 	 for all q<� f DON f F . For that case, wedefinetheir unionby b^cEd D + b^c\d F �w/"��f D +�f F �7hjilknmpo D +-hjilkGmso F 	 .8

One may think of extending this to a full signaturein the senseof logic, i.e., including predicateand function
symbols—inEPAL, this is hiddenin user-definedfunctionsthatmayoccurin theXACML conditions.For themo-
ment,weassumea givenuniverseof predicatesandfunctionswith fixeddomainsandsemantics.

Definition 2.4(Condition Language) Let a conditionvocabulary b^c\d /[��fg�7hjilknmpop	 begiven.
S Theconditionlanguagex � b^c\d 	 is the setof correctly typedformulasover

f
usingthe assumeduniverseof

predicatesandfunctions,andin thegivensyntaxof predicatelogic withoutquantifiers.

S An assignmentof the variablesis a function y �,f!: z\{v|@hrilkGmsop� q 	 with y � q 	 � hrilkGmsop� q 	 for all q"� f .
Thesetof all assignmentsfor theset b^cEd is written }(~�~ � b^cEd 	 .

S For yV�2}(~�~ � b^c\d 	 , let
o3� c\�Q� � x � b^c\d 	O:��_� dG� o���� cE��� o_� denotetheevaluationfunctionfor conditionsgiventhis

variableassignment.Thisis definedby theunderlyinglogic andtheassumptionthat all predicateandfunction
symbolscomewith a fixedsemantics.

S For y��W}(~�~ � b,cEd 	 , we denoteby �6����x � b^cEd 	 somefixed formula such that
o�� cE�Q� � �6� 	T/�� dG� o ando�� cE�Q�E� � �6� 	O/-� c\��� o for all y H ��}(~�~ � b,cEd 	,�(� y � .

8
We do not considerpartialassignmentsasis donein [3] sincethey do not occurin EPAL 1.2any more.

2.2 Syntaxof E-P3PPolicies
An E-P3Ppolicy is a triple of a vocabulary, a setof authorizationrules,anda default ruling. Thevocabulary defines
elementhierarchiesfor data,purposes,users,andactions,aswell astheobligationmodelandtheconditionvocabulary.
Data,usersandactionsareasin mostaccess-controlpolicies(exceptthatusersaretypically called“subjects”there,
which in privacy would leadto confusionwith datasubjects),andpurposesareanimportantadditionalhierarchyfor
thepurposebindingof collecteddata.

Definition 2.5(Vocabulary) A vocabulary is a tuple b k3i�/��7�^�>�6�A�>�6�R�>�u���>� b,cEd ���`�'	 where
���

,
�A�

,
�R�

,
and

�=�
are hierarchiescalleduser, data,purpose, andactionhierarchy, respectively, and b^c\d is a conditionvocab-

ulary and
�`�

an obligationmodel. 8
As a namingconvention,we assumethat thecomponentsof a vocabulary b k�i arealwayscalledasin Definition 2.5
with

����/4���`���� (	
,
�A�¡/���¢�����£�	

,
�R��/4��¤O����¥�	

,
����/4��¦=����§¨	

, b,cEd /4��f©�vhjilkGmsop	 , and
�K�ª/«��9���:>;�	

,
except if explicitly statedotherwise. In a vocabulary b k3in¬ all componentsalsoget a subscript , andsimilarly for
superscripts.Differing from [3] we requirethata setof authorizationrules(shortruleset) only containsauthorization
rulesthatallow or deny anoperation,i.e., we do not allow ruleswhich yield a “don’t care” ruling. This reflectsthe
latestversionof EPAL. Furtheron, motivatedby EPAL’s implicit handlingof precedencesthroughthe textual order
of therules,we call a privacy policy well-formedif ruleswhich allow for contradictingrulingsdo not have identical
precedences(actually, in EPAL two rulescannever have identicalprecedences).

Definition 2.6(Rulesetand PrivacyPolicy) A rulesetfor a vocabulary b k3i is a subsetof ® ���¯�>¢°��¤�<¦4�x � b,cEd 	K�a?L��9#	K�@�\±A��²�� .
A privacy policy or E-P3Ppolicy is a triple

� b k3i7��³A�v´ d 	 of a vocabulary b k�i , a rule-set
³

for b k3i , anda default
ruling

´ d�� �\±A�3µ���²�� . Thesetof thesepoliciesis called ¶ �A·G� , andthesubsetfor a givenvocabulary ¶ �=·G�2� b k3iE	 .
Moreover, wecall

� b k3i7��³¸�7´ d 	 �L¶ �=·n� well-formed, if for all rules
�  ��¹���º\��»���¼_� � � BC ��½j	��3�  ��¹^H¾��º�H¿��»pHÀ��¼3H¿� � HÀ� BC H¿��½�H�	 �³

with identical precedencesand for all assignmentsyÁ�Â}(~�~ � b,cEd 	 the implication
�6o3� c\� � � � 	/Ã� dG� o�/o3� c\�Ä� � � H�	6	�Å��w½2/<½�H�	

holds. 8
Therulings

±
,
µ
, and

²
mean“allow”, “don’t care”,and“deny”; thevalue

µ
is specialin thesense,thatit canonly be

assignedto thedefault ruling of apolicy. As anamingconvention,weassumethatthecomponentsof aprivacy policy
called

�=k � arealwayscalledasin Definition 2.6,andif
�=k � hasa sub-or superscript,thensodo thecomponents.
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2.3 Semanticsof E-P3PPolicies
An E-P3Prequestis a tuple

�w¹O��º_��»^��¼�	
whichshouldbelongto theset

�[��¢��¤'�2¦
for thegivenvocabulary. Note

thatE-P3PandEPAL requestsarenot restrictedto “groundterms”asin someotherlanguages,i.e.,minimal elements
in thehierarchies.This is usefulif onestartswith coarsepoliciesandrefinesthembecauseelementsthatareinitially
minimal may later get children. For instance,the individual usersin a “department”of an “enterprise”may not be
mentionedin theCPO’s privacy policy, but in thedepartment’sprivacy policy. For similar reasons,we alsodefinethe
semanticsfor requestsoutsidethegivenvocabulary. WeassumeasupersetÆ in whichall hierarchysetsareembedded;
in practiceit is typically a setof stringsor valid XML expressions.

Definition 2.7(Request) For a vocabulary b k3i , wedefinethesetof valid requestsas Ç olÈp� b k�i\	O�0/"�"��¢4��¤'��¦ .
Givena superset Æ of thesets

�K��¢���¤O��¦
of all consideredvocabularies,thesetof all requestsis Ç olÈ
�0/ ÆKÉ .

For valid requests
�Q¹���º\��»���¼s	��3�Q¹ H ��º H ��» H ��¼ H 	 �2Ç olÈp� b k3iE	 weset

�Q¹���º\��»���¼s	�Ê[�w¹ H ��º H ��» H ��¼ H 	O�  Ë¹@Ê� 2¹ H
and

º�Ê�£Tº H
and

»aÊ�¥Ì» H
and

¼�Ê�§<¼ H¿Í
Moreover, we set

�w¹O��º_��»���¼�	�Î D �w¹,H¿��º3H¿��»_H¿��¼7H�	 if andonly if there is exactly one qÏ� �l¹O��º_��»^��¼s� such that q H is the
parentof q andfor all Ð&� �l¹O��º_��»^��¼s�E�\� q � wehaveÐ / Ð H . Finally, werefertoa valid request

�w¹O��º_��»^��¼�	 �ÌÇ olÈp� b k3i\	
as leafor leafnodeif

¹O��º_��»
, and

¼
are leavesin therespectivehierarchy. We denotethesetof all leavesof Ç olÈp� b k3i\	

by Ñ � b k�iE	 andfor Ò¸�ÌÇ olÈp� b k3i�	 , weset Ñ � Ò � b k�iE	R�0/"� Ò H �<Ñ � b k3i�	©Ó Ò HÔÊ Ò �(�(� Ò � . 8
Thesemanticsof aprivacy policy

�=k � is a function
o3� cE��Õ�ÖG× thatprocessesa requestbasedonagivenassignment.The

evaluationresult is a pair
�w½E� BC 	 of a ruling (alsocalleddecision) andassociatedobligations;in the caseof a “don’t

care”-ruling(
½-/«µ

) we necessarilyhave BC /«Ø , i.e., no obligationsareimposedin this case.Our semanticsfollows
theE-P3Psemanticsin [3], but we restrictour definition to the(from thepracticalpoint of view mostrelevant)case
of well-formedpolicies,which simply avoids a separatetreatmentof conflictsamongrules. We further permit the
exceptionalruling � ilkGmso o dGd k d which indicatesthata requestwasout of thescopeof thepolicy.

The semanticsis definedby a virtual pre-processingthat unfoldsthe hierarchiesfollowed a requestprocessing
stage.We stressthatthis is only a compactdefinitionof thesemanticsandnot anefficient realevaluationalgorithm.

Definition 2.8(UnfoldedRules) For a privacypolicy
�Ak � /�� b k3iv��³¸�7´ d 	 , theunfoldedrule set

� Ç ���=k � 	 is defined
asfollows:

� Ç ´EkEÙOÚ©���Ak � 	Û�w/ �_�  ��¹ H ��º H ��» H ��¼ H � � � BC ��½r	 � ³'Ó_Üj�  ��¹���º\��»���¼_� � � BC ��½j	 � ³
with

¹ �   ¹ H $Ìº � £ º H $Ý» � ¥ » H $2¼ � § ¼ H �\)� Ç ���Ak � 	Û�w/ � Ç ´\kEÙOÚ©���=k � 	+ �_�  ��¹ H ��º H ��» H ��¼ H � � � BC �3²Ý	 � ³XÓpÜj�  ��¹���º\��»���¼_� � � BC �3²Ý	 � � Ç ´Ek\ÙOÚg���=k � 	
with

¹ H �  -¹Ì$Ìº H � £XºA$Ý» H � ¥-»
$2¼ H � §Þ¼s� Í
8

A crucial point in this definition is the fact that “deny”-rules are inheritedboth downwardsandupwardsalongthe
four hierarchieswhile “allow”-rules areinheriteddownwardsonly. Thereasonis that thehierarchiesareconsidered
groupings:If accessis forbiddenfor someelementof a group,it is alsoforbiddenfor thegroupasawhole.

Next, we definewhich rulesareapplicablefor a requestgiven an assignmentof the conditionvariables.These
(unfolded)ruleshave theuser, data,purpose,andactionasin therequest,andwe make

Definition 2.9(Applicable Rules) Let a privacypolicy
�Ak � /�� b k3iv��³¸�7´ d 	 , a requestÒ /��w¹O��º_��»���¼�	 �LÇ olÈp� b k3iE	 ,

andan assignmentyV��}(~�~ � b,cEd 	 begiven.Thenthesetof applicablerulesis

� Ç �ß�=k � � Ò � y 	O�0/Ï�\�  ��¹O��º_��»���¼p� � � BC ��½j	 � � Ç �ß�=k � 	ÔÓ�o3� c\�Q� � � 	K/Ï� dG� oE�
8

To formulatethesemantics,it is convenientto definethemaximumandminimumprecedenceof apolicy.
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Definition 2.10(PrecedenceRange) For a privacypolicy
�=k � /Ï� b k3iv��³A�v´ d 	 , let

à cGá �ß�=k � 	K�0/Þâ�ã\ä,�  Ó¸Üj�  ��¹O��º_��»^��¼p� � � BC ��½r	 � ³�� and à�å ÚÔ�ß�=k � 	O�0/æâèç0éÔ�  Ó�Üj�  ��¹O��º_��»^��¼p� � � BC ��½r	 � ³�� Í
8

We cannow definetheactualsemantics,i.e., theresultof a requestgivenanassignment:

Definition 2.11(Semantics) Let a well-formedprivacypolicy
�=k � /�� b k3i7��³A�v´ d 	 , a requestÒ /��w¹O��º_��»���¼�	 �&Ç olÈ ,

andan assignmentyV��}(~�~ � b^c\d 	 begiven.Thentheevaluationresult
�w½E� BC 	K�0/[o�� cE��ÕjÖG× � Ò � y 	 of policy

�=k � for Ò andy is definedby thefollowingalgorithm,where every“r eturn” is understoodto abort theprocessingof thealgorithm.

1. Out-of-scopetesting.If Ò�ê�2Ç olÈp� b k3iE	 , return
�Q½E� BC 	R�w/"� � ilknmpo o dGd k d �3Ø\	 .

2. Processingby precedence.For each precedencelevel  �0/ à cGá ���Ak � 	 downto à�å Ú©�ß�=k � 	 :
S Accumulateobligations. BC acc

�w/ ë ¬�ì í�ì îEì ïvì ð_ì ñ�ì�òó ì ô�õ {3öK÷%ë Õ�ÖG× ì ø3ì � õ BCS Normalruling. If somerule
�  ��¹O��º_��»���¼p� � � BC ��½r	 � � Ç ���=k � � Ò � y 	 exists,return

�Q½E� BC acc
	
.

3. Default ruling. If thisstepis reached,return
�w½E� BC 	O�0/[�6´ d ��Ø\	 .

We alsosaythatpolicy
�=k � rules

�w½E� BC 	 for Ò and y , omitting Ò and y if they are clear fromthecontext. 8

2.4 Refinementand Equivalenceof Well-formed PrivacyPolicies
Basically, refininga policy

�=k � meansaddingmoredetailsto it, i.e. enrichingthevocabulary and/orthesetof rules
without changingthemeaningof thepolicy with respectto its original vocabulary. To beusefulfor actualusecases,
it is essentialthatoperatorsdefinedonprivacy policiesbehavein bothawell-specifiedandan“intuiti ve” mannerwith
respectto refinementrelations.Thus,beforewe canmake concretestatementsabouttherefinementpropertiesof the
operatorsintroducedin the next section,we needsomeadditionalterminology, andendthis sectionwith recalling
somedefinitionsfrom [3].

Definition 2.12(Compatible Vocabulary) Two vocabularies b k�i D and b k�i F are compatibleif their conditionvo-
cabulariesarecompatibleand

��� D +æ��� F �6�A� D +è�=� F �6�R� D +
�R� F �6�=� D +è��� F arehierarchiesagain. 8
Thenotionof compatiblevocabulariesis atechnicalitythatturnsoutto benecessaryto specifyoperationsthatcombine
differentpolicieswhicharenot necessarilyformulatedin termsof identicalvocabularies,andthis leadsto

Definition 2.13(Union of Vocabularies) The union of two compatiblevocabularies b k3i D and b k�i F is definedasb k3i D + b k�i F �w/"�7�^� D +2��� F �6�A� D +¨�A� F �u�R� D +¨�R� F �6�=� D +¨��� F � b,cEd D + b^cEd F ���`�Ï	 , where
9�Yù/Ï��9���: ; 	

is the obligation modelwith the lattice
�Ä?L��9#	�� P ��+R	 being generatedby

?@��9 D 	 and
?@��9 F 	 , and

: ;
being the

restrictionof
:<;^]

to
?@��9#	J�è?@��9#	

. 8
Next, weneedtherefinementof obligationswhosedefinitionrequiressomecare,asa refinedpolicy maywell contain
additionalobligations,whereasat thesametime someothershavebeenomitted.As consequenceof this observation,
the definitionof refinementof obligationsmakesuseof bothobligationmodels,thatof theoriginal (coarser)policy
andthatof therefinedpolicy:

Definition 2.14(Refinementand Equivalenceof Obligations) Let two obligationmodels
�v�Rú���:>;gû6	

and ükEú����Kú
for å /"ý��*þ begiven.Then ük F is a refinementof ük D , written ük F#ÿ ük D if andonly if thefollowing holds:

Ü ükè�e� D N � F � ük F :�� � ükè:�� � ük D Í
Wecall BCED and BCGF equivalent, written BCED�� BCGF , if andonlyif BCED�ÿ BCGF and BCGFÝÿ BCED . For

½ D ��½ F � �_±A��²¸�3µ�� � ilkGmso o dGd k d � ,
wefurtherdefine

�w½ D � BCED 	 � �w½ F � BCGF 	 if andonly if
½ D /<½ F and BCED�� BCGF . 8
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We cannow formalizethenotionof (weak)refinementof well-formedpolicies. Our definitionof refinementclosely
resemblestheonepresentedin [3], but it excludespartialassignmentsandconflict errors,which arenot supportedby
thelatestEPAL version.Thenotionof weakrefinementhasnot beenintroducedbefore.

Definition 2.15(Policy Refinement) Let two well-formedprivacypolicies
�=k � ú=/¯� b k3i�ú�� Ç ú¿�v´ d ú�	 for å / ýv�*þ with

compatiblevocabulariesbegiven,andset
�=k � 5ú /[� b k3i 5ú � Ç ú¿�7´ d ú�	 for å /[ýv�*þ where b k�i 5ú �w/"�7�^� D + ��� F �u�=� D +�A� F �6�K� D +è�R� F �u��� D +è�=� F � b,cEd ú ���`� ú 	 .

Let
½ D ��½ F � �\±A�3²¸��µ�� � iuknmpo o dGd k d � and BC ¬O�"9(¬ for  /Ïý��*þ bearbitrary. We saythat

�Q½ F � BC F 	 refines
�w½ D � BC D 	 (in�`� D and

�`� F ), written
�w½ F � BC F 	 ÿ �w½ D � BC D 	 , if andonly if oneof thefollowing two conditionsholds

S �w½ D � BC D 	 � �\� � ilkGmso o dGd k d ��Ø_	��7��µ��3Ø\	*� ,
S ½ D � �\±A�3²�� , ½ F / ½ D , and BC F ÿ BC D .

We saythat
�w½ F � BC F 	 weakly refines

�w½ D � BC D 	 (in
�`� D and

�`� F ), written
�Q½ F � BC F 	��ÿ �w½ D � BC D 	 , if andonly if oneof the

following threeconditionsholds:

S �w½ F � BCGF 	 ÿ �Q½ D � BCED 	 ,
S d D /Ï± and d F /Ï² ,

S � d D � ük D 	O/Ï�6±A��Ø_	 and d F /"µ .
We call

�=k � F a refinementof
�=k � D , written

�Ak � Fèÿ �=k � D if andonly if for everyassignmenty'�-}(~�~ � b^c\d D + b^cEd F 	
andeveryauthorizationrequest

È �-Ç olÈ , wehave
o�� cE��ÕjÖG× 	� � Ò � y 	 ÿ o3� cE��Õ�ÖG×
	 � � Ò � y 	 . We call

�=k � F a weakrefinement
of
�=k � D if thesameholdswith ÿ replacedby

�ÿ . 8
Intuitively, a privacy policy that weakly refinesanotherpolicy is at leastas restrictive as the coarserone: Even if
theoriginal policy rules“allow” for a certainrequest,aftera weakrefinementthesamerequestmaybedenied,or—
providedthatno obligationsgetlost—an“allow” canbetransformedinto a “don’t care”.

Finally, theequivalenceof two well-formedprivacy policiesis definedin theobviousmanner:

Definition 2.16(Policy Equivalence) Twowell-formedprivacypolicies
�Ak � D and

�=k � F arecalledequivalent, written�=k � D�� �=k � F , if andonly if they are mutualrefinements,i.e.,
�=k � D�� �Ak � F �  ª���Ak � D¨ÿ �=k � F $Ï�=k � FÝÿ �=k � D 	 Í 8

While this notionof policy equivalenceis ratherintuitive, it turnsout that in somesituationsonly a weaker form of
equivalencecanbeachieved,andwe thereforeconcludethissectionwith thedefinitionof weakequivalence.

Definition 2.17(WeakPolicy Equivalence) Two well-formedprivacy policies
�=k � D and

�=k � F are called weakly
equivalent, written

�=k � D�� �=k � F , if andonly if they are equivalenton their joint vocabulary, i.e., if andonly if
� b k3i D + b k�i F � Ç D �7´ d D 	 � � b k3i D + b k�i F � Ç F �7´ d F 	 Í

8

3 Defining Operators
Basically, definingsymmetricoperationsonprivacy policiesreflectingtheintuitivenotionsof conjunction(AND) and
disjunction(OR) looksrathersimple.Unfortunately, with astraightforwardyet intuitiveapproachit happensin certain
casesthattheconjunctionor disjunctionof two privacy policiesis no longerasyntacticallycorrectprivacy policy. For
variousreasons,from apracticalpointof view sucha behavior is not desirable:

S Availabletoolsto enforcea(nEPAL) privacy policy aredesignedto handleprivacy policiesonly. Thus,to handle
compositionsof privacy policiesthesetoolshadto bemodifiedor new toolshadto bedeveloped.Theobvious
solutionto this problem—makinguseof a wrapperprogramthatqueriesseveralpoliciesby meansof existing
toolsandcombinestheir resultsappropriately—isnotalwaysacceptable.In particularsuchaworkaroundmight
violateconditionsthatwerenecessaryto passsome(expensive)certificationprocess.

7



S Thecombinedprivacy policiescanoriginatein ratherdifferentsourceswhich areseparatedthoughsignificant
geographicaldistances.Consequently, in larger, saymultinational,projects,wherepoliciesof many different
organizationshave to be combined,it canbe infeasibleor at leastvery inconvenientto storeall (component)
policiesthatcontributeto theruling of thecomposition.

To circumvent theseproblems,it is desirableto work in a subsetof ¶ �=·G� that is on the one handclosedunder
conjunctionanddisjunctionaswell asothersuitablealgebraicoperations,andon the otherhandis still expressive
enoughto capturetypically usedprivacy policies. Thefollowing lemma,whoseproof we omit dueto lack of space,
characterizestheexpressiveness(andtherewith alsolimits) of E-P3Ppolicies.

Lemma 3.1(Expressivenessof E-P3P) Let b k3i be a vocabulary and  � Ç ouÈp� b k3iE	A� }(~�~ � b,cEd 	�: �\±A��µE��²����?L��9Ý�
be an arbitrary function. Then there exists a well-formed privacy policy

�=k � / � b k�i���³¸��ºn½r	 witho3� c\��Õ�ÖG× � Ò � y 	R/  � Ò � y 	 for all
� Ò � y 	 �&Ç olÈp� b k3i�	g� }(~�~ � b^cEd 	 if andonly if for all valid requestsÒA�ÌÇ olÈp� b k�i\	 and

all assignmentsyV��}(~�~ � b^cEd 	 , thefollowing four conditionsaresatisfied:

1.  � Ò � y 	O/Ï�6±A� BC 	�Å�� Ò HgÊ Ò �  � Ò H¾� y 	O/[�*±A� BC H�	 (possiblywith BC H ê/ BC ).
2.  � Ò � y 	O/Ï�*²¸� BC 	�Å�� Ò H �"Ò �  � Ò H¾� y 	O/[��²¸� BC H�	 (possiblywith BC H ê/ BC ).
3.  � Ò � y 	O/Ï�*²¸� BC 	 impliesthatoneof thefollowingconditionsholds:

(a) Ò¸��Ñ � b k3i�	 ,
(b)

Ü Ò H©Î D Ò �  � Ò H¿� y 	O/[�*±A� BC H¾	 (possiblywith BC H ê/ BC ),
(c)
Ü��"�Ï� Ò H%Î D Ò �  � Ò H¾� y 	O/[��²¸� BC ø � 	��Ô��� ê/ÏØ($ BC H©/ ø � {�� BC ø � .

4. If  � Ò � y 	R/"�*µ�� BC 	 , then BC /"Ø .
�

3.1 Conjunction, Disjunction and the Non-Closednessof EPAL
Unlike in typical accesscontrol settings,for defining the conjunctionanddisjunctionof privacy policies,we have
to take careof the “don’t care” ruling

µ
, whosesemanticsis differentfrom both “allow” and“deny”. Motivatedby

theintuition behindtheruling
µ
, we decidedfor definitionsthatarein analogyto theconjunctionanddisjunctionin a

three-valuedŁukasiewicz logic Ł � . To handletheobligations,weusetheoperatorP providedby theobligationmodel.

AND
�*±A� BC H¾	 �*²¸� BC H�	 ��µ��3Ø\	

�*±A� BC 	 �*±A� BC + BC H�	 �*²¸� BC H�	 ��µ��3Ø\	��²¸� BC 	 ��²¸� BC 	 �*²¸� BC + BC H¾	 ��²¸� BC 	��µE��Ø_	 ��µE��Ø_	 �*²¸� BC H 	 ��µ��3Ø\	
OR

�*±A� BC H¾	 �*²¸� BC H�	 ��µ��3Ø\	
�6±A� BC 	 �*±A� BC P>BC H�	 �6±A� BC 	 �*±A� BC 	�*²¸� BC 	 �*±A� BC H¾	 �*²¸� BC P<BC H¾	 ��µ��3Ø\	�*µ���Ø_	 �*±A� BC H 	 �*µ��3Ø\	 ��µ��3Ø\	

Intuitively, we do not wantto givea positiveanswerto a requestif oneof thetwo policiesthatareto becombinedby�����
deniestheaccess.Furtheron,if onepolicy allowstheaccess,andtheotherone“doesnotcare”,thenreturninga

“don’t care”seemsplausibleandis indeedneededto ensurethedistributivity of theoperators
�����

and ��� . Similarly,
for ��� weallow anaccess,if at leastoneof thetwo involvedpoliciesallowstherequest.Moreover, we“do notcare”,
if oneof theoperands“doesnot care”—exceptif theotheroperandexplicitly “allows” therequest.

Lemma 3.2 Fix someobligation modelanddenoteby
�Ä?L��9#	�� P ��+R	 the correspondinglattice of obligations. Then�*�*�\±A�3²����a?@��9#	6	%+&�\�*µ���Ø_	��E� ��� � ����� 	 is a distributivelattice.

�
Due to spacelimitations, the proof of this lemmaaswell asall othersubsequentlyskippedproofsaregiven in the
appendix.

The naturaldefinition of conjunctionof two privacy policies
�=k � D and

�=k � F would be that whenever
¤ C�� ¬ rules�w½�¬�� BC ¬6	 for agivenassignmentandrequest,thentheconjunctionof

�=k � D and
�=k � F shouldyield

�w½ D � BC D 	 ����� �Q½ F � BC F 	 ,
andsimilar for disjunction. However, an easycorollary of Lemma3.1 yields that sucha policy is not necessarilya
valid EPAL policy anymore, i.e., EPAL is neitherclosedunderconjunctionnor underdisjunctiongiven the above
definitions.
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Figure1: ExamplesthatEPAL is not closedunderconjunctionor disjunction.

Corollary 3.1(Non-Closednessof EPAL) Thereexistpolicies
¤ C�� D ��¤ C�� F such that for anypolicy

¤ C�� , wehavethat
there existsan assignmenty"�&}(~�~ � b,cEd D + b,cEd F 	 anda requestÒ#��Ç olÈp��f C � D +&f C � F 	 such that

o3� cE� ¥ ó)( � Ò � y 	 ê�o3� c\� ¥ ó)( � � Ò � y 	 op
o�� cE� ¥ ó*( � � Ò � y 	 where op � � AND

�
OR
�
.

�

Proof. For showing thestatementfor conjunction,we considerthepoliciesdepictedat theleft-handsideof Figure1.
Formally, let

�=k � ¬ for  /¯ýv�6þ suchthateachof
¢�� ¬

,
¤�� ¬

,
¦�� ¬

consistsof a singleelement,andlet
�Ý� ¬

contain
two elements

¹ D , ¹ F suchthat
¹ D is aparentof

¹ F . We furtherassumethattheconditionvocabularyandtheobligation
modelareempty. Therulesin

�=k � D allow user
¹ F to accessthedatawhereas

¹ F is forbiddento do so. Therulesin�=k � F don’t carefor both users.The conjunctionwould thenyield a policy in which
¹ D is not allowed to accessthe

datawhereasthepolicy doesnot carefor
¹ F . This immediatelyyieldsa contradictionto Lemma3.1. Theclaim can

beshown similarly for disjunctionandthepoliciesdepictedat theright-handsideof Figure1.

It is is easyto seethatadaptingthedefinitionof
�����

and ��� in obviousways(like redefiningtheoccurrencesof
µ
)

doesnot solve this problemwithout violating otheressentialconditions,e.g.,thedistributivity of theoperators.As a
remedywe identify thesubsetof well-foundedprivacy policiesin thenext section,which allows for a very intuitive
handlingin termsof definingconjunctionanddisjunctionof privacy policies.Actually, for practicalcases,restricting
to thoseprivacy policiesis not really anobstacle,andin thenext sectionwe take acloserlook atsuchpolicies.

3.2 Well-foundedPrivacy Policies
Theintuition underlyingthenotionof well-foundedpoliciescanbedescribedasfollows:

S Supposetheruling specifiedfor somegroupis “deny”, but noneof thegroupmembersis deniedfrom accessing
the respective data. Thenthis contradictsthe ideathat in EPAL the groupruling is to reflect(“to group”) the
rulingsof theindividualgroupmembers.

S If eachmemberof agroupis permittedto performsomeaction,thenintuitively thegroupasawholeis permitted
to performthis action,too.

S Assumethatboththeruling specifiedfor agroupandfor amemberof thisgroupis “allow”, andassumefurther
that the obligationsof the grouparenot a supersetof the obligationsof the groupmember. Thenthe group
membermay be ableto avoid certainobligationsby submittinga querywherethe useris specifiedto be the
groupasa whole. Typically, theavailability of sucha “workaround”is not desirable.On theotherhand,if the
obligationsof thegrouparestricterthantheunionof theobligationsof thegroupmembersandwe(re)definethe
groupobligationsto betheunionof theindividual obligationsthenno harm(in thesensethata groupmember
cangainadditionalprivileges)is causedby queryingthegroup.

Formally, well-foundedpoliciesarecapturedasfollows:

Definition 3.1(Well-foundedPolicy) Let
¤ C�� bea well-formedpolicy. Thenwecall

¤ C�� well-foundedif andonly if
for all

� Ò � y 	 �2Ç ouÈp� b k3i�	K� }(~�~ � b^cEd 	 thefollowingconditionsare fulfilled:

S If Ò is no leaf nodeand
o3� cE� ¥ ó)( � Ò � y 	R/��*²¸� BC 	 , thenthere exists Ò H©Î D Ò such that

o�� cE� ¥ ó*( � Ò H¿� y 	K/[�*²¸� BC H 	 for
someBC H .

S If
o�� cE� ¥ ó*( � Ò H¾� y 	O/[�*±A� BC ø � 	 for each Ò H%Î D Ò andarbitrary BC ø � , then +*, ¼ � ¥ ó*( � Ò � y 	O/[�*±A� BC 	 for someBC .

S If
o�� cE� ¥ ó*( � Ò � y 	R/"�Q½E� BC 	 , then BC / ø �.- � ø3ì /10*2 ×436587 ë ø � ì � õ:9 ë ôGì�òó � õ BC H .
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8
Up to equivalence,well-foundedpoliciesarealreadyuniquelydeterminedby therulingsof theleafnodes:

Lemma 3.3 Let
�=k � D �6�Ak � F be well-foundedprivacy policies with b k�i D / b k�i F and let

o�� cE�¾ÕjÖG× � � Ò � y 	!/o3� c\��Õ�ÖG× � � Ò � y 	 for every Ò¸�@Ñ � b k3i D 	 andevery yV�2}(~�~ � b^c\d D 	 . Then
�=k � D�� �Ak � F . �

Actually, thepredeterminedallow anddeny rulingsfor thesetof leaf nodescanbechosenarbitrarily. Thesubsequent
algorithmdemonstrateshow in principlea well-foundedpolicy canexplicitly bewritten down that is consistentwith
any predeterminedsetof rulingsfor all leaf nodes.Notehowever that thealgorithmdoesnot aim at generatingsmall
policies;optimizingit for practicalpurposesis consideredasfuturework.

Input: S a vocabulary b k3i andS for all ÒA��Ñ � b k�iE	�� y ��}(~�~ ��f
¼�½j	 a ruling
�w½ ø7ì � � BC ø7ì � 	 � ���_±A��²��Ý�è?@��9#	*	,+&�\�*µ��3Ø\	�� .

Output: a well-foundedprivacy policy
�Ak � /Ï� b k�iv� Ç �7´ d 	 suchthatfor all Ò¸�<Ñ � b k�iE	�� yV��}(~�~ ��f�¼�½r	

theequality
o3� c\�¾Õ�ÖG× � Ò � y 	O/Ï�Q½ ø3ì � � BC ø7ì � 	 holds.

/* Assignidenticalprecedencesto leaf rulingsdifferentfrom
��µ��3Ø\	

*/³[�w/"Ø
for each Ò �w/[�w¹O��º_��»���¼�	 �@Ñ � b k3i�	

if
�w½�ø3ì � � BC ø3ì � 	 ê/"��µE��Ø_	

(1)then
³Ï�w/'³ +&�\�<;r��¹O��º_��»^��¼p� � � � BC ø3ì � ��½vø3ì � 	��

end if
end for

/* Insertmissingpositive rulingswith low precedence*/
for each yV��}(~�~ � b,cEd 	 and each Ò �0/[�w¹O��º_��»^��¼�	 �2Ç olÈp� b k3iE	 do

if
½ ø � ì � /[± for all Ò H �<Ñ � Ò � b k3i�	

(2)then
³Ï�w/'³ +&�\�  ��¹���º\��»���¼p� �6� � ø � {�=%ë ø7ì<> Ö1? õ BC ø � ì � 	��
such that  Î  H for all

�  H¿��¹,HÀ��º�H¿��»pHÀ��¼7HÀ� � H¾�3±A� BC H¾	 � ³[� Ò ���w¹,H¿��º3HÀ��»_H¿��¼7H¾	
end if

end for

return
� b k3i7��³¸��µ\	

Lemma 3.4 Theabovealgorithmis totally correct, i.e., it terminatesand for inputsasspecifiedin thealgorithm, it
computesa policyasspecifiedin theoutputdescription.

�

Proof. Terminationof thealgorithmis trivial asall for-loopscoveronly a finite numberof steps.For proving correct-
nessweusethenotationof thealgorithmanddistinguishthreecases:

S Assume
½ ø3ì � /4µ . Thenit is sufficient to show that Ò is not in thescopeof any rule thatwe inserted,asin this

casethedefault ruling is used.For therulings insertedin
�*ý\	

this is obviousandin
�Äþ^	

only rulesareinserted
for nodesthathaveall leafnodesruling

±
.

S Assume
½vø7ì � /�± . Then

�*ýE	
assureswe have a ruling mandatingthe correctruling (including obligations).

Furtheron,rulesaddedin
�Äþ^	

alwayshave lowerprecedence,andthusthecorrectruling cannotbeoverruled.

S Finally, assume
½�ø3ì � /[² . Thenagain

�*ý\	
assuresthattheruling is correct.Again, in

�Äþ^	
only ruleswith lower

precedenceareinserted,sonoharmis done.

Thewell-foundednessof thereturnedpolicy is immediatefrom thealgorithm,andthustheclaim follows.
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3.3 Conjunction and Disjunction of Privacy Policies
We now definethe conjunctionanddisjunctionof two well-foundedprivacy policies. From Lemma3.3 we know
that it is sufficient to definetheoperationsfor thoserequeststhatareleavesof theconsideredhierarchiessinceonce
theevaluationson the leavesarefixed, the correspondingprivacy policy is, up to equivalence,uniquelydetermined.
With thealgorithmin Section3.2wecanthenexplicitly computeapolicy thatis consistentwith thegivenevaluations
of the leaf nodes. However, to make definitionsof the operatorsindependentof an algorithmic specification,we
will formulatetheactualdefinitionsin sucha way that theresultof a conjunction/disjunctionof two privacy policies
constitutesanequivalenceclassof policies—nota specificprivacy policy. For practicalpurposesthis is not really a
problemaswe can,e.g.,usethealgorithmfrom Section3.2 to derivea concretepolicy from theequivalenceclass.

3.3.1 Conjunction of PrivacyPolicies
Themotivationfor defininganAND operationonprivacy policiesis ratherstraightforward:Assumethatanenterprise
takespart in someprojectfor which datahasto beaccessedandprocessedthat is controlledby someexternalproject
partner. Thentheaccessto andprocessingof suchdatashallonly beallowed,if noneof theindividualprivacy policies
of theparticipatingenterprisesis violated.

Definition 3.2(Policy Conjunction) Let
�Ak � D , �=k � F be two well-foundedprivacy policies such that

�=k � 5ú /� b k�i 5ú � Ç ú �7´ d ú 	 for å /Ëý��*þ
with b k3i 5ú �0/��v��� D +[��� F �u�=� D +-�A� F �6�K� D +L�K� F �u��� D +-�=� F � b^cEd ú �j�`� ú 	

arealsowell-foundedprivacypolicies.
Thenthe conjunctionof

¤ C��ßD and
¤ C�� F , is the equivalenceclass(w. r. t. � ) of all well-foundedprivacy policies�=k � on the joint vocabulary b k3i&�w/ b k3i D + b k�i F such that for all leaf nodesÒ2�ÏÑ � b k3i�	 and for all assignmentsyV��}(~�~ � b^cEd 	 wehave

�w½ D � BCED 	 � �w½ F � BCGF 	 , where
�w½ D � BCED 	��w/ o3� cE��Õ�ÖG× � Ò � y 	 and�w½ F � BC F 	��w/ o3� cE� Õ�ÖG× 	 � � Ò � y 	 ����� o3� cE� Õ�ÖG×
	� � Ò � y 	 Í

By
�=k � D%@ �=k � F wedenoteanyrepresentativeof this equivalenceclass(which can,e.g., becomputedby meansof the

algorithmin Section3.2). 8
Note that this definitiononly imposesconditionson the leaf nodes,hencethequestionarisesto whatextent “inner”
queriesobey thedefiningtablefor

�����
, too. Indeed,thedesiredrelationsarefulfilled for arbitraryqueries:

Lemma 3.5 Let
�=k � D , �=k � F be two well-foundedprivacypoliciesthat satisfythe requirementsof Definition3.2 and

let
�=k � /�=k � D @ �Ak � F . Thenfor all requestsÒ-�TÇ olÈp� b k�i\	 and for all assignmentsy�V}(~�~ � b^c\d 	 we havethe

equivalence
o3� cE��Õ�ÖG× � Ò � y 	 � o�� cE�¾ÕjÖG× 	 � � Ò � y 	 ����� o�� cE�¾ÕjÖG× 	� � Ò � y 	 with

�=k � 5¬ asin Definition3.2.
�

3.3.2 Disjunction of PrivacyPolicies
Similar to conjunction,thedisjunctionof privacy policiesis essentialfor avarietyof usecases.For example,consider
two departmentsof anenterprisethatcooperatein someproject.For carryingoutthisproject,it shouldthenbepossible
to accessdataitemswheneveroneof theindividualprivacy policiesof thetwo departmentsgrantssuchanaccess.This
ideaof “joining forces”is capturedby thefollowing definition.

Definition 3.3(Policy Disjunction) Let
�Ak � D , �=k � F be two well-foundedprivacy policies such that

�=k � 5ú /� b k�i 5ú � Ç ú �7´ d ú 	 for å /Ëý��*þ
with b k3i 5ú �0/��v��� D +[��� F �u�=� D +-�A� F �6�K� D +L�K� F �u��� D +-�=� F � b^cEd ú �j�`� ú 	

arealsowell-foundedprivacypolicies.
Thenthe disjunctionof

¤ C��ßD and
¤ C�� F is the equivalenceclass(w. r. t. � ) of all well-foundedprivacy policies�=k � on the joint vocabulary b k3i&�w/ b k3i D + b k�i F such that for all leaf nodesÒ2�ÏÑ � b k3i�	 and for all assignmentsyV��}(~�~ � b^cEd 	 wehave

�w½ D � BCED 	 � �w½ F � BCGF 	 where
�Q½ D � BCED 	��w/ o�� cE��ÕjÖG× � Ò � y 	 and�Q½ F � BC F 	��w/ o�� cE� ÕjÖG× 	 � � Ò � y 	 ��� o3� c\� Õ�ÖG×
	� � Ò � y 	 Í

By
�=k � D ±@�=k � F wedenoteanyrepresentativeof this equivalenceclass(which can,e.g., becomputedbymeansof the

algorithmin Section3.2). 8
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Unfortunately, for thedisjunctionof privacy policies,we have no analogueto Lemma3.5, i.e., in generalwe cannot
achieve an equivalenceof the form

o3� c\��Õ�ÖG× � Ò � y 	 � o�� cE��ÕjÖG× 	 � � Ò � y 	 ��� o3� c\�¾Õ�ÖG×
	� � Ò � y 	 for arbitraryrequestsÒ and
assignmentsy . In fact,it is not difficult to constructexampleswhereimposingsucha “node-wiseequivalence”yields
a contradictionto well-foundedness.Fortunately, alsofor the“inner nodes”thepolicy obtainedby disjunctionis still
rathercloseto whatonewouldexpectintuitively:

Lemma 3.6 Let
�=k � D , �=k � F be well-foundedprivacy policiesthat satisfythe requirementsof Definition 3.2 and let�=k � /æ�=k � D ±��Ak � F . Thenfor all Ò¸�ÌÇ olÈp� b k3i\	 such that

S o�� cE� ¥ ó)( � Ò � y 	O/[��²¸� BC 	 or

S o�� cE� ¥ ó)( 	 � � Ò � y 	 ��� o�� cE� ¥ ó*( 	� � Ò � y 	K/Ï�6±A� BC 	
holdsfor someBC , wehave

o3� cE��Õ�ÖG× 	 � � Ò � y 	 ���A+*, ¼ � Õ�ÖG× 	� � Ò � y 	 ÿ o3� c\��Õ�ÖG× � Ò � y 	 . �

3.4 Scopingof a Privacy Policy
Oneof the mostdesirableoperationsin practiceis to restrict the scopeof a policy, i.e., to restrict large policiesto
smallerparts. Examplesfor this so-calledscopingareomnipresentin practicalpolicy management,e.g.,deriving a
department’sprivacy policy from theenterprise’sglobalprivacy policy, or consideringonly thoserulesthatspecifically
dealwith marketingpurposes.Formally, we definethefollowing scopingoperator:

Definition 3.4(Scoping) Let
�=k � be a well-foundedprivacy policy and let

f �w/����Ý��HÀ��¢���H¿��¤���H¿��¦=��H¾	
where�Ý��H

,
¢���H

,
¤���H

, and
¦���H

arearbitrary subhierarchiesof
�Ý�

,
¢��

,
¤��

,
¦��

, respectively.
Thenthescopingof

�=k � with respectto
f

is theequivalenceclass(with respectto � ) of all well-foundedprivacy
policies

�=k � H on the vocabulary b k3iGH¸�0/°���Ý��H¿��¢���H¿��¤���HÀ��¦���H¿� b^c\d ��9�Y�	 such that for all leavesÒL�[Ñ � b k�inH�	
andfor all assignmentsyV��}(~�~ � b^c\d 	 wehave

o3� c\� Õ�ÖG× � � Ò � y 	 � o3� c\� Õ�ÖG× � Ò � y 	 Í
By
�=k � Ó | we denoteany representativeof this equivalenceclass(which can, e.g., be computedby meansof the

algorithmspecifiedin Section3.2). 8
Ideally, scopingwouldyield aprivacy policy suchthatnotonly for theleafnodes,but alsofor the“inner” requestswe
alwaysobtainequivalentrulings from

�=k � and
�Ak � Ó | . However, in generalthis contradictsthewell-foundednessof

theprivacy policy derivedvia scopingunlessadditionalassumptionson theconsideredhierarchiesareimposed:

Example3.1 Considera well-foundedprivacy policy
�=k � such that each of

¢��
,
¤��

,
¦��

consistsof a single
element.For thesakeof simplicityassumethat theconditionvocabulary is empty, andlet

�Ý�
containthreeusers

¹^Z
,¹ D , ¹ F . Therules in

�=k � allow user
¹ D to accessthedatawith obligations BCED , anduser

¹ F canaccessthedatawith
obligations BCGF . Finally the“superuser”

¹^Z
—theparentof

¹ D and
¹ F in theuserhierarchy

�#�
—canaccessthedata

with obligations BCED + BCGF to ensure thewell-foundednessof
�=k � .

If we scopethis policy w. r. t.,
�*�l¹ Z ��¹ D �E��¢�����¤�����¦���	 , thenuser

¹ D can still accessthe datawith obligationsBC D , but dueto thewell-foundednessof
�Ak � Ó ë:B í ] ì í �1C ì £R� ì ¥Ô� ì §,� õ , nowthesuperuser

¹ Z
canalsoaccessthedatawith

obligations BC D , in otherwordstheobligations BC F are “lost”.

However, even without imposing additional constraintson the consideredhierarchies,we can exploit the well-
foundednessof theinvolvedpoliciesto establishthefollowing lemma:

Lemma 3.7 Let
�Ak � be a well-foundedprivacy policy with vocabulary

f C � and
f��w/W���#� H ��¢�� H ��¤�� H ��¦=� H 	

a
tupleof subhierarchiesof

�Ý�
,
¢��

,
¤��

,
¦��

, respectively. Then
�=k � �ÿ �=k � Ó | .

�
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In dependenceon theprecisekind of scopingconsidered,evenstrongerpreservationpropertiescanbeproven,e.g.,if
thescopedpolicy is well-foundedagainthenweobtainequivalentrulingsalsofor innerrequests.This is thecaseif we
for instanceapplya scopingoperationunderwhich theleaf requestsareinvariant,i.e., if theconsideredvocabularies
arenon-appending.Albeit this looksratherrestrictive from a theoreticalpointof view, for thekind of scopingneeded
in practice—sayextractinga department’s privacy policy from an enterprise’s privacy policy—this requirementis
oftenmet.

Lemma 3.8 Let
�=k � bea well-foundedprivacypolicy, and

f��w/"���#��H¾��¢���H¿��¤���Hß��¦=��H�	
a tupleof subhierarchiesof�Ý�

,
¢��

,
¤��

,
¦��

, respectively, such that for b k3inH��w/��7�^�-HÀ�u�=�LHß�6�K�-HÀ�u���-HÀ� b^c\d ���`�"	 andall Ò
�LÇ olÈp� b k�inH¾	 ,
wehave Ñ � Ò � b k3i\	O/ Ñ � Ò � b k�inH¿	 .

Thenfor all Ò¸� ³ +3Ò � b k3iGH¾	 andfor all assignmentsyV�2}(~�~ � b^cEd 	 wehave
o�� cE� ¥ ó*( � Ò � y 	 � o3� c\� Õ�ÖG×EDEF � Ò � y 	 . �

Proof. Sincewe have Ñ � Ò � b k3inH¿	Ì/ Ñ � Ò � b k3i�	 for all requestsÒæ�4Ç olÈ\� b k3iGH�	 by assumption,the claim follows
immediatelyfrom thewell-foundednessof theinvolvedpolicies.

3.5 Further Extensionsof the Algebra
Dependingon thespecificusecasesonehasin mind, therearecertainlyfurtheroperatorsonewould like to beadded
to the—still rathermodest—setof available tools. From a practicalpoint of view, it is in particulardesirablethat
the operatorsdiscussedin this papercan be combinedwith the sequentialform of compositionof E-P3Ppolicies
proposedin [3]. But it shouldbepointedout thatsomecautionhasto betakenin trying to combineoperations/results
from [3] and above, as the E-P3Pvariant underlying[3] is slightly different from the variant which we consider
here: As mentionedbefore, in this contribution we try to stay closerto the latestversionof EPAL that hasbeen
submittedto W3C for standardization.Fortunately, carryingover the operatorfor sequentiallycomposingprivacy
policiesfrom [3]—therecalledorderedcomposition—to thesituationconsideredhereis straightforward.

As a technicaltool, [3] introducespolicieswith removeddefault rulings, which basicallymeansthat an E-P3P
policy is transformedto anequivalentonewith default ruling “don’t care”. However, from Lemma3.3we know how
to representany well-foundedprivacy policy in this way, andso we cando without this technicaltrick here. As in
[3] we make useof the conceptof precedenceshift, which addsa fixed numberto the precedencesof all rulesin a
policy. This canbeused,for instance,to shift a departmentpolicy downwards,sothat it haslower precedencesthan
theCPO’s privacy policy.

Definition 3.5(PrecedenceShift) Let
�=k � /Ï� b k�iv��³¸�7´ d 	 bea privacypolicyandGa�-® . Then

�=k � ± G �w/[� b k3iv��³�±
G �7´ d 	 with

³X± G �0/��_�  ± G ��¹���º\��»���¼_� � � BC ��½j	�Ó��  ��¹O��º_��»^��¼p� � � BC ��½r	 � ³�� is calledtheprecedenceshift of
�=k � by G .

We define
�=k � ² G �w/æ�=k � ±V�*² G 	 . 8

Oneeasilychecksthefollowing lemma,whichessentiallysaysthatany precedenceshift canbetakenfor anunaryop-
eratorthatuponinputof awell-foundedprivacy policy yieldsanotherwell-foundedprivacy policy which is equivalent
to theoriginalone.

Lemma 3.9 A privacy policy
�=k � is equivalentto

�=k � ± G for all GV�[® . Further on, if
�Ak � is well-foundedthen�=k � ± G is alsowell-founded.

�
To formalizethesequentialcompositionof two well-foundedpolicies

�=k � D , �=k � F with compatiblevocabularies,we
assumethatbothof themhavea“don’t care”default ruling. If this is not thecase,we first applyanalgorithmlike the
onein Section3.2 to derive equivalentprivacy policieswhich have a “don’t care”ruling. Oncethis is done,we only
have to shift thetwo policiesaccordingly, andthenjoin their vocabulariesandrulesets:

Definition 3.6(SequentialComposition) Let
�=k � D and

�=k � F be two well-foundedprivacypolicieswith compatible
vocabularies,wherew. l. o.g.

ºn½ D /'µÝ/"º�½ F . Moreover, set

S � b k3i D ��³¨H HD �3µ\	©�0/>�=k � D ² à cná �ß�=k � D 	^²Tý , and

S � b k3i F ��³¨HF �3µ\	Ô�w/ �=k � F ² à
å Ú©���=k � D 	Ô±Vý .
Then

�Ak � DIH �=k � F �w/Ï� b k3i D + b k3i F ��³¨H HD +Ì³¨HF ��µ_	 is calledthesequentialcompositionof
�Ak � D under

�=k � F . 8
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Intuitively, a sequentialcompositionof
�Ak � D under

�=k � F shouldserve asa refinementof
�=k � F . This is capturedin

the following lemmawhoseproof is the sameasfor the formulation in [3] except that well-foundednesshasto be
additionallytakeninto account.

Lemma 3.10 For all well-foundedprivacypolicies
�=k � D and

�Ak � F with compatiblevocabulariesand
º�½ D /ÏµÝ/Xº�½ F ,

wehave
�=k � D H �=k � F ÿ �=k � F . �

Obviously, thesequentialcompositionof two well-foundedprivacy policiesis in generalno longerwell-founded.So
whencombining H with theoperators

±
and @ to form morecomplex privacy policies,somecarehasto betaken. In

general,thesequentialcompositionof policiesshouldalwaysbethelastoperationapplied,asit is theonly onewhich
doesnot preservewell-foundedness.

4 Algebraic Propertiesof the Operators
Sincetheoperatordefinitionsproposedin theprevioussectionarequite intuitive, onewould not expect“unpleasant
surprises”whenusingtheseoperatorsto form morecomplex privacy policiesinvolving three,four, or moreoperands.
As actualusecasesoften involve morethanonly oneor two differentprivacy policies,we have to ensurethat our
operatorsdonotyieldnon-intuitivebehaviorsin suchscenarios.Fortunately, thisis notthecase,andtheusualalgebraic
lawsapply:

Lemma 4.1 Let
¤ C��ßD ��¤ C�� F ��¤ C�� � be well-foundedE-P3P policies such that the following expressionsare well-

defined,i.e., the respectiverequirementsin Definition 3.2 respectivelyDefinition 3.3 are met. Thenthe following
holds:

Idempotency
��¤ C�� D @ ¤ C�� D � ¤ C�� D � (1)¤ C�� D ±æ¤ C�� D � ¤ C�� D �

Commutativity
��¤ C�� D @ ¤ C�� F � ¤ C�� F @ ¤ C�� D � (2)¤ C��ßD ±æ¤ C�� FJ� ¤ C�� F ±Þ¤ C��ßD �

Associativity
��¤ C��ßD$@ ��¤ C�� F&@ ¤ C�� � 	 � ��¤ C��ßD%@ ¤ C�� F 	 @ ¤ C�� � � (3)¤ C��ßD ± ��¤ C�� F ±æ¤ C�� � 	 � ��¤ C��ßD ±Þ¤ C�� F 	%±Þ¤ C�� � �

Distributivity
��¤ C��ßD ± ��¤ C�� F"@ ¤ C�� � 	 � ��¤ C��ßD ±æ¤ C�� F 	 @ ��¤ C��ßD ±æ¤ C�� � 	�� (4)¤ C��ßD$@ ��¤ C�� F ±æ¤ C�� � 	 � ��¤ C��ßD$@ ¤ C�� F 	,± ��¤ C��ßD1@ ¤ C�� � 	��

StrongAbsorption
��¤ C��ßD ± ��¤ C��ßD$@ ¤ C�� F 	 ÿ ¤ C��ßD Í (5)

�
It is worth noting that our proof of the strongabsorptionpropertyrelieson both Lemma3.5 andLemma3.6, and
althoughit may look tempting,onecannotsimply switch the rolesof conjunctionanddiscjunctionin the proof to
derivea “dual” strongabsorptionlaw with therolesof @ and

±
beingexchanged.

In additionto purely algebraicpropertiesof the operators,onecanalsoestablishseveral refinementresults. In
particularwecanprovethefollowing relations,which from theintuitivepoint of view arehighly desirable:

Lemma 4.2 Let
¤ C��ßD ��¤ C�� F bewell-foundedprivacypoliciessuch that the respectiverequirementsof Definition3.2

andDefinition3.3aremet.Thenwehave

WeakMultiplicativeRefinement
��¤ C�� D @ ¤ C�� F �ÿ ¤ C�� ¬��  /[ýv�*þ^	�� (6)

WeakAdditiveRefinement
��¤ C�� ¬��ÿ ¤ C�� D ±æ¤ C�� F �  /[ýv�6þ�	 Í (7)

�
Finally, we statea refinementresultwhich relatestheseqentialcompositionoperatorto theoperatorsfor conjunction
anddisjunction:

14



Lemma 4.3 Let
¤ C��ßD ��¤ C�� F bewell-foundedpolicieswith compatiblevocabularies.Thenwehave

WeakOperator Refinement
��¤ C�� D @ ¤ C�� F �ÿ ¤ C�� D )G¤ C�� F �ÿ ¤ C�� D ±æ¤ C�� F (8)

�

5 Conclusion
Motivatedby theneedfor practicallife-cyclemanagementsystemsfor thecollectionof enterpriseprivacy policies,we
have introducedseveral algebraicoperatorsfor combiningenterpriseprivacy policies,andwe have shown that they
enjoy the expectedalgebraiclaws. Our operatorsallow for a convenient,modularuseof existing EPAL policiesas
building blocksfor new ones,andthey henceavoid the difficulties thatnaturallyarisefor the usuallyvery complex
monolithicprivacy specifications.

An analysisof the expressivenessof EPAL further revealedthat, somewhat surprisingly, EPAL policiesarenot
closedunder intuitive notionsof policy conjunctionand policy disjunction; however, suchoperationsare crucial
for actualusecases.We have circumventedthis problemby identifying a suitablesubclassof EPAL policies that
is closedunderdesiredalgebraicoperations.Furtheron, the introducedtools for combiningprivacy policiessatisfy
naturalrequirementslikeassociativity, commutativity, anddistributivity, aswell asappropriaterefinementrelations.In
additionto conjunctionanddisjunctionoperators,ouralgebraprovidesascopingoperationwhichallowsfor managing
respectively reasoningaboutprivacy requirementsthatinvolveonly certainpartsof anorganization,e.g.,for deriving
a privacy policy of an individual departmentfrom anenterprise-wideprivacy policy. Finally, we have shown that the
alreadyexisting notion of sequentialcompositionof privacy policiesfits naturally into our setting. As future work
we considerit a worthwhile goal to addfurther operationsto our algebrain orderto further facilitatea convenient
handlingof privacy policies.
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A PostponedProofs
Thefollowing lemmagivesanequivalentcharacterizationof thethird requirementof well-foundedness,whichwill be
helpful in ourproofs.It caneasilybeprovenby inductionon thedepthsof thehierarchies,andwe omit theproof due
to spaceconstraints.

Lemma A.1 Let
¤ C�� be a well-foundedpolicy, let ÒV��Ç olÈp� b k�iE	K� Ñ � b k3i�	 and y!�4}(~�~ � b^cEd 	 . Thenwe haveo3� c\� ¥ ó)( � Ò � y 	R/"�Q½E� ø � {�=%ë ø3ì<> Ö1? õlì ô&K �8L M 9gô BC ø � ì � 	 , where

�w½ ø � ì � � BC ø � ì � 	R�w/Ïo3� cE��Õ�ÖG× � Ò H¿� y 	 . �

A.1 Proof of Lemma 3.2
Recallthata triple

������$^H¾� P H�	 is a lattice if andonly if thereexistsa partialorder
Î��

on theset
�

suchthat for all¼p�&N � � thereis a minimalupperboundO*PRQ ��¼p�&N�� andamaximallowerbound
çwéRS3��¼p�&N��

suchthat
¼�$^HTN(/æçwéRS��E¼_�"N��

and
¼ P HUN�/ O)PRQ �E¼p�&N�� . Wedenotethepartialorderinducedfrom

�Q?@��9#	�� P �3+R	 by
Î�;

. Finally, weset x �w/Ï�\±A��µE��²��
anddenoteby

Î�V
thefollowingorderon x thatis inducedfrom theŁukasiewicz logic Ł � : ²'Î�V µAÎ�VT± Now define

a partialorderon theset
�W�0/Ï�\±A�3²��¸�a?@��9#	Ô+Ì�_��µE��Ø\	*�

by settingfor all
�Q½E� BC 	��3�Q½vH¾� BC H�	 � � :

�Q½E� BC 	�Î � �Q½ H � BC H 	O�  ��w½aÎ�V&½ H 	
or
�Q½�/ ½ H � �\±A�3²�� and BC Î ; BC H 	

Thenoneeasilychecksthat
ç0éRS3�\�Q½E� BC 	��7�w½�H�� BC H�	���/�w½E� BC 	 ����� �Q½�H�� BC H�	 , O)PRQ �_�w½E� BC 	��3�Q½vH¾� BC H�	*��/«�Q½E� BC 	 ��� �Q½�H¿� BC H�	 , and����� ��� � ����� 	 is a lattice.Weareleft to checkthatthis latticeis distributive. For this,notethatin any latticethetwo

lawsof distributivity
¼ P H �$N�$ H � 	Û/ ��¼ P H N�	^$ H ��¼ P H � 	 (9)¼A$ H �$N P H � 	Û/ ��¼¸$ H N�	 P H ��¼¸$ H � 	 (10)

areequivalent:Givendistributive law (9) we calculate

��¼J$ H N�	 P H ��¼`$ H � 	
ë W õ/ �*��¼J$ H N�	 P H ¼s	p$ H �*��¼J$ H N�	 P H � 	O/'¼J$ H �*��¼`$ H N�	 P H � 	

ë W õ/1¼`$ H �*��¼ P H � 	p$ H �%N P H � 	6	R/X¼J$ H �%N P H � 	
Theotherdirectionis obtainedby swappingtherolesof

$^H
and P H . Soit is sufficient to provethefirst distributive law,

which in ournotationreads:
¼ ��� �%N ����� � 	O/[��¼ ��� N�	 ����� ��¼ ���Ï� 	

Proving this,merelymeanswriting down severaldifferentcases(as
Nn� � areusedsymmetrically, certaincasescan

beomitted):

S Case1:
¼�/[�*±A� BC 	

– Case1.1.
N¸/�*±A� BC H¾	�� � /«�6±A� BC H H�	 : This is immediate,as

�_�*±A� BC 	(� BC � ?@��9#	�� is obviously a sublattice
of
�Q?@��9#	�� P �3+R	 .

– Case1.2. w. l. o.g. assume
N

is not of the form
�*±A� BC H H H 	 . Then

¼W���XN��� �%N ����� � 	 , so¼ ��� �$N ����� � 	O/"¼ and
��¼ ��� N�	 ����� ��¼ ���'� 	O/'¼ ����� ��¼ ���Ï� 	O/'¼ .

S Case2:
¼�/[��µE��Ø_	

– Case2.1.
N>/¡�*±A� BC H�	�� � /��6±A� BC H H�	 : Then

N ����� � ����¼
, so

¼ ��� �$N ����� � 	-/YN ����� � and��¼ ��� N�	 ����� ��¼ ���'� 	R/ZN ����� � .
– Case2.2. w. l. o.g. assume

N ê/Ï�6±A� BC 	 . Then
N ����� � Î � ¼ , so

¼ ��� �%N ����� � 	R/Ï¼ , and
¼ ��� N�/"¼

,
so
��¼ ��� N�	 ����� ��¼ ���Ï� 	O/"¼ ����� ��¼ ���"� 	O/'¼ .

S Case3:
¼�/[��²¸� BC 	

– Case3.1. For
N�/[��²¸� BC H¾	�� � /Ï�*²¸� BC H H�	 theresultis immediate(cf. case1.1)

– Case3.2.w. l. o.g.
N ê/[��²¸� BC H¾	�� � /[��²¸� BC H H�	 . Then

N ����� � /ZN
and

¼ ��� N¨Î�� � , so
¼ ��� �%N ����� � 	O/¼ ��� N

and
��¼ ��� N3	 ����� ��¼ ���'� 	R/"��¼ ��� N�	 ����� � /"¼ ��� N

.

– Case3.3.
N ê/¡��²¸� BC H�	�� �'ê/��*²¸� BC H H�	 : Then

N ����� � ����¼
, so

¼ ��� �$N ����� � 	-/YN ����� � and��¼ ��� N�	 ����� ��¼ ���'� 	R/ZN ����� � .
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A.2 Proof of Lemma 3.3
Let y �T}(~�~ � b,cEd D 	 and Ò@�'Ç ouÈ , andset

�w½�ø3ì ¬6� BC ø7ì ¬6	��0/ +*, ¼ � Õ�ÖG× û � Ò � y 	 for  /!ýv�*þ . For Ò���Ñ � b k�iE	 , the claim
follows immediatelyby definition,henceassumein thefollowing that Ò�ê�<Ñ � b k�iE	 . Thenthefollowing holds:
S Wehave

�w½ ø3ì F � BC ø7ì F 	O/[� � ilkGmso o dGd k d ��Ø_	 if andonly if
�w½ ø3ì D � BC ø3ì D 	O/[� � ilkGmso o dGd k d ��Ø\	 becauseof b k3i D / b k3i F .

S Wehave
½ ø7ì F /[± if andonly if wehave

½ ø � ì F /Ï± for all Ò H �<Ñ � Ò � b k�i D 	 which follows immediatelyfrom the
semanticsof E-P3P, i.e., from Lemma3.1. Moreover, since

�Ak � D and
�=k � F are well-founded,LemmaA.1

then implies that BC ø3ì ¬ / ø � {�=%ë ø3ì<> Ö*? û õlì ô[K � L û 9gô K L û BC ø � ì ¬ for  /�ýv�6þ
, where

�Q½vø � ì ¬�� BC ø � ì ¬u	æ�w/ +*, ¼ � Õ�ÖG× û � Ò H¾� y 	 .
Since

�w½vø � ì D � BC ø � ì D 	Ì/��w½vø � ì F � BC ø � ì F 	 in particularholds for all Ò H �1Ñ � Ò � b k3i D 	 and since b k3i D / b k3i F im-
plies Ñ � Ò � b k�i D 	�/ Ñ � Ò � b k3i F 	 , we obtainthat BC ø3ì D\� BC ø3ì F . Moreover,

½ ø3ì D /!± immediatelyfollows from½ ø � ì D / ½ ø � ì F /[± andthewell-foundednessof
�Ak � D .

S We have
½ ø3ì F /e² if andonly if thereexists Ò H �[Ñ � Ò � b k3i D 	 suchthat

½ ø � ì F / ² which follows from Defi-
nition 3.1. Again, we exploit that

�=k � D and
�=k � F arewell-founded,hence BC ø7ì ¬ / ø � {�=%ë ø7ì<> Ö1? û�õlì ô[K �.L û 9©ô K L û BC ø � ì ¬

for  / ýv�6þ , where
�Q½ ø � ì ¬ � BC ø � ì ¬ 	��0/°o3� c\��Õ�ÖG× û � Ò H¿� y 	 . Since

�w½ ø � ì D � BC ø � ì D 	�/ �w½ ø � ì F � BC ø � ì F 	 in particularholdsfor
all Ò H ��Ñ � Ò � b k3i D 	 andsince b k3i D / b k3i F implies Ñ � Ò � b k3i D 	è/ Ñ � Ò � b k3i F 	 , we obtainthat BC ø3ì D]� BC ø3ì F .
Moreover,

½�ø3ì D /"² immediatelyfollows from
½vø � ì D />½vø � ì F /"² andthesemanticsof E-P3P.

Finally, theabove statementsimply thatwe have
o3� c\�¾Õ�ÖG× � � Ò � y 	¨/«��µ��3Ø\	 if andonly if

o3� c\��Õ�ÖG× � � Ò � y 	¨/��*µ��3Ø\	 since
it is theonly casethathasnot beentreatedyet. Altogether, this shows that

�=k � D and
�=k � F areequivalent.

A.3 Proof of Lemma 3.5
Let Ò
�@Ç olÈ\� b k3iE	 and yX�L}(~�~ � b^cEd 	 . We canassumethat Ò&ê�ÞÑ � b k3i�	 astheclaim otherwiseimmediatelyfollows
by definition. For arbitrary Ò H �LÇ ouÈp� b k3i�	 we set

�w½ ø � � BC ø � 	K�w/4o�� cE��ÕjÖG× � Ò H¾� y 	 and
�Q½ ø � ì ¬ � BC ø � ì ¬ 	J�w/4o�� cE�¾Õ�ÖG×
	 û � Ò H¿� y 	 for /Ïýv�6þ .

Since
�=k � , �=k � 5D , and

�=k � 5F arewell-foundedandsincewe have ÒÞ�4Ç olÈp� b k3i�	`� Ñ � b k3i�	 , LemmaA.1 yieldsBC ø / ø � {�=Ôë ø3ì<> Ö*? õGì ô[K � 9©ô K BC ø � andsimilarly BC ø3ì ¬ / ø � {�=%ë ø3ì<> Ö*?%	 û õGì ô[K �.L û 9©ô K L û BC ø � ì ¬ for  /[ýv�6þ .
Dependingon thevalueof

½�ø
we distinguishthreecases,in which we alwaysfirst show that

½�øa/T½�ø3ì D ����� ½vø3ì F
(with

�����
interpretedcanonicallyon rulings):

S o�� cE�¾Õ�ÖG× � Ò � y 	�/��6±A� BC ø 	 : In this case,the semanticsof E-P3Pimmediatelyimplies
½ ø � /Â±

for all Ò H �Ñ � Ò � b k3i�	 . Hencewealsohave
½ ø � ì D ����� ½ ø � ì F /[± by thedefinitionof conjunction,andthewell-foundedness

of
�Ak � 5D and

�=k � 5F imply thatalso
½ ø3ì D ����� ½ ø7ì F /[± .

Moreover, sincewe have
½�ø � ì D / ½vø � ì F /�±

the definition of conjunctionimplies BC ø � � BC ø � ì D + BC ø � ì F , and
it remainsto show that BC ø � BC ø3ì D + BC ø3ì F . Togetherwith Ñ � Ò � b k3i�	@/ Ñ � Ò � b k3i 5¬ 	 for  /�ýv�6þ

and since½vø � ì D / ½�ø � ì F /Â±
for any Ò H �°Ñ � Ò � b k3i�	 , this implies BC ø'/ ø � {�=Ôë ø3ì<> Ö*? õGì ô K � 9_^ BC ø � / ø � {�=%ë ø3ì<> Ö1? õ �ø � {�=Ôë ø3ì<> Ö*?8	 � õ BC ø � ì D + ø � {�=%ë ø7ì<> Ö1?%	� õ BC ø � ì F / BC ø3ì D + BC ø7ì F .

S o�� cE�¾Õ�ÖG× � Ò � y 	¨/4�*²¸� BC ø 	 : Well-foundednessof
�=k � impliesthat thereexists Ò H �ÞÑ � Ò � b k�iE	 suchthat

½ ø � /4² .
Hencewehave

½ ø � ì D ����� ½ ø � ì F /Ï² by thedefinitionof conjunction,whichimpliesthat
½ ø � ì D /"² or

½ ø � ì F /Ï² .
Without lossof generalitylet

½ ø � ì D /�² . Now thesemanticsof E-P3Pimmediatelyimpliesthatalso
½ ø3ì D /�² ,

hencealsothat
½�ø3ì D ����� ½vø7ì F /"² .

The statementabout the obligationscan be shown by consideringthe following three possibilitiessepa-
rately:

½�ø3ì D � �\±A�3µE� , ½�ø3ì F /¡²
,
½vø3ì D /�²¸��½vø3ì F � �_±A��µE� , and

½vø3ì D /°½�ø3ì F /�²
. We then exploit the

definition of conjunction to obtain BC øX/ ø � {�=%ë ø3ì<> Ö1? õlì ô&K � 9a` BC ø � � � ø � {�=%ë ø7ì<> Ö1? õlì ô[K � L � {�B ^¨ì b C ì ô&K � L � 9a` BC ø � ì D 	+ � ø � {�=%ë ø3ì<> Ö1? õlì ô[K � L � 9a`�ì ô[K � L � {�B ^¨ì b C BC ø � ì F 	 + � ø � {�=%ë ø7ì<> Ö1? õlì ô[K � L � 9©ô[K � L � 9a` � BC ø � ì D + BC ø � ì F 	*	 /
ø � {�=Ôë ø3ì<> Ö*? õlì ô&K �.L � 9a` BC ø � ì D + ø � {�=%ë ø7ì<> Ö1? õlì ô[K �cL � 9a` BC ø � ì F / BC ø3ì D + BC ø3ì F , andwearedone.

S o�� cE� Õ�ÖG× � Ò � y 	�/ ��µ��3Ø\	
: In this case,the semanticsof E-P3Pimplies that for all Ò H �°Ñ � Ò � b k3i�	 we have½vø � ê/°² , which implies
½vø � ì D ����� ½vø � ì F ê/ ² , i.e.,

½vø � ì D ê/°² and
½vø � ì F ê/°² for all Ò H ��Ñ � Ò � b k�iE	 . More-

over, well-foundednessof
�=k � implies that thereexists Ò H ��Ñ � Ò � b k�iE	 suchthat

½�ø � /!µ . Hencewe obtain½vø � ì D ����� ½vø � ì F / µ by the definition of conjunction. The semanticsof E-P3Pimmediatelyimplies that also½vø3ì D ����� ½vø7ì F /Ïµ holds.Obligationsareclearby definition.
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A.4 Proof of Lemma 3.6
Let ÒÝ� ³ +3Ò ��f C � 	 and yT�&}(~�~ � b,cEd 	 . We canassumethat ÒÌê� Ñ � b k3i�	 astheclaimsotherwiseimmediatelyfollow
by definition. For arbitrary Ò H �XÇ olÈp� b k3i\	 we set

�Q½vø � � BC ø � 	
�0/Wo3� c\� Õ�ÖG× � Ò H¾� y 	 and
�w½�ø � ì ¬�� BC ø � ì ¬*	
�0/Wo3� c\� Õ�ÖG× 	 û � Ò H¾� y 	

for  / ý��*þ . First of all, since
�=k � , �Ak � 5D , and

�=k � 5F arewell-foundedandsincewe have Ò&�TÇ olÈ_� b k3i\	�� Ñ � b k3i�	 ,
LemmaA.1 yields BC ø / ø � {�=%ë ø7ì<> Ö1? õlì ô[K � 9a` BC ø � andsimilarly BC ø7ì ¬ / ø � {�=%ë ø7ì<> Ö1?%	 û õlì ô[K � L û 9a` BC ø � ì ¬ for  /�ýv�6þ . We now
distinguishtwo cases:

S o�� cE�¾Õ�ÖG× � Ò � y 	O/[��²¸� BC ø 	 : We first show that
½ ø7ì D ��� ½ ø7ì F /'² .

Well-foundednessof
�=k � implies that there exists Ò H �¡Ñ � Ò � b k�iE	 such that

½vø � /Á²
. Hencewe have½ ø � ì D ��� ½ ø � ì F /°² by the definition of disjunction,which implies that

½ ø � ì D /�½ ø � ì F /°² . Now the seman-
ticsof E-P3Pimmediatelyimpliesthatalso

½ ø3ì D /Ï² and
½ ø3ì F /Ï² , hencealsothat

½ ø7ì D ��� ½ ø7ì F /"² .

Proving the claim about the obligations is tedious but straightforward: First, we have BC ø�/
ø � {�=Ôë ø3ì<> Ö*? õlì ô&K � 9a` BC ø � � ø � {�=Ôë ø3ì<> Ö*? õGì ô[K � L � 9©ô&K � L � 9a` � BC ø � ì D PÝBC ø � ì F 	 becauseof Ñ � Ò � b k�iE	R/ Ñ � Ò � b k�i 5¬ 	 andsince½ ø � ì D / ½ ø � ì F /Ï² if andonly if

½ ø � /'² . We thenobtain

BC ø3ì D P>BC ø7ì F / � ø � {�=%ë ø3ì<> Ö*? õlì ô K �8L � 9�`
BC ø � ì D 	 P � ø � {�=%ë ø3ì<> Ö*? õlì ô K �8L � 9�`

BC ø � ì F 	
/ � ø � {�=%ë ø3ì<> Ö*? õlì ô K �8L � 9�`gì ô K �8L � {�B ^(ì b C

BC ø � ì D + ø � {�=%ë ø7ì<> Ö1? õlì ô K �8L � 9©ô K �8L � 9a`
BC ø � ì D 	

P � ø � {�=%ë ø3ì<> Ö*? õlì ô[K �8L � 9�`gì ô[K �8L � {�B ^(ì b C
BC ø � ì F + ø � {�=%ë ø7ì<> Ö1? õlì ô[K �8L � 9©ô[K �8L � 9a`

BC ø � ì F 	

ÿ � ø � {�=%ë ø3ì<> Ö*? õlì ô[K �8L � 9gô[K �.L � 9�`
BC ø � ì D 	 P � ø � {�=Ôë ø3ì<> Ö*? õGì ô[K �.L � 9©ô&K �%L � 9a`

BC ø � ì F 	

ÿ ø � {�=%ë ø3ì<> Ö1? õlì ô&K �.L � 9©ô[K �.L � 9a`
� BC ø � ì D P>BC ø � ì F 	R/ BC ø Í

S o�� cE� ¥ ó)( 	 � � Ò � y 	 ��� o�� cE� ¥ ó*( 	� � Ò � y 	K/Ï�6±A� BC 	 : We have to show that
½ ø /[±

andthat BC ø ÿ BC .
Without loss of generalityassume

½vø7ì D /�±
. Then the E-P3Psemanticsimplies that

½vø � ì D /�±
for allÒ H ��Ñ � Ò � b k�iE	 . Hencethe definition of disjunctionyields

½vø � /°± for all Ò H ��Ñ � Ò � b k�iE	 , andhencewell-
foundednessof

�=k � implies
½ ø /[±

.

Theclaim abouttheobligationsis againtedious:We have BC øa/ ø � {�=Ôë ø3ì<> Ö*? õGì ô[K � 9_^ BC ø � . Now thedefinitionof

disjunctionimplies BC ø � � BC ø � ì D if
½vø � ì F � �\²¸��µE� and BC ø � � BC ø � ì D PVBC ø � ì F if

½vø � ì F /°± . Hencewe have BC ø�/ø � {�=Ôë ø3ì<> Ö*? õlì ô&K � 9_^ BC ø � /'� ø � {�=%ë ø7ì<> Ö1? õlì ô[K � L � 9_^¨ì ô[K � L � {�B `gì b C BC ø � ì D 	Ô+@� ø � {�=%ë ø7ì<> Ö1? õlì ô[K � L � 9©ô[K � L � 9d^ � BC ø � ì D P>BC ø � ì F 	6	
We now distinguishtwo cases:If

½vø7ì F � �E²¸�3µE� then BC / BC ø3ì D andwe have BC ø3ì D /�� ø � {�=Ôë ø3ì<> Ö*? õlì ô&K � L � 9_^ BC ø � ì D 	
which immediatelyyields BC ø7ì Daÿ BC ø . If

½ ø7ì F /e± , we have BC / BC ø7ì D PæBC ø3ì F . This yields BC ø3ì D P BC ø3ì FLÿ BC ø as
shown in thefirst overall case.

A.5 Proof of Lemma 4.1
By definition of @ �3± the well-foundedE-P3Ppoliciesareclosedwith respectto theseoperators.As well-founded
policies aredeterminedup to equivalenceby the rulings of their leaf-nodesit is sufficient to show the statements
involving equivalencesfor all assignmentsy andfor all leaf-nodesÒ over therespective joint vocabularies.

S Idempotency:Let yË��}(~�~ � b,cEd D 	 and Ò'�°Ñ � b k�i D 	 be arbitrary. Let
�w½ D � BCED 	��0/ o3� c\��Õ�ÖG× � � Ò � y 	 . Theno�� cE�¾Õ�ÖG× � ^ Õ�ÖG× � � Ò � y 	 � �Q½ D � BCED 	 ��� �Q½ D � BCED 	 � �w½ D � BCED PÞBCED 	 . Becauseof BCED PÞBCED :<; � BCED :<; � BCED PÞBCED , this

shows thedesiredequivalence.Theproof worksidenticallyfor conjunctionwhere P is replacedby
+

.

S Commutativity, Associativity, and Distributivity: We show the commutativity of disjunction: Let y.�}(~�~ ��f#¼�½ D + f
¼�½ F 	 and Ò � Ñ ��f C � D + f C � F 	 be arbitrary, and let
�=k � 5¬ as in Definition 3.2.

Then
o�� cE��Õ�ÖG× � ^ Õ�ÖG× � � Ò � y 	 � o3� c\��Õ�ÖG× 	 � � Ò � y 	 ��� o3� cE�¾Õ�ÖG×
	� � Ò � y 	 � o�� cE�¾ÕjÖG× 	� � Ò � y 	 ��� o�� cE��Õ�ÖG× 	 � � Ò � y 	 �
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o�� cE�¾Õ�ÖG× � ^ Õ�ÖG× � � Ò � y 	 is an immediateconsequenceof the definition of ��� . Commutativity of @ , aswell as
associativity anddistributivity canbeprovenanalogouslyby exploiting Lemma3.2.

S Strong Absorption: Let y!��}(~�~ � b,cEd D + b^cEd F 	 and Òæ�4Ç olÈp� b k3i D + b k3i F 	 be given, and let
�=k � 5¬ as in

Definition3.2.Let further
�w½ ¬ � BC ¬ 	O�w/[o3� cE�¾Õ�ÖG×
	 û � Ò � y 	 . Dependingon thevalueof

½ D we distinguishtwo cases:

–
½ D � � � ilknmpo o dGd k d �3µE� : Nothinghasto beshown in this case.

–
½ D � �\²¸�3±¸� : First,weexploit Lemma3.5andLemma3.6to obtain

o3� c\� ¥ ó)( � ^ ë ¥ ó)( �Ee ¥ ó*( � õ � Ò � y 	 � �w½ D � BC 	
for some BC . It remainsto show that BC¸ÿ BCED .
Now Lemma3.5impliesthat

o3� c\��Õ�ÖG× � e ÕjÖG× � � Ò � y 	 � �Q½E� BCED + BCGF 	 for some
½
. Similarly, Lemma3.6implies

that we have BC-ÿ BCED P � BCED + BCGF 	 , which implies BC-ÿ BCED by assumptionon the obligationmodels.This
finishesthe first absorptionlaw for this case.The secondlaw canbe provensimilarly: Lemma3.5 and
Lemma3.6 imply that

o�� cE� Õ�ÖG× �:e ë ÕjÖG× � ^ Õ�ÖG× � õ � Ò � y 	 � �w½ D � BC D + BC 	 for some BC . Hencethe claim follows
immediatelyfrom BC D + BCAÿ BC D .

A.6 Proof of Lemma 4.2
Let Ò��&Ç olÈp��f C � D +Ìf C � F 	 andyV�Ì}(~�~ � b^c\d D + b^cEd F 	 bearbitrary, let

�=k � 5¬ asin Definition 3.5,andlet
�w½�¬*� BC ¬*	R�w/o3� c\� Õ�ÖG× 	 û � Ò � y 	 for  /[ýv�*þ .

Exploiting commutativity of
±

and @ , it is sufficient to prove
¤ C�� D @ ¤ C�� F �ÿ ¤ C�� D and

¤ C�� D �ÿ ¤ C�� D ±T¤ C�� F . De-
pendingon thevalueof

½ D we distinguishthreecases:

S ½ D � � � ilkGmso o dGd k d ��µE� : Nothinghasto beshown in this case.

S ½ D /Ï² : ThenLemma3.5 implies
o3� cE� ¥ ó)( �:e ¥ ó)( � � Ò � y 	 � ��²¸� BC 	 where BC / BCGF if

½ F � �_±A��µE� and BC / BCED + BCGF
if
½ F /"² . Thefirst caseyieldsaweakrefinementby definition,thesecondonedoesbecauseof BCED + BCGF :>; �*f ; �BCED .

To show weakadditive refinement,notethat for
½ F � �_±A��µE� nothinghasto beshown becauseof Lemma3.6,

hencelet
½ F / ² . ThenLemma3.6 implies that

o�� cE� ¥ ó)( � ^ ¥ ó)( � � Ò � y 	 � �Q½E� BC 	 for some
½

andsome BC withBC D P<BC F ÿ BC . Becauseof BC D ÿ BC D P�BC F , theclaim follows from thetransitivity of weakrefinement.

S ½ D /4± : For
½ F � �\µ��3²�� nothinghasto beshown for weakmultiplicative refinementbecauseof Lemma3.5,

henceassumenow that
½ F /Ë±

. Now Lemma3.5 implies that
o�� cE� ¥ ó*( � e ¥ ó)( � � Ò � y 	 � �*±A� BC D + BC F 	 which

yields a refinementsimilar to the previous case. To show weak additive refinement,Lemma 3.6 implieso�� cE� ¥ ó)( � ^ ¥ ó)( � � Ò � y 	 � �*±A� BC 	 for some BC with either BC D ÿ BC if
½ F � �\²¸��µ\� or BC D P"BC F ÿ BC if

½ F /�±
.

In the first case,we immediatelyobtaina weakrefinement,andobtaina weakrefinementby exploiting thatBC D ÿ BC D P<BC F .

A.7 Proof of Lemma 4.3
To show that

¤ C�� D )G¤ C�� F �ÿ ¤ C�� D ± ¤ C�� F we exploit a resultof [3] which statesthat
¤ C�� D )G¤ C�� F is a strongrefinement

of
¤ C��ßD . Sincewe have alreadyshown

¤ C��ßD �ÿ ¤ C��ßD ± ¤ C�� F in Lemma4.2, theclaim follows sincestrongrefinement
impliesweakrefinement,andfrom thetransitivity of weakrefinement.

To show
¤ C��ßD%@ ¤ C�� F �ÿ ¤ C��ßD )G¤ C�� F , let ÒL��Ñ ��f C � D +<f C � F 	 and y1�T}(~�~ ��f
¼�½ D +�f#¼�½ F 	 be arbitrary, andlet�w½ ¬ � BC ¬ 	K�0/[o�� cE��ÕjÖG× 	 û � Ò � y 	 for  /"ý��*þ with

�=k � 5¬ asin Definition 3.5.We distinguishtwo cases:

S o�� cE� ¥ ó)( �*g ¥ ó*( � � Ò � y 	 � �\� � ilknmpo o dGd k d �3Ø\	��7��µE��Ø\	*� : Nothinghasto beshown in thiscase.

S o�� cE� ¥ ó)( � g ¥ ó*( � � Ò � y 	�/Ë�Q½E� BC 	 for
½ � �E²¸�7±¸� and for some BC : Then

�w½ D � BCED 	�/Ë�Q½E� BC 	 or
�w½ D ��Ø_	�/Ë��µE��Ø_	R$�w½ F � BC F 	�/Ë�Q½E� BC 	 . If

½ D /�±
thenwe immediatelyobtaina weak refinementunless

½ F /�±
. In this case,

Lemma3.5 implies
o3� cE� ¥ ó)( � e ¥ ó)( � � Ò � y 	 � �*±A� BC D + BC F 	 , which yields a refinementsince BC D + BC F ÿ BC D ÿ BC .

If
½ D /¯² thenLemma3.5 yields

o�� cE� ¥ ó)( � e ¥ ó)( � � Ò � y 	 � �*²¸� BC D + BC F 	 if
½ F /1² and

o3� cE� ¥ ó)( � e ¥ ó)( � � Ò � y 	 ���²¸� BC D 	 otherwise. Both casesclearly yield a weakrefinement.Finally, if
½ D /Wµ thenwe immediatelyob-

tain weak refinementsfor
½ F /Ëµ

. Now Lemma3.5 yields
o�� cE� ¥ ó*( � e ¥ ó)( � � Ò � y 	 � ��²¸� BC F 	 if

½ F /Ë²
ando�� cE� ¥ ó)( � e ¥ ó)( � � Ò � y 	 � ��µE� BC D 	R/"�*µ���Ø_	 if

½ F /Ï± . Bothcasesyield weakrefinements.
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